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DRL-IDS : Deep Reinforcement Learning Based Intrusion Detection System for Industrial Internet
of Things

LI Bei-bei, SONG Jia-rui, DU Qing-yun and HE Jun-jiang
School of Cyber Science and Engineering., Sichuan University,Chengdu 610041, China

Abstract In recent years.the Industrial Internet of Things (IIoT) has developed rapidly. While realizing industrial digitization,
automation,and intelligence,the IIoT has introduced tremendous cyber threats. Further,the complex,heterogeneous.and distribu-
ted IIoT environment has created a brand-new attack surface for cyber intruders. Traditional intrusion detection techniques no
longer fulfill the needs of intrusion detection for the current IIoT environment. This paper proposes a deep reinforcement learning
algorithm (i. e. ,Proximal Policy Optimization 2. 0,PPO2) based intrusion detection system for the IIoT. The proposed intrusion
detection system combines the perceptual ability of deep learning with the decision-making ability of reinforcement learning,
which can effectively detect multiple types of cyber attacks for the IoT. First,a LightGBM-based feature selection algorithm is
used to filter the most effective feature sets in 1loT data. Then.the hidden layer of the multilayer perceptron network is used as
the shared network structure of the value network and policy network in the PPO2 algorithm. At last,the PPO2 algorithm is used
to construct the intrusion detection model and Rel.LU (Rectified Linear Unit) is employed for classification output. Extensive ex-
periments conducted on a real IloT dataset released by the Oak Ridge National Laboratory,sponsored by the U. S. Department of
Energy,show that the proposed intrusion detection system achieves 99. 09% accuracy in detecting multiple types of network at-
tacks for the IIoT,and it outperforms state-of-the-art deep learning models (e. g. , LSTM,CNN,RNN) based and deep reinforce-
ment learning models (e. g. s DDQN and DQN) based intrusion detection systems,in terms of the accuracy, precision,recall,and
F1 score.
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M FL W4, AT, ARSI AE Ubuntu 18. 04,3 LTS &
G2 B HLAS I 58 8, 52 56 T SR B9 BE fF B & 40 F . CPU Model :
Intel Xeon E5-2618L v3, GPU:. NVIDIA GeForce RTX
2080TI,RAM:64 GB,
4.2 HIEE
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* 1 BUEERE

Table 1 Dataset description
% Ak HE &R
Nomal 61156 E#MERE
NMRI 2763 fi B o % B B UE N
CMRI 15466 B4 B BB BLE N
MSCI 782 BERAHFLEN
MPCI 7637 BREHALEN
MFCI 573 BEEBALEN
DoS 1837 B 4 M4 T
Reconnaissance 6805 L& = &0

4.3 HETLLIE

TR RS T B T 0 2% BN AR AL AT 26 AN HEAE , FRATT
AT 3. 2 15 52 B B REAE L $E U5 52 2 B 0 T MR AE  7E AR R AR
PERERYRTIE FRU/NB R E B, B— 4 MR 0 Bk R
KF 0.6 MFHE. 55 4 Mk 8 A~ 1A B —(E R FAE . 58
=2 M 4 X ERAE B R AE AR R A B H
LightGBM AT FEAE A0 T 2 PEHEIT , BEHCAT 12 A~ FRAE #E AT 52
By, B K AR B — b, AR RURRAE 0] &, B S AT AR
g,
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W grid F ) EES B 2 o,

#2 PPO2 BZHH
Table 2 PPO2 hyperparameters table

R EA A A
n_env AT B AT B I Bl R % 15 int
o steps FBANREEREHFTATH F RE S12int
i 4w o 4 K /N A n_steps X n_env)
ent_coef ik W& % 0.00001 float

linear schedule

learning_rate FERCTUE A from 0. 0021
to 0.0
max_grad_norm HE WY& AE 0. 8 float
minibatches BREHWEIN N HEE 16 int

DRL-IDS A = K6 05 68 {4 43 591 76 D 38 48 . Y11 25 4 A 56 i
£ E AT, 45 R 3 TS & TS AR ITE 9T W L |,

%3 DRL-IDS A {245 A5 11 fi 2 3L

Table 3 Performance of DRL-IDS
HETE A E ENEES o E Fl1 4
Test 0.9909 0.9717 0.9857 0.9785
Train 0.9909 0.9762 0.9840 0.9799
Validation 0.9891 0.9717 0.9830 0.9773

F A BT DRL-1DS 145 2 B0k (19 46 I 45 3, S 56 45

FEU A Fh ST AR I AR R CFL PR A R SRR ON FEAR
AL E P RGEG MR WS R, 55
DRL-IDS (% #E 8 %4 99. 09 % .
# 4 DRL-IDS A2k il 45 5 45 Fh 25 70U (1) 3% B
Table 4 Classification report of DRL-IDS

W Ak F1 i 4 BE R o LGRS
Nomal 0.9930 0.9924 0.9936 0.9909
NMRI 0.9512 0.9457 0.9568 0.9909
CMRI 0.9943 0.9987 0.9899 0.9909
MSCI 0.9647 0.9588 0.9706 0.9909
MPCI 0.9767 0.9793 0.9741 0.9909
MFCI 0.9737 0.9487 1.0000 0.9909

DoS 0.9855 0.9755 0.9957 0.9909
Reconnaissance 1.0000 1.0000 1.0000 0.9909

HAEZR L F PPO2 1 A= 4l 3 48 DRL-IDS 7 Il £
JH TensorBoard( TensorFlow W #f & T. E. 1) I8 &5 A [6] 19 48
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P, N “Episode 2037 1T LA H o 41 b 2 At 5 Fh 7R B 5 1k
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T PPO2 51 19 A AR A DU HE 28 e Sl ALAR & .
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Fig. 5 Learning rate
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Table 5 Performance comparison with other detection models
A X ES EREES o E F1 # 4
CNN 0.9884 0.9769 0.9695 0.9730
RNN 0.9854 0.9817 0.9602 0.9705
LSTM 0.9884 0.9829 0.9604 0.9712
DDQN 0.9905 0.9841 0.9708 0.9773
DQN 0.9904 0.9848 0.9691 0.9768
PPO2 0.9910 0.9856 0.9717 0.9785
100 I g Accuracy = Precision W Recall & Fl-score
099
g 098
g
= o7
096
095
CNN RNN LSTM DDQN DNQ PPO2
Methods
B 7 5 AR R L
Fig. 7 Comparison with other model based IDSs
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