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SQL Injection Attack Detection Method Based on Information Carrying

CHENG Xi and CAO Xiao-mei

School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China
Abstract At present,the accuracy of SQL injection attack detection based on traditional machine learning still needs to be im-
proved. The main reason behind this phenomenon is that if too many features are selected when extracting feature vectors,it will
cause the overfitting of the model and negatively affect the efficiency of the algorithm, whereas a large number of false and missed
number will be generated if too little features are selected. To solve this problem,the paper proposes SQLIA-IC,a SQL injection
attack detection method based on information carrying. The SQLIA-IC adds a marker and content matching module on the basis
of machine learning detection. The marker is used to detect sensitive information in the sample,and the content matching module
is used to match the feature items of the sample to achieve the purpose of secondary judgment. In order to improve the efficiency
of SQL injection attack detection, the information value is used to simplify the detection results of machine learning and markers.
In the content matching module, the dynamic matching is performed according to the information value carried by the sample. The
simulation experiment results show that compared with the traditional machine learning methods, the accuracy rate of the method
proposed in this paper is 2. 62% higher on average, the precision ratio is 4. 35% higher on average,the recall rate is 0. 96 % higher
on average while the time loss has only increased by about 5ms,which reveals that the method proposed can detect SQL injection

attacks efficiently and effectively.
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Table 1

Common features and examples of SQL injection attacks

Feature Number Feature Description

Example

1 Select keywords select,union select

2 Comparison operators(tautology or contradictory) 1=1,"a’=‘a’,2=3,c">d’

3 Comparison operators(conditional categories) =,>,<,! =,>=,<=,in,like,between,exists, rlike
4 Special function load_file() ,into outfile. xp_cmdshell

5 Time function sleep() ,benchmark() , waitfor delay,

6 Conditional function ifO

7 Logical conjunctions and,or,xor, & &, ||

8 Error keywords floor, extractvalue, updatexml, exp.,

9 Return database information function version() ,user() . datebase() . @ @ version

10 SQL command verb keywords create,insert,update,delete,drop.exec
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Table 3 Sensitive information and related examples

Sensitive information Example
comment 2, ——.%,/* */.;and etc
Special characters 1@,$,*.,8&,<,>,=,/.+, W& FH ectc

+ < B 4 A L ascii 4 A url 4 A

select, order, add, declare, delete, update, insert,

Special code

SQL keywords

group, limit,exec,open,and,or,exists and etc
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Fig. 2 Information value generation process
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learning algorithms

Machine learning

algorithm Parameter Value Accuracy/ %
Random Forest max_depth 16 95
Support Vector gamma 1.9307 92
Machine C 1.8
k-NearestNeighbor k 2 94
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Fig. 4 Different algorithms and their improved detection effects
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