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Deepfake Videos Detection Method Based on i_ResNet34 Model and Data Augmentation
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Abstract Existing Deepfake videos detection methods are weak in extracting facial feature. Therefore, this paper proposes an im-
proved ResNet(i_ResNet34) model and three data augmentation methods based on information dropping. Firstly,the ResNet is
optimized by using the group convolution to replace the ordinary convolution to extract more sufficient facial features without in-
creasing model parameters. Then.max pooling layer is used to the down sampling in the shortcut branch of the dashed residual
structure of the model whichis improved,so that loss of facial feature information decreases in video frames. Then, the channel at-
tention layer is introduced after the convolution layer to increase the weight of the channel which extracts the key features and
improves the channel correlation of the feature map. Finally, the i_ResNet34 model is implemented to train the original dataset
and the expanded dataset with three data augmentation methods based on information dropping,achieving 99. 33% and 98. 67 %
detection accuracy on FaceSwap and Deepfakes datasets of FaceForensicans+ =+ respectively,superior to the existing mainstream

algorithms, thus verifying the effectiveness of the proposed method.
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Fig. 1 Deepfake videos detection method based on i_ResNet34 model and data augmentation

3.1 BUEWAE
3.1.1 RERMAAR
AN SO S 4R BRI A9 AR () Wtz B A A T SSTM

SR EON 5 D A R A9 22 52, & SO i M IX 38
CE Rik:ON LR SRR B e RS o7 S N AL B RPN
TG A 0 B8 925 E A I B 5 AR AT T Sk 4538 43, 3 A AT LA A



AETHF 45 BT i_ResNet3d BAF1ACHE 1 5 1) TR B2 B8 & WLATUAGL I 7 7 79

PR S T NG T R AE LR T A 0 2%

False SSIM

P2 FCABON K o 2% S

Fig. 2 Facial differences between true and false faces
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Fig. 3 Dropping information about key facial parts

E XX, Y, DR (X,,Y,) R0 % )W, XT3 A4
WA fE BB o L (X, Y R (XL YD,
X, +X, Y, +Y,
( 2 2
(X5,Y:) (X5, Y5, AP s BR IR BE B S 4 BE B Y 1/4 K FE A
TR LA GE 0 8 I Mk #4418 R ARl
0, LLIKEE BN Bk 09 B 09, 58 B 2 an =X (D s

X, — X))+, —Y,)?
4

(2) W 5% 1 358 1™ £, 4% L (Dropout Facial Convex Hull, DF-
CHD

i il shape_predictor_68_face_landmarks A Jif 3¢ i & &
P B AL AN 68 A S5 AN, IF WU AN FEL Y 27 A S L R 3]

),(X“Y,l),XﬁlﬁZ(X,,,Y,,)HX(Xz,Yz),

width= (D

FCEB L (XY IR RLZ AR bR D 23 50 2k AR 5 1 K P
W = B N 5 0 I O s T T O
M, T A I 2R 5 70 A TR S B 23 A1) 2L R TR AT R
AOTH AR AT L. A 4 BTN LK 4 R A DO R A BN
0, LK EIE M ER 1 H i

Dropout_
up_part

Dropout_
down_part

Dropout_
left_part

Dropout_
right_part

P4 R AR AR S

Fig. 4 Dropping information about facial convex hull
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Jit ResNet34 BT IE vk 78 73 52 BCOh i A K 17 38 38 3% 2 1k
B RFAE L S BE A KX 43 BB 6 S AR AR, LB RUYZ fh g ) A
JE o B AR SCSR G A FR A T 5 R b Ak 2 BT SR A
SIAGE B )2 3 A J7 WA A B BEAT O . ERERL T
160 2% 1 S A 3 20 46 AR AR 3 e 8 B DR RO S 5 i A
T AR R AIE 1] o 7 HE A A R 2R 5 | NG E T R D LR L 1
o B O N K DA A0 3R R S8 T A A (R i R A A
shorteut 73 3¢ 4w It Ak 2 A8 3% 1 4 FRUBCT SR A L 8D
R B R AR B3R L d A O B9 RS 280 42 IR B 19 e IX 7 L
N 8 G B AR AR, d5c 220K 5 B 32 1 18 4% 1 shorteut 43 33K
Tt 4 A TR ABORE P SR R 3, AR BRI i 2 i . O IR
f*)i_ResNet34 (Improved_ResNet34) i) i_Conv3_x(Improved_
Conv3_x) ¥R 2225 E 7 BT .

64-d
S
|

3%3,4-d || 3x3.4-d 3%3,4-d | ! 3x3,8-d
[

§=2 316 41 s
, [
3:38-d || 33.8-d 3384 | 33

[
|
|
|
|

|
! |
! |
! |
1 | -
bt I i
g
iR | |
|,E|| I - Vi 1
E- — V| os=r | ey
UJ’:: | ReLU## & | : 1
I | &3 [ VE
B 1x1x8 I3
A o [
o | | | Ij]l
IE’:II | | |
o 1x1x128] :E|
iy [ -
| | | |
: 1x1x128l I
| |
| | |
| | |
S I 1 |
|
_______ -

7 i ResNet34 ) i_Conv3_x &5y

Fig. 7 i_Conv3_x structure of i_ResNet34

3.2.1 HmER

Xie 0% 3 14340 45 FL (Group Convolution, GC) %} Res-
Net50 #EA7HE 4k . LR T+ R 2% Bt

SR 43 14 LR S R AE SR LAY AR AL AN TR 8 BT,
8(a) ¥ 30 45 BUR AR 46 B MO R ERT 932 5 & 2h
kE X CXW' X H B 8(b) 2y 43 414 B AE . W F7 A A X
R SE¥ 50 g 2, 45 6 B A 6f r 41 P9 1805 FR AR A . 1B S it

% kzxgxw/xwxg,aﬂgﬁ%walajo A e, % A 4 4

& BUAT LUTE R 38 0 46 AR 380 i A AT 4R T A A0 3 15 AR R AT
g ABIRRRAE 1] DA T 5 HCEEE 2 5 119 P (SRR AT

k w

c ( — H
o ,
p W
w k
(a)
| (
L — H
* g
£ =k W
& Y (
L H
< * g
g : 7k 7%
7
C * < — H
3 H g

|

(b)
&8 R 43 4 A5 TR JS R AE £ BORY 72 1k 1
Fig. 8 Feature extraction changes before and after using group

convolution
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before and after improving model
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before and after improving model
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Table 2 Comparison of performance gains generated by each
improved strategy
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Table 3 Comparison of experimental results of three ways
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Table 4 Accuracy of each method on FaceSwap and Deepfakes
(AT 0D
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Fig. 19 Sample test results of FaceSwap dataset
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