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Dummy Location Generation Method Based on User Preference and Location Distribution

WANG Hui,ZHU Guo-yu,SHEN Zi-hao,LIU Kun and LIU Pei-qian

College of Computer Science and Technology, Henan Polytechnic University, Jiaozuo, Henan 454003, China
Abstract The traditional dummy location generation algorithm based on k-anonymity mechanism has low rationality and is vul-
nerable to attack by attackers using side information. Aiming at solving this problem,the SPDGM algorithm is proposed. Firstly,
this algorithm defines the semantic weighted digraph to describe the time distribution and semantic transfer relationship of se-
mantics. Secondly, for the sake of solving the problem of weak resistance caused by only considering the historical probability of
location, this algorithm defines the location credibility, which considers the historical probability of location and the evaluation in-
formation of the public. Thirdly,in order to avoid the dense distribution of dummy location, the dispersion degree is defined to
control the distribution of dummy location. Finally, this algorithm generates an anonymous set whose semantics safe and distribu-
tion sparsely. The experimental results show that the SPDGM algorithm has lower recognition rate and higher privacy protection
strength under the semantic attack,and the running time of the algorithm considering semantic attack is lower. Therefore, SP-

DGM algorithm is feasibility and practicability.
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