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False Information in Social Networks : Definition, Detection and Control
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Abstract In recent years,the spread of false information on social networks has become increasingly fierce,causing serious social
impact in political , economic, psychological and other aspects. Effective detection and control of false information in social net-
works is an important means to improve the quality of social network ecosystem and create a safe and credible network environ-
ment for people. This paper investigates the representative research in the field of false information of social networks at home
and abroad in recent years,combs and gives its definition,characteristics and communication model for false news and rumors in
false information,and then introduces various means and methods of detection and communication control of false information at
present. Finally, this paper summarizes and analyzes the existing problems of detection and control methods,and then further dis-
cusses and puts forward the future research direction in this field.
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Fig. 1 Overall structure of this paper
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Active days,etc.
Tweet With Most Frequent :
. Profile Image, Age, Follower
o User Mentioned, Length In . . . SVM.NB. P
X #k[38] . . Number of referrals,etc. Count, Status Count, Loca- Twitter Acc:86
Chars, Tweet With Most . KNN,DT
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Freq URL,etc.
# of source tweets, £ of .
. - = Twitterl5/ Ace:75/
X #k[39] false rumors, # of true ru- # of threads.etc. # of users,etc. PTK,cPTK .
Twitterl6 Acc:73.2
mors, etce,
Style, complexity, readabi- . Summaries/
N, . . . moral foundations, psycho- . , .
X #r[40] lity, Syntax, Biased lan- — X o ME,RF NewsPages/ F1:92
. . lmgulstlc slgnalssetc.
guage, Connotations.,etc. Tweet
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Table 2 Summary of detection methods based on deep learning

Input data

Thesis Textual Interaction

Propagation

Evaluation ind
Visual Model Dataset vatuation mdex

data data User info User position path Gt and result/ %
Xwk[47] N/ — N - N - CNNs—+RNNs Twitter/ Weibo Acc:85/Acc:92
X wk[48] N N - — - — CNNs+ Attention Twitter/ Weibo F1:94.6/F1:79.4
Xk [49] N - NG N N/ - GCN Twitter AUC:92.7
X #r[50] N N — — — — RNNs Twitter/ Weibo Acc:83.9/Acc:89
X#[57] J J - - - - R GRU BuzzfeedNews/ Acc:76.42;F1.76

PolitiFact
X #[54] Ni - — - — — LSTM PHEME F1.71
X #[55] N; — — — — — GRU-+LSTM 1ISOT Acc:99. 8
Xk [58] N N — — — R LS’I,‘MJF Twitter/ Weibo Acc:84.4/Acc:94.3
Attention

Xwk[51] N - J N/ - - RNNs Twitter/ Weibo F1:89.4/F1:95.4
Xk [56] N — — — — N RNNs+ Attention Weibo Acc:90.1;F1:90.6
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Table 3 Public false information detection data set on social networks
Feature coverage
Source/ Information - i
Dataset K Content Social context Data connection
platform contained User
Text Visual Network  Propagation
https://github. com/BuzzFeedNews/
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BS Detector BS detector — Ni — — — s github. com/bs-detector
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ps://g . com/ gsantia/ -
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like-it-hoax
https://dataverse. harvard. edu/
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Table 4 Summary of control methods based on blocking strategy
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Table 5 Summary of control methods based on counterbalance strategies
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dataset selection basis
model algorithm algorithm
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