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Intrusion Detection Method Based on Denoising Autoencoder and Three-way Decisions

ZHANG Shi-peng and LI Yong-zhong

School of Computer,Jiangsu University of Science and Technology,Zhenjiang,Jiangsu 212003, China

Abstract Intrusion detection plays a vital role in computer network security. Intrusion detection is one of the key technologies of
network security and needs to be kept under constant attention. As the network environment becomes more and more complex,
network intrusion behaviors gradually show diversified and intelligent characteristics, and network intrusion is also becoming
more difficult to detect. And the research conducted in the field of network security is also an endless study. For the above rea-
sons, people are worried about the feasibility and sustainability of the current method,specifically,it is difficult for current intru-
sion detection methods to perfectly abstract the features contained in intrusion behaviors,and most of the current intrusion detec-
tion methods perform poorly on unknown attacks. In response to these problems,we propose an intrusion detection method DAE-
3WD based on denoising autoencoder and three-way decisions. We hope that our method can effectively promote the research on
intrusion detection. This proposed method extracts features from high-dimensional data through denoising autoencoder. Through
multiple feature extractions,a multi-granular feature space can be constructed,and then an immediate decision on intrusive or no-
rmal behavior is made based on the three-way decisions,and further analysis is required for suspected intrusion or normal beha-
vior. Deep learning has superior hierarchical feature learning ability.and three-way decisions can avoid the risk of blind classifica-
tion due to insufficient information. This method uses these characteristics to achieve the purpose of improving the performance of
intrusion detection, The NSL-KDD data set is used in our experiments. The experiments prove that the proposed method can ex-
tract meaningful features and effectively improve the performance of intrusion detection.
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Fig.1 Flow chart of intrusion detection based on denoising

autoencoder and three-way decisions
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Table 4

Performance of different classification methods on

NSL-KDD test set

ACC DR FPR PR F1
DAE-3WD 0.926 0.905 0. 046 0.962 0.933
DAE-KNN 0. 804 0.689 0.044 0.954 0. 800
DAE-RF 0.764 0.623 0. 049 0. 944 0. 750
DAE-SVM 0. 841 0.761 0.054 0.949 0. 845
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Performance of intrusion detection methods on

NSL-KDD test set

ACC DR FPR PR F1
DAE-3WD  0.926 0.905 0. 046 0.962 0.933
PCA-3WD 0.938 0. 850 0.019 0.957 0. 900
ICA-3WD 0.927 0.865 0.042 0.910 0.887
SVD-3WD  0.928 0.842 0.029 0.935 0. 886
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Table 6 Comparison of different intrusion detection methods
ACC DR FPR PR F1
DAE-3WD  0.926 0.905 0. 046 0.962 0.933
ICA-DNN 0.922 0.862 0.048 0.898 0. 880
SFID 0.923 0.857 w 0.934 0. 894
SNADE 0.916 0. 885 0.043 0.964 0.923
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Fig.5 ROC curves of the method proposed in this article and

the existing method
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