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Abstract This paper proposes a user-centered location privacy game mechanism, which is aimed to generate corresponding pro-
tection strategies based on the LLBS service quality,and reduce the calculation scale and utility loss. This mechanism is based on
the Stackelberg game model. When a user requests a LBS service.he/she uses the location ambiguity mechanism to disturb his/
her location and send it to the LBS server, making it difficult for the attacker to predict his/her real location. Based on part of
their known background knowledge,attackers infer the protection policies of users in the anonymous area and adjust their attack
methods to minimize the level of user privacy. In order to solve the problem of large scale and long time calculation by traditional
mathematical methods, this paper adopts generating countermeasures network to participate in the generation of protection strate-
gysand reduces the utility cost as much as possible. The experimental results show that the protection mechanism has good per-
formance in terms of privacy protection level,and at the same time, it significantly reduces the generation time of the protection
mechanism while losing some quality of service.
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Table 3 Calculation time comparison
4 5 4 it B A
Obfs,Bayes 40 min
Opt,Bayes 21 h2min
Obfs, Opt 3h13 min
Opt, Opt 139 h36 min
GAN, Opt( 5L % 4) 15h55 min
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