http: /www. jsjkx. com
DOI; 10. 11896 /jsjkx. 210400296

01‘1':4%1‘*‘?

TopoObfu: — Fh Xt $71 X 4& {01 22 1) X & #h $h i B AL
XE# MWKE SHEE KESH
HBEIRAFHBFEFNTAEFK X 210007

(1049178231@qq. com)

W E ARRZFAVRNBLFTREBAMURG RS LA M PO X EERB T RAFTA, AAERG BRI

Mo AT R AIRME LS E R BT — AR AR 636 RF HLH TopoObfu., TopoObfu # 4 AR ¥ M % 46 4h A o9 & K,

FERE WL PR R e, B 5 BRI S WA AN S E H R BB IRMNER BB ML P R, A

T4 T %3, TopoObfu 4% E AR 46 4wk 41 A SDN X H A6 o A AL A AR . 5 L HF A5 F 5 A SDN L H A R A W 4% P

FFE, AT LAY A AT M 436 0945 AT 4 R R, TopoOblu fik 5 A 4% % & B bk | M 24 45 M) 0 5% 12 4800 B 55 o &0 A 4R
Frad H AT KA S AT AEJE SR 2 SDN R AR A S F VR I AN A R R o WAL A AR G A0 S ELAL R, T AR D K 4

AR E R,

KEIR BN R A AR 2 R MR R

HmEESES TP393

TopoObfu:A Network Topology Obfuscation Mechanism to Defense Network Reconnaissance
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College of Command and Control Engineering, Army Engineering University of PLA,Nanjing 210007, China
Abstract Some typical network attacks,such as link-flooding attack,need to be carried out on critical links based on topology re-
connaissance » which has strong destructiveness and stealthiness. In order to defense these attacks effectively, TopoObfu,a topolo-
gy obfuscation mechanism against network reconnaissance.is proposed. TopoObfu can add virtual links to the real network ac-
cording to the requirements of network topology obfuscation,and provide attacker with fake topology by modifying the forwar-
ding rules of probing packets.and hide critical links in the network. To facilitate the implementation, TopoObfu maps the fake to-
pology to the flow table entries used by SDN switches for packet processing,and can be deployed in the hybrid network where
only part of the nodes are SDN switches. The simulation analysis based on several typical real network topologies shows that
TopoObfu can effectively improve the difficulty of critical links analysis launched by attackers in terms of link importance, net-
work structure entropy s path similarity and so on,and has high implementation efficiency in terms of the number of flow table en-
tries in SDN switches, the generated time of fake topology.and can reduce the probability of critical links being attacked.
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Fig.1 System model of network topology obfuscation
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Table 1 Symbol and meaning
Symbol Meaning
N The set of network nodes
SEN The set of ingress nodes
DEN The set of egress nodes
L The set of links between nodes
G(N,L,P) Real network topology
G(N',L".P") Fake network topology
path;.q The path vector between node s and d
Ps.p The set of paths between set S and set D
Ls.p The set of links in Ps.p
Fy The importance of link /
O The cost of updating a router
S The cost of maintaining a {low table
H(G) Network structure entropy of network G
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Input: Physical topology G=(N,L,P) ;Ingress nodes S; Egress nodes

D; Number of nodes to be updated M; Number of critical links K
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Input:Physical topology G=(N,L,P);Ingress nodes S; Egress nodes
D; Number of nodes to be updated M; Number of critical links
K

Output:SDN Switches V;Critical links E

1. LS‘DE,\esL.JdeD{ (usv) [ (usv)Epathg.al

2. for l'in L¢s,py

1
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3. F1<*
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4., end for
5.for l'in Ls.p
F
2R
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6. 1<

7. Importance[ 1 ]<-],
8. end for
9. Ns.[)«>€ SL.JdG I){n\nE pathg,q}
10. for n in Ng,p
11. for path in L,
12.A,~ 2 1
1€ path.l1<n

13. Adaptation[ n <A,
14. end for
15. end for
16. V<—The largest M values in Adaptation
17. E<~The largest K values in Importance
18. return V,E
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Table 2 Network structure entropy after routing update

Link Importance Link Importance
(R1,R3) 2 (R5,R6) 2
(R2,RD) 2 (R5,R7) 2
(R3,SD) 2 (R6,R8) 2
(R4,S1) 2 (R7,R9) 2
(S1,R5) 4 - -
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Table 3 Network structure entropy after routing update 4 TOpOObfll %,}EE"]I&VI‘
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Input:Physical topology G=(N,L,P) ;Ingress nodes S; Egress nodes

D;SDN Switches V;Critical links E;Route update probability p;

Output: Obfuscated topology G' (N',L',P")
1.G'<G
2. Ps.p= {path,,q|s€ S.d€ D}
3. for path in Ps,p
4. if pathNV!I=0 and pathNE!I=0
5 Front_node<-Random(path(1 V)
6 Backyod <~ Random({node|node<< (path(E) })
7. G'. addlink (Frontuede » Backnode )
8 Update routing information with probability p
9

.return G' (N',L",P")
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Table 4 Information of network topology

Type of topology Eunetworks Iris Interoute

Topography

The number of nodes 14 51 110
The number of links 16 64 148
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