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Neural Network-based Binary Function Similarity Detection

FANG Lei' , WEI Qiang' s WU Ze-hui' ,DU Jiang' and ZHANG Xing-ming®
1 State Key Laboratory of Mathematical Engineering and Advanced Computing, PLLA Information Engineering University,Zhengzhou 450001, China

2 Zhejiang Lab, Hangzhou 310001, China

Abstract Binary code similarity detection has extensive and important applications in program traceability and security audit. In
recent years,the application of neural network technology in binary code similarity detection has broken through the performance
bottleneck encountered by traditional detection techno-logy in large-scale detection tasks,making code similarity detection tech-
nology based on neural network embedding gradually become a research hotspot. This paper proposes a neural network-based bi-
nary function similarity detection technology. This paper first uses a uniform intermediate representation to eliminate the diffe-
rences in instruction architecture of assembly code. Secondly,at the basic block level,it uses a word embedding model in natural
language processing to learn the intermediate representation code and obtain the basic block semantic embedding. Then, at the
function level,it uses an improved graph neural network model to learn the control flow information of the function, taking con-
sideration of the basic block semantics at the same time,and to obtain the final function embedding. Finally. the similarity between
two functions is measured by calculating the cosine distance between the two function embeddingvectors. This paper also imple-
ments a prototype system based on this technology. Experiments show that the program code representation learning process of
this technology can avoid the introduction of human bias, the improved graph neural network is more suitable for learning the
control flow information of functions,and the scalability and detection accuracy of our system are both improved,compared with
the existing schemes.
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S N L SO0 356 19 FQ RS 5 AE 15 g A LR AE 0 2 3 T
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MAEEICHE F.F PEEREN CFG iclE g=(V.E).g€F,

Ho VLE bR ¢ i SR MES . W, B iy a8
V g BRSNS L E T R R SRR e 2 8 1 AT
WEkE . T AR EAF ALl CFG Ay 5, B A e 1) 45
A7 5 B T SCARRLHE L AT LK AT B 1Y 4 0 € VOB S 1)
W, € P, o (A 35 SOMTRUAG Y o5 78 1) 4223 8] P, T i 6 S o A
T AR SO 2 IR 3 R R SRy 2 AR BB S A 5 T PR L CFG
B 2 R AR L L ) AT LK AT 2 R B CEGg B S 1) 2
B € P HEBSE AR B CFG 75 17 4 23 0] Py th i 55 85 A
T % I 5 AR AR O SR CFG A .

AR SCHRE A R B oR B0 A R LAY N 3 T4, LI
FRA5 T AL HE AR Bl i AR PR CFG i ANl 1 IR .
T IZB AN FuneSim R R4 05 Q018 2 froR . ACRS 35
Ak PR B4 g = PR BB CFG I 0 4 b kA3 04k .
W SEA Y 5 1 B3 VEX IR A 5 56 A< Huig S A
Pegs 3t FA P VEX IR 1R85 fifilk — 254 4, /5 # ] PV-DM
BRI VEX IR A48 A4 B s SR A ) &5 R 3 CFG i A
ek #E 5 B9 Structure2vec 51738 B A o6 8 CFG 1Y %
AT 5 . AR G043 T 5 VT eR AR A ] B D] A 5% B Ok
JiE B oA B IE] (AR BLRE s AT . RGEIE M EE RN L4 T — AR 5L
oI T A7 RS B 48 56 A 0 3R 46 7= A 1 vl ) 090

T 18 = 3 ] T S R AR

i

* Ak H#CFG | !
AT 1E XN N !
|

PR 1 g o R ) e 2 I R A i A

Fig. 1 Process of neural network embedding for binary function
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Table 1 List of extracted information
F A i * A
AR X86-64/AArch64
£33 %8
Al 16 3 #I
— i ﬁL 1 2 #
FAF MSB/LSB
i # GCC/GLANG
A R A 00/01/02/03
& List
o R/F@E#H  List,CG(Call Graph)
3tk B CFG
A Bytes

4.2.2 CFG % #hAt

CFG f % 5 52 30 I A RS 1 43 A =X P9 A7 AR 28 v AT 19
Rt AT SO T A A B, sREUR IR CFG 19 45 4 A1 41 W] LA
BlE— 2B . PRAK Y AR R f A R M AR i1 2 T 3%
Sk, R R SE R A BT AT AR Y, RAE Tk R S AR
B IR REPE B

(DFEAYE I, FE AT LEN AP BRARRIEL
PR Y, F B S0 3 2 (W SE AR B fE B 50 W LB A IR — A
FEARY, FEARY G I SR 3l T R AL £ A 4R
B A —AH ORISR o, MR b B G SR AR A —A4
ALK o b9, [ B A0 5 o 1Y 45 e 2 Bk e 15 4 ) — JF
I %

(DOBBEENIL., RECERBNEE AU TRFNRE
N T2, AHL 2 W SRR 7 PN A 25 18] v Y 3 Sk Xt 2 AR AR
MAMNFARETWIREZ —. kR EILHRACH L b bk
HIE AETE , BT M AT 4 T LU AT 04T SO 5 A St 3 h
WU bR o R BCR R L O B & R — PR 5
R IX Ay K H PR . FEAE 2 3 BR AR g AR AT 0 LR SOk T
T3 24 B K000 ) B8 AT S TS 0 260 PRSI0 EL AR S B 7 9
EL7E SR FH #0258 R 00 R AT RURR T v T 2 1 o 280U AR M o

M2 0 3 1Y B R X 2 BRSO A I bk B RE AL SR AE
2 ) ABUR Al e L3 g A BR B BT Sk T T A RN s L
H AR % BT R AR AR — 2L 9 A A . R R EICR P P R R
BBR AT AR A2 A B PN I 4 S TR S 1 L (H A A 2 PR A
VB FH - — 5 1 5 24 o B0 R0 RS 5 A eR B, B R i AL b
B SOK B F BRI S, X T B S B0AL PR B H b pR B
P AR AL AN B Hhy A R B B B BT DR R T H - R BSURT RE 5
— 5 THT o A0SR R0 2 A o T A 2 DU N TR R ST 4 B IR
2 B AR B A 0 2 IR 3% 2 L TR A R B0E T AL IR CFG
BB AR S5 4 DT 52 M AR BL PR 0 5 o 4 b TR, AR SOl T —
T e £ M IR HIL ] LRk 4 5 Ty R s B bR f I — A
FRRE [ FIRR F R R £ & 2 21 &8 Y
S TR LT BN S5 PR X fs MM BR Y . D fs TTE R
W 4R PR A, ELTE R AR T i A 2 | fs | 5
| AR /N T 0.5, B £ @3RS AE I E Rl — A S
4B

4.2.3 A A3 VEX IR &%

VAT Sh 00T LB S A8 5 10 V0 G AR 5 48t L i i
i Rs ke ] R R BRS S BHA — AN ELEME,
B T PR AR TS 7R A 200 b 22 5, T AS OAE A2 )7 1 D 4G T
R RV SL o DA T S92 300 85 0 A R 23 AT o AR SRS 28 T 3K — M
%o BLAN KRG Poeplau 2V B9 . B 45 Fh ol 5 PATHE SR
JUT 8 P (S ] e i) 26 7 7 38 7 6 RN T 288 O T & A P
)22 5 AR SCIR & P R VEX IR ARy 36 7R B 35 15 1y
[F] 67, R Sl X6 22 Fhodig & JRAG) 1) SR B0

&I Gite S SuMFE N4 T4 VEX IR 84 Jf LU
IMarK #Ri040 W . 18 3 45 7 il f)— C ISR JH GCC 4 3%
AR OO0 L& g PRAT B 19 7K [ 48 2 4244 1910 G AR 05 B H X g
B VEX IR fCRG, M Fa] LI, M A9 VEX IR /UG Y
T B R A S AR [A) L L R 2% S A I I A AR AR R

Vex-IR Code converted from AArch64

mov edi, [r11+64h]
mov ebx, 10h

mov r7d, ebx

sub r7d, edi

x86-64 assembly code

A 4

t41 = GET:I64(r11)
42 = Add64(t41,0x0000000000000040)
t43 = LDIe:132(t42)

135 = GET:164(x10)
136 = Add64(35,0x0000000000000040)

t110 = 32Uto64(t43)

t37 = LDle:132(t36)
1120 = 32Uto64(t37)
------ Mark ------

PUT(x20) = 0x0000000000000010
W1+ 16 S deinC | aa IMark IMark
n = array[1] + 16; ource code - Ted(vhey || - iMarK s
C.. :ﬁz :Gillf’;&}f;) t40 = GET:164(x20)
- i t122 = 64t032(t40)
t46=1t112 el
______ Mark eeeee 139 = t122
AArch64 assembly code _ - t50 = 64t032(t120)
t47 = 64t032(t120) £11 = Add32(839.150)
LDR W5, [X10,#0x40] t11 = Add32(t45,t47) (124 = "2Ut0634t(;l 1
» MOV W20, #0x10 t114 = 32Uto64(t11) t48:tl)24
ADD W19, W20, W4 t50 =t114
| Vex-IR Code converted from x86-64 T

Bl 3 [H— A AN [ 48 A 2840 I 4 A0S e L VEX IR

Fig. 3
4.3 EARBIFEHAN

FE LA B ) 0 TR AR D 5 0k AR 22 18] A X R &
FEA —EMMEE . PV-DM BIRUR HIJE W 2% > 7 ik, 3k
B AE A S AP SR AT S5 o ARSI AR P A R
h SR A VEX IR U itk — A 4 . 28 05 A I

Assembly code and its VEX IR in different ISA from a same source code

Zrhr iy PV-DM AR A 1000 3 AR He VEX IR AR5 1 i i A

li] H

4,3.1 BZX VEXIR #HEHAM

LA FRAS B () F A He VEX IR U8 A & & NLP £

R3] LA ST A 2 0 54 (e =

”“( )”“ ”
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85 LA B ARAR RN CRVEUE = N A Ml A sk E 4 ) . i3
R 3 AR P B o AR 4 T 3 L AR SO H SR U Bk 5
VB I 25 b A B A 5 A9 AR R ARF o A8 AT A9 0B B B ML
PE . ST DI BE A TG L R BN B S8 KB B, 5% i i
R 2 I OR . R G A T AR 28 o 5 e AH 1) 216 Y 139 AR 40313
Fl1 5 0 0 v AR AR ) VI 2 TR R A R R G R ANk 2 iR,
B 445 1 T X VEXIRACHS B A A A2 SCHh 4 800 5 19 4% 15
Al
F 2 RAENCHZ X R R

Table 2 List of low-frequency word labels

% SR 37 I 2k A FpS
W E Num
HAE M3k Mem

FH B Str

ER R & ¥ Func

VEX-IR Code converted from x86-64 Abstracted code from VEX-IR

t41 GETI64 r11

T42 Add64 t41 Num
t43 LDlel32 t42
t110 32Uto64 t43

t41 = GET:164(r11)

42 = Add64(t41,0x0000000000000040)
t43 = LDle:132(t42)

t110 = 32Uto64(t43)

—————— IMark ------ ------ IMark ------
PUT(rbx) = 0x0000000000000010 PUT rbx Num
------ IMark ------ ------ IMark ------

t44 = GET:164(rbx)
t112 = 64t032(t44)
46 =t112

t44 GETI64 rbx
t112 64t032 t44
t46 t112

t47 = 64t032(t120)
t11 = Add32(t45,t47)
t114 = 32Uto64(t11)
t50 = t114

t47 64t032 t120
t11 Add32 t45 t47
t114 32Uto64 t11
t50 t114

K 4 VEX IR US4
Fig. 4 Abstraction for VEX IR code
4.3.2 AR BELHEANAA

ASCR NLP B9 PV-DM 88 T 2 A B3 S AL i
HE 3 4 R I ik A B A CBOW (Continuous Bag-of-Words
Mode) ™y 4 & , CBOW 45 2 f % 38 3t SCAS (1 b 7F Sk 6
e 1] B 35 SCHR A T] 1L T PV-DM A5 AL )R 78 gk Ak 5]
AT Beg I S . A SO VEX IR AR — i s 5k 19
W 4 VEX IR 1484 R XF AL 2], 8 iy 7] — 2%
W gmIs A MR —4 VEX IREAS WA — T+ 00
FEAHeh 2R VEX IR 484 Fp 510400 Bedg ™, DT 3 i)
AP T SR A I

TEXT U A B B, PV-DM A5 70 23 4 15 6} 2 v (19 A4S B A B
WS Sy — A BEHL HLME — 19 p 4E B 9% [l 4t d 0 B » 2k B 7% 10
A MR D P — A3 e [ AR P S AR IR AT (token)
F SRR — A BE AL FLME— (9 g 2038 1] & ow, X m
A 1A) ] G A6 BE Wb B — A8 [ &, PV-DM RS 2 i —
KA R M O, A — & U wiswo s ws s ooy
wr o B H L 25 T 81 09 Sk T8 T 4 1] 22 938 32 3m) 3 301, 45 TR B MR
A token Jf 44 — A~ [ 28 o7 1Y token FEAE Hra0 1]

FE YN GRATTN B B, PV-DM B8 5 56 3% B v 1) & d IR
w8 DL A B Al 8] 0] & ow, s oo s wip 3E 4T 3 #2 (Concate-
nate) B 15 ; SRJ5 4 v 3] 1 35000 MR g — Fh £ 43 2 IR, 43 2%
3 B 5 — A Z R G e 2 (Binary Huffman Tree) 4544 (1)
J2 K Softmax ( Hierarchical Softmax) W 4% 3 sz g2 pv-

p BB M Ep,

DM #8254 Fetix A FRANTEL 5 JFs .
Sliding Window
Paragraph | I Tol\enl | Token2 | Token3 | Tokend | Token5 II |
_______ N p———
Paragraph MqudW
Matrix D atrix
Input Vecters | d | | Wy | n*_w, I uu I
Concatenate | l I l |
Hierarchical
Softmax
Central Word "
Vecter 3

5 PV-DM BRI i3 Sk A
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