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Abstract Private set intersection (PSID) is a secure multi-party computation technique that allows several parties,who each hold
a set of private items, to compute the intersection of those private sets without revealing additional information. PSI has been
widely used in the field of artificial intelligence security and data mining security. With the advent of the multi-source data sharing
era,most PSI protocols mainly solve the problem of two-party privacy set intersection, which can not be directly extended to
multi-party privacy intersection computing scenarios. This paper designs a multi-party privacy intersection protocol with the help
of cloud servers, which can outsource a part of the computation and communication to untrusted cloud server without disclosing
any privacy data. This paper makes the protocol more efficient by using the methods of oblivious pseudo-random functions.secret
sharing and key-value pair packing. It proves that the PSI protocol can be secure in the semi-honest model and all participants and
cloud servers can not obtain the additional data. Compared with the existing scheme, the proposed protocol has the merit of less
restricted and more applicable in application scenarios.

Keywords Private set intersection, Secure multi-party computation,Cloud computing, Untrusted cloud server,Privacy computing
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Table 1 Performance evaluation of our protocol
Parameters Running Time/s Communication Cost/MB
Set size ol 216 218 ol 216 218
P, 0.003 0.013 0.063 8.61 34 136. 00
s Poly 4.216 16. 398 73.300 53.15 212.56 850. 55
GBF 4. 540 17. 369 73.532 496.76 1987. 31 7949.55
p Poly 6.760 29.677 120.578 1.94 7.76 31.05
' GBF 0.069 0.273 1.178 16. 25 65.01 260. 05
Total Poly 10. 980 46. 089 193. 941 61.00 243.56 974.55
ta
o GBF 4.613 17.656 74.773 50461 2018.31  8073.55
F# 2 REZ5ANECF LR L
Table 2 Performance comparison of our protocols with different number of parties
Number Parties n 2 4 8 16 32
Poly 29.135 30. 196 32.320 36.566 46.089
Running Time/s
GBF 0.863 2.021 4.337 8.970 17.656
Communication Cost/ Poly 10.76 26.28 57.32 119. 40 243.56
MB GBF 68.01 198.03 458.07 978.15  2018.31
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