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Method of Malware Family Classification Based on Attention-DenseNet-BC Model Mechanism
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Abstract Malware is one of the most serious threats to the Internet. The existing malware has huge data size and various fea-
tures. Convolutional Neural Network has the features of autonomous learning. which can be used to solve the problems that the
feature extraction of malware is complex and the feature selection is difficult. However,in convolutional neural network, conti-
nuously increasing the network layers will cause a disappear of the gradient,leading to a degradation of network performance and
low accuracy. To solve this problem,an Attention-DenseNet-BC model that is suitable for malware image detection is proposed.
First.the Attention-DenseNet-BC model is constructed by combining the DenseNet-BC network and the attention mechanism.
Then, the malware images are used as the input of the model,and the detection results are obtained by training and testing the
model. The experimental results indicate that compared with other deep learning models, the Attention-DenseNet-BC model can

achieve better classification results. A high classification accuracy can be attained with the model based on the malimg public data-

set.
Keywords Malware,DenseNet-BC network, Attention mechanism
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Fig. 3 Model structure diagram with attention mechanism
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Table 1 Parameter comparison
Model Total Params
VGG16 33698521
DenseNet 1878313
DenseNet-BC 797863
Attention-DenseNet-BC 1032475
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Table 2 Evaluation of classification results of each model

Model Accuracy Recall Precision F1-score
VGG16 0.9098 0.9352 0.9260 0.9305
AlexNet8 0.8672 0.8672 0.8956 0.8811
DenseNet 0.8993 0.8993 0.8947 0.8927
DenseNet-B 0.8990 0.8990 0.8938 0.8969
DenseNet-C 0.8934 0.8934 0.9008 0.8970
DenseNet-BC 0.9036 0.9036 0.9144 0.9089
SE-Inception 0.8851 0.8851 0.8827 0.8839
SE-Resnet 0.9004 0.9004 0.9010 0.9007
our paper 0.9190 0.9190 0.9126 0.9157
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