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Study on Co-evolution of Underload Failure and Overload Cascading Failure in Multi-layer
Supply Chain Network

LI Shu', YANG Hua' and SONG Bo*
1 School of Electronic and Optical Engineering,School of Microelectronics, Nanjing University of Posts and Telecommunications, Nanjing 210046,
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Abstract The supply chain network is closely related to our lives,and the cascading failure of the supply chain network has al-
ways been a hot research topic. This paper proposes a multi-layer supply chain network mixed failure model, which can better
simulate the process of real supply chain network collapse and provide a reference for preventing supply chain network collapse.
By establishing the supply chain network model of upper-level supplier network overload cascade failure and lower-level retailer
network underload failure, the vulnerability of the supply chain network is studied when the upper and lower networks are at-
tacked through different attack strategies. In the case of a certain initial attack ratio,the upper-layer supplier network is more ro-
bust than the lower-layer retailer network. Under the same attack ratio.the scale of the network crash when deliberately attacking
network nodes is larger than that of random attacks. When the upper-layer supplier network node is initially attacked, the threshold
of network collapse is lower, which is more prone to collapse. This paper verifies the validity of the model and provides a new re-
search model for preventing the collapse of the supply chain network.
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Fig.1 Cascade failure process in a two-layer supply chain network
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Fig. 2 Iterative process of network failure when initial failure

rate of nodes is 7% (deliberate attack)
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Fig. 7 Maximum network connectivity under different initial failure ratios of nodes
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