http: /www. jsjkx. com

DOI:10. 11896/jsikx. 210300025

St A 2

AEMEBEARREBERAREGIR

B MER =R =M
HRAFELEEFR ®E 210023
(191820045@ smail. nju. edu. cn)

i E SFRRETERABRGAARFT EREH AL i EHBRFRPEERYERFAATG, REFHES
FAA A LR UTXOBR PRARERBOTH ABELBRRGCTARAF ASBARBETAHAARREZI, AFELARGY
HAM AT 2O AR, B, ATARAFRPASEEN KIXFRTELARE S 2O R ANT, ERFH LK
ERETELLSRELBRARTORFTTARAAELNARL, RETREFX—HAEKFRF. AEANEBTRETX—-T A X
HRAER ;L RSFREFTRAGE SRR 7k-SNARKs #o ik b X HH R B FTHRE; RE L EH 0N THWERFEEHAEK
RPEFERRT OO RETREPELRARAPERRRGLREATTREZ,

KB Kt RED; mER T HFRF;EREABLARA Bop g LR R

HEZESES TP3ll

Survey of Anonymous and Tracking Technology in Zerocash

FU Zhen-hao, LIN Ding-kang,JIANG Hao-chen and YAN Jia-qi
School of Information Management, Nanjing University, Nanjing 210023, China
Abstract In recent years,relying on the research breakthrough and rapid development of blockchain technology,a variety of di-
gital currencies are rising and flooding into the market. As the currency with the strongest privacy in the UTXO model of block-
chain so far,the anonymity technology of Zcash not only provides a strong guarantee for users’ privacy,but also has high scienti-
fic research value and a wide range of application prospects. Therefore,in order to standardize the legal use of digital currency and
explore the wider application prospect of digital currency anonymity technology,scholars from all walks oflife have also conducted
research on the anonymity and anti-anonymity technology of Zcash from different angles. Focusing on Zcash,a new digital curren-
cyswe first introduce thegeneral framework of Zcash. Secondly. the anonymous technology adopted by Zcash:zk-SNARKs and
shielded pool transaction technology,are sorted out. Then we summarize and analyzethe research on Zcash tracking technology by
scholars from all walks of life. In the end,anonymous technology and tracking technology development of Zcash are prospected.
Keywords Blockchain, Zcash, Cryptocurrency, Digital currency, Tracking technology, Anonymity technology. Zero-Knowledge

proof, Literature review
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