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Abstract Faced with a large number of IoT transactions, efficient consensus algorithm plays a key role in the application of
blockchain technology into IoT. In this paper,according to the problems of long consensus time delay and low throughput in prac-
tical Byzantine fault tolerant algorithm (PBFT),we propose a practical Byzantine fault tolerant algorithm based on clustering (C-
PBFT). Firstly, the nodes are clustered according to location features to form a network structure with multiple centers and
layers. Then,consensus tasks are divided to conduct consensus in bottom and top network, thereby reducing the communication
cost needed by consensus. Finally, credibility of dynamic credit model evaluation node is introduced to reduce the participation of
abnormal nodes and increase the security and reliability of the system. Experimental results show that the C-PBFT algorithm can
effectively reduce communication overhead,consensus delay and improve throughput.

Keywords Internet of things,Blockchain, PBFT,Clustering, Dynamic credit model

FEN AR S Y AR Tl A B e

85 2o A o BRI IR 55 1L IR) e JFG Al T 11 o 0% A28 38 R BCHE

AR, AR T A (9 IS R M E R B AR LA OGP SO AR SE ST I ) R G, BEORAE
A SRR IS T BB R BB . MR RIETE DS e B R IE B M TR R A (A A AR B L DX M R AR T R T

1 3l

i

F & H 3 :2021-05-08 & {& H . 2021-07-27

BT H A w5 R A A SRR (21THASTIT031) 5 30 B 44 5 K 24 £ % B (201300210300) 5 1 B 45 /05 45 24 5 75 4F & 1 2O 8% 3% 114
(2019GGIS018) 5 10 Y 44 F 45 AF & 54/ £ 0 (212102310039, 212102310554) 5 3] i 44 185 245 2 4 FE AU RHBIF I H (20A520035) 5 H [ 8k i Ak 5 Jm) 3
1 BR S m) BHEE 98 I & 113 R IR (2021AY03)

This work was supported by the Program for Science & Technology Innovation Talents in Universities of Henan Province(21HASTIT031) , Ma-
jor Public Welfare Project of Henan Province(201300210300) , Training Plan for Young Backbone Teachers of Colleges and Universities in Henan
Province(2019GGJS018) , Scientific and Technological Research Project in Henan Province (212102310039, 212102310554) , Key Scientific Re-
search Project of Colleges and Universities in Henan Province(20A520035) and Major Project of Science and Technology Research and Develop-
ment Plan of China Railway Beijing Group Co. Ltd. (2021AY03).

BAFAEH . 4] (tianzhao@zzu. edu. cn)



152

Com puter Science TEHLFL2:  Vol. 48,No. 11, Nov. 2021

SRR 43 A 2 e A R T Rk 1 15 L A A 4 0 R IR 1)
95 2 4 1) JUAT SFe T fife Dy G20 AH i LA S IR A B ) R 5 Y
B3R R T AL G Y DX B sl R L 8 R T R K
B T 5 D B AR B R S A R AR R 2 B R i
& WAL FAEAE 25 AR /N BT S68 0 A Rk L AT 25 4R B3
B, AN X R 2 R R TR R A BN, RS
P38 15 200 % 5y 52 SR B PR B 5 07, 33k 4 (] B f6f 45 4 10K 9 12 5%
M LK AZ R AR RE 9 X Pk R TR Bt T R R 1) A TR
1o 2 55 BT IR BE i1 80 1 SR AL 2 oK DX e e AR iz
T 0 o Y S T

B A7 DX e e F 0 LR AL A T & IE B AL (Proof
of Work,PoW) A 25 IE B AL (Proof of Stack.PoS) . #Z %
B33 B B (Delegated Proof of Stake, DPoS) .52 FHFE 5 Kt 4%
HEHLH (Practical Byzantine Fault Tolerant, PBFT) , J 4y iy 4%
AL R 2t 4 AR A= Tk . 38 1 Z0L T 4 R 1
WA TF A TS A A A M A kL ma e ) 2% e 4k

REMMATG. PoW IR IS . HREWA 50%
FI 2545 3 (B Y ) R 4 b A7 A K 5 IR 2 R i a5 M DL
ras 4 M8, Bk PoW I R A T 9 B W & 4l
PoS B ARG fi T PoW i #E BB 0 0] 0, {H [&] B 77 >k T
W BB g B0 B L B4k, B T PoW Al PoS
et s R 8 M IXCHEE 4 A 4 XL, AT R IR R St
AL PG R REXE LLE T B R 48 . #IHL PoW il PoS,
DPoS AR 2/ T 7 ki, 5 25 oAb R B R 2, T 6 A
T B L Bt AR RS, M
PoW ZFiiE B 28 5 1%, PBFT 583k 19 # b & v] ik %% F TPS.
i 7 Bt ) A D 2R T A Sy R A B R G R U
HUY L AR N AT S W%, PBFT %8 i — 48 3517
WENANTRMENHBHEEWR, YRED W AHE
B, 7 A ) B S MF S SR BN, 28 4 S OR B R E
F1. FECR G RE I T B, B gk PBFT M LUIE I F KM
A E- 7

F 1 MR

Table 1 Comparison between consensus
E &I it 5T A EE s o B[] BN Y 4 REHX B A&
PoW 1% =] 1/2 N % F 7TTPS 10 min = =3 Bitcoin
PoS 1& % 1/2 AF%F 25TPS 1 min # = Peercoin
DPoS 1% 1 1/2 KF%F 300TPS 4% F 3s Lk % EOS
PBFT = 15 1/3 #F TPS 23 = % Hyperledger

F T R ) 1 % ) 5 T TG P R £k T 4% 1 il R AT A
A, PR A SOR T Fol AR T 2k 2 AR R W 2% 37 L
X% 5 T PBET W43 15 JT 9 & VIR S A 6 Ak 1
BRI TR] T, & 1 T — Bk TR S Y S I FE 5 A A R
(Practical Byzantine Fault Tolerant Algorithm Based on Clus-
tering, C-PBFT) , %5 P8 30T 45 vE 47 00 i, 0820 7 8 15
BEUR 10 FF B A0 SRR ] T AR L T 5 A S AR B R R R
AEY R 2 5 IR RRAR T 5 530 O SRR i S

A 2 WAE T KT PBFT Bk AL i A 26 T 46 46
3 WX HY Y R 4% 3 o fL C-PBFT AR 0L ) 2E 47 7 3 40 1
WA A T T IR T A SR AR S B A AR T

2 MXTIIE

PBFT J& — i 3k TR A MBI A & 09 Bk, 1T g e o
i 20 R G PR S MR A — B0 i ) BT AT AR 08T R
FH(N—1)/3 M1 BT R UE S0y %2 e i — B, PBFT
Bk B — B PR A A a5 S A R A B S AL B
WA A R N AT 3 28, A R I
BN P OiE R Z )5, AT — B PR AT R v
2 W T S SRR B, DAY 1 R B L T i 2 R R A B
W, T A 324 A5, A R 1 R B O A R AL IR gk S AT 2R
TAELE R R G006 M. PBFT Bk TAEBRFL W& 1 fros,
YU R F 48 3 B B L FE prepare Fl commit By B, 1 AR
e o DA T = ) = NS N A - R AR e SR Sy N DR TER o

B, M2 E X PBFT Bk #EAT 1T HF5E, SCHRC16 3744
T BA PBFT 4£3H % Hyperledger Fabric v0. 6 1 fg , 45 5=
F W FE G B A — B SR R T Al A kL {E M

SWBAT U B A I T R TR X EE R 2, BOA
S T PR 3 22 LA R 1 B A B R R Y EL AR A S T 1
B PR T L T R ) S T T SR RE 1R R 2 IR R
PBET iR 20 R0 345 5 i Ak 22 AR D 6 1 9 B 9 R0 45 0
U X AT A . BT EE XS PBET 8032 i AR Ak 32 % 4%
il 2 15 2R A T 5 AR e i SRR WA T AT AT A

request PBFT Phases
A

Client

pre-prepare; prepare

, reply,
T commit ‘1'

K1 PBFT {31

PBFT communication process

Fig. 1

FEFE T ARy T, SCHRC17 J8 T — R A E
Ay RN G-PBET, h Tk £ 504 e W) 2 55 45 6 T [
FE B2 E AT B U4 AN A 3 L G R B E IS A LA Bl
WA ERTHERE . ET UL, G-PBFT Al M & 5 & 1Y
Hb B AR B35 AP, o R B TS E R B AS
5 PBFT il /D 50 3E Aid S 45 19 TR 85 . SCmk[18 42
T — P 0 1 2 R Ak B AT R B
XA T iE AT 34 PBFT 305 20 2503 M 4%, 9151 A
7 AR 55 v SR AR I 0 AR S R A, SCHk (19 14 AR A
RO 5 i SR AL L i A5 B T R A L R R A
T R ML S 3RAG AL, R BN S8 1 8 2 5 AR
WEHE . SCERL20]48 3 H T 3 A M4 1Y EPBFT. fifi H 7] 46 11k



XN KL AF T B B PBET 44k SR Bk

153

R b6 A CVRE) B U 4319 i 2 5 3R IR 7E I 4R A8 R AT 1Y
15 00T FRAT 17 Ak 9 — B I, AT 2> PBET (38 17 it

RGNS R T, SCERC21 BRI T R R 2
2 PBFT JGiRHLHI LB AR 52 PBFT L0093 15 & , I 4 47
TG PR B /N B — 20 S g, Sk [22-23 086 T
43 2 AR X BB ) 45 25 K0 KR S A T 40 $h 28 B, R 5 AT
B B A AT R A AR S AR T L R E T A A T
AT X B A B E . SCHk [ 24 T2 H 3 T K-medoids #9 B iF
PBFET 3HLH Al I K-medoids #3445 4F % 2 5 H 301 g 45
SR B K B HE ) 1Y PBET B3k TR BG4 2R A,
DA e 55 030 A B, B2 SRR AR . SCmR[25 048
EFEAEN S oA FE S A Ak R T B,
WRYFARATAE NG T 50 R4 T AL W I PUT 55 40 T 3 45 441, A
T 98 /0 T 0% vl (1 38 o 42 v LR

R g PBET (0 A0 TF 50 76 45 il 37 2 BUAS 1 o8 /0>
WA EABEEMY S BE LR TEER ST
BIRRROR HAE KB 43R5 T, R B A 825
P, RGO A O MRS . A B SR S5 4 T 58 R 3
T A 557 J2 1 BAR K AT 55 R 4 B A A B4 2 DT Ok
> PBFT e (58 15 i, 76 43 241 8 43 J2 B K 2 5K ik %5 1R 3
TR IR B B T IR T e Y D Y B S R 2 R AT A
VF1) 15 5 A i P B B, AR Sk T A IR) A B B T R AT
F o KA B — > 22 TP 18 U IO 46 254 7R IS 2 R I )2 I 4% v
S AT AR R B 51 Bl A5 E T L KR 5 25 A 1 AR T
ATl AR

3 C-PBFT &£

3.1 F=MR

AR SCH LT — AP LA TE £ B Y W 2% 3 %, B i T
ERENLATHY N A2 A0S T35 W k. S40a
R RLRFTE 5 R E LA SN A2 G 20
2 AR 5E 2 7 1 1Y TE LR N 46 L M s ) 2 A AN 1AT 2 BT

B2 JoR MR

Fig. 2 Wireless network topology diagram
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7. if Ri<<b
8. N;. TS<—error
9. R;<-b recover in the next cycle

10. else if Ri<<r

11. N;. TS<-abnormal

12. else if Ri<<a

13. Ni. TS<-normal

14. else

15. N;j. TS<—excellent

16. if Ri>m

17. Ri<r reset at next cycle
18. return(R;,Nyp)

19. end for
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