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Abstract Bitcoin is one of the most mature public chain application systems, the user key is the critical factor to the process of
determining the ownership of Bitcoin, the security of Bitcoin is guaranteed by the safe management of the user key,and the loss of
the key will lead to the loss of a large number of user assets. So it is an urgent problem to recover the lost assets. This paper pro-
poses a key update mechanism in Bitcoin based on the improved P2PKHCA (pay-to-public-key-hash-with-conditional-anonymity)
script scheme to solve above problems. Firstly, the key generation algorithm in the P2PKHCA scheme is improved by introducing
the key life cycle and random number to solve its key leakage problem. Secondly,the two new opcodes. OP_KEYUPDATE and
OP_TSELECTION ,are proposed to design the new key update script to realize the user key update of the Bitcoin system. Final-
ly,two types of key update schemes based on the key update script are constructed to make the script suitable for the require-
ments of different key update applications. The security analysis and performance analysis of the key update mechanism show that
the proposed mechanism realizes the recovery of lost Bitcoins in the Bitcoin system on the premise of the effective completion of
update of user’s key.
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Fig.3 Key update mechanism in Bitcoin system
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E1 LI

(DRG0 w BT %

F G5 7 IS T 5 8 1A it AR B A LU R T AR R
HEAT UN 2599503, R0 SR Lh Ry 1 WA 35 BT, R 45 A 8
BEAT UN i 9% B WO T3 . B0k 3 3R T R g0 AT B
B AR R 3 A0, o SE T UN TH 25 5 i ik 310 F 8 4% 491 b
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20. A 18 (pse. o) stk T 1Y HAF RS 5 {pse’ <) b dik
21. % {pse.t}
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UN, IR T E AT 5 0 56 51T 47 [H Huhik 0 Loy % 5%

LY A TPD AR 1 58 IR % XS { pse, o) AT AT,
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& B OGF T 8 BR BE 38 SR AL 1 A0 1Y L %07 B8 EL AR A 1 A AR
/I
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BRAR B IH B I { pse, o) s 3B P IR AS 1 52 90580 1H 25 91 19
B IGAE , DL pse, o) bk 0 FL 45 TR B8 B { pse’ . <) Mo bk
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18. B 5% {pse,t)
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