0 'H‘ :ﬁ‘ *fh ﬁ‘*‘ ‘% http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 200800178

ETREMLERIEMN NG ERTE

FHRE OB M HIE
FEARBAEHEIRAFHEEHNIRLRK & X 210000

(enhancelee@ foxmail. com)

H OE EHNAIBERNAHNRRANER TR —, AAVEHNRFT 25 EBEBERE L KERTERAL, AT
BARXEFBA , LPRETEATRERALZABEMMN XA ERT X . AT ERRENERRATLDRA  AKHFREL
BERRGFAIRZMN XA ELZRI PO L ERAEMMN XL E, BT FITROREAGHFRIEIB IR BERRRZE L
KREEHBRE AFLELRSES A TNXBA G FORMMKSADE, E5IREEBNE . B EREKRAMRA NGRS E
BTSN, EHRBERRBRENR RBRER LR EZA A PAMBR SFEAI MR REINERAAGLORE, £k
KREEBBRENE , BEADL DI AN R SR LIRS AR Z, TS RKREMNE LA Floyd F x4k 4k &tk oh i1 My 2%
MAXIER A RREE M XKEN P HE—ARESER, ARFRREIRSEISNE . I ELRSTBHEITHRC,BLTTELY
KA AL BN K6 TR, ER TR XA 3] 5 e B K B, A R AT xR A A e m K R ), 5t Kl 5K
ABH G5 RN TR GREES L, L P on X AA SR I FRAEHGIERD, TN B ARATEMN K, FRER
FR TR T kA 8B AT I3 04 A KR A A

FEGR A KRR ISR AR S WL BOR AR B R &

FEESES TP398.08

Fuzzing Test Case Generation Method Based on Depth-first Search

LI Yi-hao, HONG Zheng and LIN Pei-hong
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Abstract Fuzzing test is an important method to exploit network protocol vulnerability. Existing fuzzing test methods have some
problems such as incomplete path coverage and low efficiency. To solve these problems. this paper proposes a depth-first search
based fuzzing test case sgeneration method. The method transforms the state machine into a directed acyclic graph to obtain the
state transition paths,and increases the proportion of test cases in the testing messages to improve the fuzzing efficiency. The
method includes five stages:merging state transition, eliminating loops, searching state transition paths, marking the same state
transitions,and test case guidance based fuzzing test. Firstly, the state transitions which have the same start states and end states
are merged. Secondly,according to the depth-first search,the loops in the graph are found,and the state machine is converted into
a directed acyclic graph by deleting the edges of the loops. Thirdly, the directed acyclic graph is analyzed for the full path from the
initial state to the end state,and the original state machine graph is supplemented with the removed edges using Floyd algorithm
to construct the complete test paths,so as to ensure that each state transition in the state machine can be fully tested. Fourthly,
repeated state transitions are marked to avoid repeated test of similar state transitions and reduce testing redundancy. Finally, test
cases for state transitions are generated,and test cases which may guide the state transition are distributed evenly over the repeti-
tive state transitions to carry out fuzzing test on the target. Experimental results show that the proposed method can achieve
higher proportion of valid test cases.

Keywords Fuzzing test, Vulnerability discovery, Stateful protocol, Protocol state machine, Depth first search
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3. def DFS_PATH(start,index,end,G") ;

4. stack. push(index)

5. if index==-end:

6. paths. append(stack. copy()) //3& F & 5

7. stack. popO) / /LR BIY— {7, & & & &5 A7 H b s 2

8. else://MRUALRATEAL th iy HAB LGS 5

9. for vin V.

10. if v not in stack:

11. DFS_PATH( start,v,end,G")
12. stack. pop()

13. DFS_PATH(start_node.start_node,end_node.G')
14. return paths

B2 12 o nwiRfe T — A A
KA AR 55 3 47508 T W EE O S 4 R iy 546 %
FEREGH A TR FRBIME D REARRT 8 5—7 17
A S 75 0 B 28 o5, I AR R A K AR R g 2 SR R
paths AT 55 8 — 12 AT A0SR A A BN 2 24 5, I 4% 22 T 4k
HoAhf 42545 13— 14 478 H DFS_PATH R %4, 38 [H 44 - 5
1 Az

T ST T IR B AL S R 0 R ] 2 AR R
B T g E G BT AR B FE A ) TE R E GO
MBI R 5o B2 L RESE S Frh B LIRS A .

SRIG TR INEE remove_ed ges VI 314 Fr B AR I 3
B9 Y 7R A RS BRI RS HLEL G T Floyd 833,
SR 55 remove_edges WA 11 1Y B E AR,
ges ML (D PR .

remove_edges= ({11 »0127 5 (V21 5022 ) 52 s (0,1 50,2)) (1)
Holr,o, GE (Lan) k€ {1,2)) 2 B Y45 2 Con s v) 52 Mo
B, BYA W,

T remove_edges WA £ L Floyd 8 3k 18 JFUR
BHLE G b TN IR RS G iso BV E5 fon 90 B A2 L 1%
BEAZICAE floyd_path; . ¥ B42 floyd_path; s (i svp ) ) WA
ABI PR ES paths .

R BRBERES paths PEIFWREER AT
PRSI H o, RERE D A GRS T .,
WA (S0 smo S0 5 (S om, /[y + S50 ) s W I A% BE A% Bk 43 B9
P AR (S smo +S: )+ (S sy » S; 0 FIER AR ((Sysmo » S; ) (S;
my, S0 . WMREHAETE ZAEIFWREER, W FHEX

L paths,

¥ remove_ed-
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SV {S;sme S0 5 XSy smo s S0 s (S smy sS; )5 (S; smy s Si) ) s
((Sysmo s S:) oS amy s 800 (S; ymy s S0 o A EIRE TR BE
B G T B AR IT B 0 RS ML IE i B R AR AR ]
B A AT HAS R 1 RS T A% 05X SR AT A% i 2 0 3l e, A
PR UE B 2R 48 04 1 RS T AR 2 T 7840 i
3.5 HRIZEENRTIER
Z Bl N E RS %E'J'U(k %J_?TTTLE D
USRI X B B S A () £ R 2 A B #E AT T AR
EX 3 KRET *g(S“,ml,Slg) (So15ms 5 S50 525 (S,1 »
m, S, ) WEZREITHE, Y HALN S, =Sy =-+=S, Am =
my=-=m, NS;, =Sy, =++=85,,,
GiN-RINTi @?a%ﬂ!l“«l)\fﬂl T# 2 5 BR S A L H
FFS AR ARSI RS . — BT 7, I 32 461 # J2 4 o B A~
«U(jf TR e I %%B’in*ﬁ{'ﬂ'lﬂﬁ{ﬁﬁﬁ%ﬁﬁﬂ(* T
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IRAT L T Az A A 00 35 5 7 A s N 3k ) P 2 AR 4 i A
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A A ] PR 2 X 2 A il B ) RS T R
TR, AT IR . MEZRESTBIETIRL, TU@
] — A R 2 TE AN ) 36 T i RS IT
Hh U D TR I 3 R R I T AR TR
ﬁﬂlﬁl}lﬁmaﬁTlﬁékﬁffTﬂEE«lﬁ* TR B D TU4
PR DUT BB BUA PRSI A8 B 42 Pachy 0 Path,  Joh 2%
A WASIRZ T %ﬁﬂ%ﬂ@%ﬂso,mo,m X MREITH . B
XPARZS LT (So sy » S OA P H ] cest, o testy , AR
TS my s Sy A — AW B zest, s B XRE TR (S
my 5 Sy ) A — A MK Bl cests

my my
my ny
Path,

my:testo,test my:testy np:tests

B 4 4RIt B R AT R I A TT A L

Fig. 4 Mark repetitive state transitions to reduce test redundancy
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WA B A2 P BRR 25 (S0 o » SYFEAT TR
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RN 32 81 BB L6 7 5 RS SR8 b S X Pachy JE B0
R FEB Ceesty stest, ) s 515 Path, T 18 0 7480 5 31 Ceest,
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[F]— AR IEFE (So s mo » SiO B H Bl test, Tl zest, 53 51 FHAE

Y 4% B AR T, 3k R X B R R AS AT A HE AT AR A 1 D3 49 ) 3

HUA Ctesty stest, ) I Ctesty s tests y  FRE % 15 HE X gt <7 10 £ 3% 18]
SRR Sk L v A TR A

FRIBE X 3 X BRABRIE S paths H I T A B AR EAT 18 R,
R H B E ARSI ARSI WK HARC ok, 78
T R 3 B B A B IR AN A R A A 3 451
SR BE L SEE hELZRESEEREEE S,
P 0 A 3, AT 5 B 42 v R 36 0 H 1Y
3.6 EH-TFiK A 5] S i

EX 4GS0 FEER XA RS 0 A AR D 3 it
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715 1E 6 9 R B 4 SC, ELER SRR RS R A 2R . BB L A
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B4 5 ) 5 2 ONE F FE X SE N R B AR ) AR SR
o 4 00 4K 491 72 0 3 v A A RE 8 X Bt R g R AT I, 38 T
VAAE S 51 G 0 3802 AR 365 5 6 1) 41 3, LA D 51 S 4 S o
L R RO R . e s AT AR H e R AU
AR I 1, Xk s A bR 25 W 380 S MR R AT R 3K, Y
R A S 8] e 7 ) 9 IR SR 5 B 2 T 30 A A A
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A e i ) A Ao ) L S5 T 2 T 4 e AR R S AR AT
Fo B A JUREHT I X P 4 25 B X 1 iR S T 8 S 36 ) 3k
Az AR S R

Input a test case to test
the current state

The monitoring agent receives the
response message

Is the response message
the correct response?

Are the test cases for the
current state used up?

Yes
A 4

Replace the test case with the
guided message

v

Input guided message
7 Yes

| Test the next state I:

Pl 5 o 0 g P 6 5 - 0 O X I B

Fig.5 Phases of fuzzing test based on test cases guidance
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7R A W X5, 0% A8 X5 3% (FTMBDES) 5 Sulley . Li
NI )5 % (TPSG) | Zhang %M 1) J5 ¥ (VMNPBEF) 5 A %1
W32t FH 461] b6 43 ( Proportion of Valid Test Cases, PoVTC) 4§ b
BRI 2 At TR) 46 bR B A7 X bl . T 1K A 24 5 S A R A

7 St P 31 L A9 S A O IR 25 9 A A Y B A b
BRI Jy vk 2B ) RE A% 1 I AR 8 A SR
BB 5 A &% 4R SO B BB . T o B —
AN R T IR B SR B 100 Y5 3K, WK (2) R -

PoVT(,‘=%=%><100 (2)
100

Hrr,a Fom R H B o e 6% b DU R e & AR R R EER R Y
W 180, 7R &R SO BB, IR R bR R UL B BE 8
I 2R G5 A S R I 3R ) 7 R ke 2 RSB R
o7 B AR K R e

AR 00 3 [ 7 AR DR ) — D E R AR . B
F2 T AR I B & 3% 51 5 i S DK R 8] 1 s T R
SR b B IS ()4 K B 85 G R30S AR 0 3k i A )
R ke N2 X R Y SR Ry 8 1 R w7y o )

W FH 918 22, 32 A AR 50 I SRR 3y 32 A A 3
F
4.1 X} FTP #{TLIE ¥4

LR HMY (File Transfer Protocol, FTP) J& — f i
TR T2 0 0 R PR, % S R 8 5 s o o 0 X IR 55 9%
v o KT LU € h B o A N L DA KD O R
AFFSF R AR DLE R 1 MIE 6 st

#1 FTPHAFFSHI%R
Table 1 Incoming symbol list of FTP

message incoming message incoming
type symbol type symbol
USER my RETR m;
PASS m, RMD mg
PWD msy CWD my
TYPE my DELE my,
STOR my CDUP my
MKD mg QUIT myy

6 FTP 4 BRARZEHL
Fig. 6 Finite state machine of FTP

TEA SZH 6 8 Quick’ n Easy FTP Server V4. 0. 0
YE2 FTP Bl U pp 38 Sc 44, Foilh 2 RFC SCRG %) FTP By
BOREVLRYHE R . S50 B 09 25 07 2% 19 & 2% e S8, I e
V) 0 00 3 FH 490800 2% 2 B8, 4% 7 9 PoVTC #5 45 5 1
B 7 BiR.

%2 FTP %K% SCHCH i n )

Table 2 FTP messages number and testing time

The number of Testing The number of
Method .
messages Time test cases
Sulley 66177 13 h17 min 13476
VMNPBF 71270 15h22 min 17968
TPSG 42957 8 h48 min 10107
FTMBDEFS 30499 6 h7 min 13476
0035 4 0.032 79
0030 4
0020
19 0020 95
0025
> 0015 11
& 00154 — 0014 03
0010 -
0.005
0

Sulley VMNPBF TPSG FTMBDFS

7 %70 PoVTC #8 bR 8L (H
Fig. 7 PoVTC of each method
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A 2 T LIAS AR SO 9 05 5 FTMBDFS 4B a3
D0 W 9] 5 AR RS BE T v R B S 9 TPSG 125 s 2
T 30% LA b A BB DK T2 Sulley w4 T 50% B E
NP 7 A1 LLE A S0k A 0 90 B 0 4 B A E S
b e B B TPSG #4557 50 % D |

Sulley 7€ 13476 />l FI 1l & 0T 10 4 g % 4l By 1L
SEAA PR A R 50K I 4], VMINPBE 78 17 968 /N 3 ] 451 o
KT 10 A~ RENE B U ST IR P A R (I A 4. TPSG 78
10107 A B & BL T 9 AN RR A5 (8 B ILSE MR = A S W
W A, A SC O VETE 13476 AR B 2 BT 10 Dok
5 M L ST A S I . BRI 2 A AR SO TR Y
032 90 o 2 32 4 SCROMY e 5K 3 44,19 % i T A ik
R BCHE RS AT AU, A T FTP B, TC 18 2 7 AR I 3K
i 18] D7 T 345 2= A %500 3% 81 b 81 T A SO A LB Y
HoA A E A R
4,2 Xt SMTP #1TLI TG

fiij B MR 14 1% % B W (Simple Mail Transfer Protocol,
SMTP) J& B 1 4 g 4 i 1o 2 D80, B T gle vz o A F 4%
Rl £ 87 P RR F oP . 6 0 O R BR 45 2% 0l 0 25 B 0k
A5 . A A4 % 5 ke W84 i JE b bk . B A ik
IR 4 1) L A P 25 A 336 28 AR 55 4% i » IR 55 4% o 32 47 A R 1) o
7 A OIR 14 . F AT S 80 R AR S HLE Ak 3 RE 8
froR e,

# 3 SMTP AR5 5%

Table 3 Incoming symbol list of SMTP
message incoming message incoming
type symbol type symbol
helo my rept to mg
ehlo m, rset my
mail from my data my,

saml m, (CRLF) myy
soml ms rset my,
rept to mg quit myg
rcept to my

8 SMTP A KRS
Fig. 8 Finite state machine of SMTP

ez i 52 5% AL % ff H Quick” n Easy Mail Server
V3. 3.0 Y4 SMTP B85 i B 08 4, Ho 2 RFC SCAY
Xt SMTP ByR S HLREA . 290 BT F 45 7 T 19 & 3% i SC8L,
032 T 7] A0 03 90 B B 2% 4 BT AL 4% D5 B B9 PoVTC 8 b
BE A 9 iR .

4 SMTP & 3% i SCECR I i) (7]

Table 4 SMTP messages number and test time
Tt b { Tt b {
Method 1¢ number © Testing Time He number o
messages test cases
Sulley 40428 7 h48 min 12831
VMNPBF 47166 9 h0 min 14850
TPSG 26952 5h27 min 10870
FTMBDFS 21 230 4h17 min 12831
0040 0037 68
00354
0.030
g > 0019 79 somee
> 002517 001696
- 0.015 -
0010
0.005
0

Sulley VMNPBF TPSG FTMBDFS

B9 #7973k PoVTC 8 br Bl
Fig.9 PoVTC of each method
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