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Abstract In order to solve the problem of low accuracy of traditional network security situation awareness research methods in
the case of complex network information,combined with deep learning, this paper proposes a network security situation assess-
ment model based on time factor and composite CNN structure, which combines volume integral solution technology and deep
separable technology to form a four layer series composite optimal unit structure. The one-dimensional network data are trans-
formed into two-dimensional matrix and loaded into the neural network model in the form of gray value,so as to give full play to
the advantages of convolution neural network. In order to make full use of the time-series relationship between data, time factor is
introduced to form fusion data, which makes the network to learn the original data and fusion data with time-series relationship at
the same time,the feature extraction ability of the model is increased, the spatial mapping of time-series data is established by
using time factor and point convolution.and the integrity of the model structure is increased. Experimental results show that the
accuracy of the proposed model on two datasets is 92, 89% and 92. 60% respectively,which is 2% ~6% higher than random fo-
rest and LSTM algorithm.

Keywords Situational awareness, CNN, Time factor, Depthwise separable convolution,Convolution decomposition
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Fig. 1 Basic structure of convolutional neural network
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Table 1  Comparison of accuracy of different convolution structures
Structure Type Convolution Kernel Accuracy/ %
Standard convolution 3%3 91.02
Decomposition convolution 1%3-3%1 91.48
Depthwise separable convolution 3% 3-1%1 90. 41
Composite convolution 1%3-3%1-1%1 92. 89
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Fig. 7 Comparison of accuracy of different CNN structures
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Fig. 9 Activation function image
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Table 2 Influence of activation function on model time and

accuracy

Function type Accuracy/ % Train time/s Test time/s

Tanh 90. 46 155.98 71.35
Sigmoid 73.90 152.99 70. 60
Relu 83.56 232.88 66.01
Relu6 92.89 151. 31 69. 87
Leaky-Relu 92.18 210. 694 94.83
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Table 3 Comparison of symbolic feature transformation
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Table 4 Comparison of attribute feature dimension

transformation
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Table 5 Comparison of Timer value with model evaluation time

and accuracy

Number Timer Time/s Accuracy/ %
1 3 88.07 90. 60
2 4 90.42 90. 65
3 5 90.13 90. 70
4 6 90. 54 90. 58
5 7 92. 33 90. 82
6 8 92.61 92. 89
7 94.48 92.09
8 10 94.03 90. 75
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Fig. 11 Influence of Timer value on situation understanding

assessment time and accuracy on KDDCup-99
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Table 6  Situation assessment effect of different algorithms on
KDDCup-99 dataset

Type Accuracy/ %
PCA-RF 86. 10
pro-LSTM 90. 56
com-CNN 92. 89
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Fig. 12 Situation assessment effect of different algorithms on

KDDCup-99 dataset
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Table 7 AWID dataset attack type distribution
Type Train-Dataset Test-Dataset
Normal 1633190 530785
Impersonation 48522 20079
Injection 65379 16682
Flooding 48484 8097
SUM 1795575 575643
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Table 8 Comparison of Timer value with model evaluation time

and accuracy

Number Timer Time/s Accuracy/ %
1 5 208 78.62
2 6 216 81.51
3 7 219 89. 68
4 8 211 92.45
5 9 218 92.60
6 10 217 90. 75
7 11 221 91. 84
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assessment time and accuracy on AWID
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