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Review on Video Privacy Protection

JIN Hua,ZHU Jing-yu and WANG Chang-da

School of Computer Science & Communication Engineering,Jiangsu University, Zhenjiang, Jiangsu 212000, China
Abstract With the rapid development of video processing technology and the continuous reduction of hardware costs,surveillance
equipment has become more and more widely used. The leakage of privacy issues brought about by the popularity of video surveil-
lance has gradually become a research hotspot. According to the current research status in this field, video privacy protection
methods are mainly divided into three stages: privacy subject identification, privacy subject protection and privacy information
management. Each stage algorithm is classified and summarized,and its advantages and disadvantages are analyzed. The privacy
region protection is an important part of this field. The protection methods are analyzed and compared in connection with the de-
velopment of video coding. Finally,the existing problems in the field of video privacy protection are discussed,and the future re-
search direction is prospected,which provides a reference for the related research of video privacy protection.
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Fig. 1 Classification framework diagram of video privacy protection
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Fig. 3 Schematic diagram of encryption position during encoding

(1) it Py 333000 45 X 2%

FE AT S 05 v M Py T 0 A 2 3R AR O T 44 2 1] A T
5 2, R G R ot e 1 i 0 TR B . SCmk [ 27 )y kAR skt
MO P 00 A 2, T it P 0 AR 20 % R f S T R AR R T
G S P LB LA W VE 2 25 3 R B 8 o B0 I 2k
B, TR B AR B B AL Y, IF EL g N £ s ML
G, (ST R 2 S KR 1 Bl BE BT 5 4 R 4 L O
Lt Py TR0 A R B PR L e A AR, SCik[28]
il VR 5 O B ATL Y 370 1 Ay 4% A % ot P 00 A58 =X 32E A7 Jm %, AR
PSR 27 ], AR o T — 8 19 %8 AV BT A7 8 I He 43 IA) R 2
RSB . SCHRC29 1208 Ot 25 18], 2R FH 25 57 45 1 19 706 37 )%
A0 ef it N AR R A T O O R T e B
R 2 R U A JF ELRUAR P 9 P\ B i 5l 2 A0 7 19 £
o AESIBR T S L N S A Al L 1 o e 4R i
Gk,

(2B B K &I

iz gl 5%t J2 AT Rk AT 1) T B AR L T e A i
BB B . Zheng PRI T —F7E L EDE A B 1Y
R AU A 32 30 20 Tk vl AR & 0 S 4 R B A B
PN 1 J7 5% » 22 B 132 Bl 2k 8 6T AR A A T I T B
TEX 15 B o N 1Y O B b B E W e W B B Ok AT 5 E
fihna , ScrR[ 318 Jade th X iz 8l 2% & 22 775 00 in % L {5 4n %
W38 B K455 A0 AR o BB N T BOK G B B 1k Bh 8
TR (MVR) BP0 R GE A 0 %8 & R & i 5%
R+ 32 8l 2R e 25 055 I 85— F A 23 B0l T 1 00 2% T
B 2 A AR A 0 T RE R R BR T WA B A
HEAT I A L 38 1T L 32 sh 2% i B0 AN [ 64T g 0 B
PN iz dh < m P e & S BRI

(3) 28 48 7 20 J A8 Ak R B0 %

TATE 1) A% 0 2 85 8 0 AT 2 [ S P R R B R IR B & 4
b5 7 AR H 3 rp R AT 25K WUARHEAT AR 4 A 5 L AT DA e AR 4K
0 04 43 A T 30 B B A AR e g B A in 8 2 A AR
38 75 2 RS B R BN A . ARy XN 1 B 4 2 T % 48
REAR e SR 0 e O vk, SCHRE36 ] £ A unit AF 4 B
H. 264 487 (19 DCT A8 4, A TAT 55 B8 40 450 2% . R oh 78 4 3o
FRA B b I R 45 G T8 1) — 38 43, L 338 R A 728 455 O 2 19 2 T 3K
5 T A g 5 2R Bl B R T e L T LA R U2 O R
55 BEATAM N % S R R AR T B R AR 2 TS AR A
Yo B . SCHRC37 )8 A etk i 28 4 Jr 204 e T
TRATAR 58 4 4V AR F B {2 ik 0 2850 e 5 8 X S A 0 2% 114
A 8 A AHOAE IO 1 L SE I A B Y L BR TR R e
G F DA AR e R BN, BB LA M RN E T
B AQ TR 2 B AT AR e BB 7 AL S B
23 AR B0 DAL A 1 43 A0 KA L R e g TSk BE . 38 T LA




& LS UL R P B R SRk

309

AR B BAT S AN X AT S AL B AR X R
S IIRESUE AR U R B L g 7oy Sl (N IS 4
WA BN A B AN TE T B, B Ah LR 5 i R
B R LT B

CA g o T 3o 782 Jom

8RBT 45 b vl v, 908 2 0% 0o 2 A WL AUA 5 B0 T 446 RS
UL B 2 5 A v A A AR T L R A 4 T ) R B
0 2 T e 32 BT 9 T A% 5 B AR 28 20 A1 8 280 25 B 1 TR
S AR TR TR B . TR & U 4 1 B AA PR 47 7 1 b, TE
2t T 00238 9 5 3 — 2 0 AL 0BT T A4 AT 5 IR TR O G D 5
R X R AT 8, — i BT Ak R A B e R, R R 2 Y
T3 LW S G T 3 AR TP B AL (5 B AT R . i 2 i AR
HH R 0 3 35 B R X g e o R v ) RO AT I L e Ah L 3
AT 7 e 0 g T 3o v A R 2 T A S AT T A
BT

(B REEH

W& 22 IR R A5 TE 45 1 DU 4 % 19 B A DX SR AR 4P O7 125 70
W DR B TR T AR S H R E L. A 4 BT
718+ PSR St B s A X 32 PR 4 X SR e % A EE A B LR 4 X
RN 2x BB B b T R A )AL, 3R 22 AR R 5 2 ) ) L
B P8 3 DX Il AT 4 4 3 R v 7 A e Y G B R

B4 s mg
Fig. 4 Error drift

Sy R 158 22 VAL S Al R A X I8 A B W) SC Rk [ 43 DB A A
Wit e SR A % B En R 2 e S g L BUOR BEAT BHAHS %
DAE iR 22 R . SCHk (44138 03 H. 264 9 2 3% HE 5 AL
(FMO) H FUAF W hn Bt 22 B A 4k A 22 Hesx AR W91 A4, th
T i B AN 2 5 U0 R AL TN, PR S BT X o iR 25 TR AR 1
il . SCERC45 DR HEVC o Tile 20080 <7 25 5 A9 45 1 L XF
AT B B4 X I Tile SE TN, DA SE 30X it Py 3 22 2 #% 1Y
. A O ik A s I A7 PR A O 1 R S BN IR 22 T R Y 41D
il T H. 264 i fih 77 2, SCRRL46] 09 2 B AR 758 3 fh
I3 ) BRE A 8 2R XS, (7 48 0 G R A I X B, 2 R
TR ST R 32 PR T P 0 A4 R 0 A2 BR A2 Bl
flidt . SCHBRCA7 7E e 3 Aily 13 5k 3 5% 5 13 R o4 ik B 0 U8k 4% 14
T =R T IREIEE

AT S 0 3 AR e i o AR 1 B R EROAR A R X
AT 43 Il R T BT O R S i P AR 2 LB Bl Ak i
HNIZ Bl R DL B % 25 500 0 o 1) 3k A v 0 B R A T T o
Xif 3 JU 2 B0 A HE AT A B Jin 2 BB 05 DR 4k i 1 B R Ak U3k
25 AH SOk B — B0 B 2 MBIk, Bk, B RTAR 22 A0
W5 SRR IR 8 2 A G B B HE L R SR R R . b
Hb IR A — S H Ay kL 0 G 45 B AL Y AL T B ok AR R g
M98 € W 43 W WUT (I zigzag 394 X742 e R H AT H

FES Bk 0 G R R AN e S B A% R 280 Jn
BRI 45 5 00 2 B B = Sc M. T LUE L A5 A
A1 P 455 385000 5 7 8 0 52 A 42 A P R I 2 0 R L R G R AR
2 (8] AT B 7E LB R T DAAR 3 AS TR 1 %2 A PSR, 1B
0 2 7R [R) B ik 1) SRR o DT W R A T 2 4 AR I R

BEAR A Tk R I RN T AN v A AR 4 A
Y 1) 2R 70 % DI AR OG , 73 22 78 A5 2 300 000 X 38347 %%, 1B
M 1993 451 A MPEG-1 W45 4 15 L 3k , 1R £ &5 & 90050 4t 1%
FME BRI A4k B L 2E HL 264 Z R A7 VR 2 6 %
MPEG-2 5 MPEG-3 W45 & ith (4 W50 %% 7 %, K 2 8007
JE NS AR 4 R ORZ B R BEFEAT NS . 2003 4EH) H. 264 45 i
BTG S 51— 5 1 2 B 07 35 RGh A8, i) A, T g 0 AR
FFMO %5 4f 7T DL 25 & B 00 000 8 % B X 3k 1 n %5 B ik
rfr L0 e AR ) B RS B R 2013 4E 25 & i 9 HEVC i
A bR e b HL 264 P18 AR A A5 3R OF B RO AT A0 B TR
0 B T — B S R A 1 kT L B, N A
T 5 0 ) P A0 A58 1 0 4 0% 10 8 A8 76006 R 28 MR R TR R L R
AT fil 0 2 T 2 U0
2.2.3 G EARY

of <+ 2 A S (AR L Al T LR AT BR AR B, B R 4R )R
PR T o7 e A DX 33k I AT AR 49, A X T 45 & 4 S £ 47 19 O
o BT I 0 i 5k R R T X R v 4 A A8 A8OE k. SR
[S4J4 T — Fh 55 2 2 00000 B D DR 47 7 125 5 R 0 531 S i ot 149
W R X 3 tE A7 $E IO I 4%, =22 J5 XoF 25 BAk e A X 338 144 357 40 451 ot
PEATEE T A . H I T 1 T N S T M MR X I8k 2 R U Y
AT HEAT IR T, S 2R 9 — it
2.2.4 AT HIEEKG T ®

BE TR0 B 04 T 2 8 5 R ORL AR B AT B BR KR R BR 1Y
B AL AR S K B i A 30 B A AR L 5 X e R X sl
MRAT S Sk 52 SOOI 18 52 i RO b e, WAl 5 iR, A&
&L g o 452 Bk 1 WU P15, A TR g B A IS 48 I O b 2 AT 11
PR A%, SR 2 52 A5 0 s it A D00 T LMK L BRORA TR LAY
A,

E5 ERWmE
Fig. 5 Image restoration

SCHR[55 ] T — il B T 40 S B 2 1) e 4 35 10 001 B e
2 AR W P A5 P A BRORL A B T 75 0 10 SO0 A5
M B IR A DX IR 1 T AE B AR A . R T R T B A
BB G5 5 A A BRI B R, SR
FI . SCHRES6 TR X IAE g 5 2 R 47 1 X 4 i A B
RRASrF L I R TG 78 5 7 D s A X 38K Sy e ke 5 L o g
A8 K for 2R 00 B, i T BT S A AR CAAMD HEFT BRURD
15 B SR ORIV AL A2 5 T B2 — R 90 14 T 34 181 R R N 2k
Giit E AN BL A (AAMD . SCHRS57 B DWT 25 # 5 %50 ik
AR R AT L O T i AL A B



310

Computer Science THEHEL2: Vol. 49,No. 1,]Jan. 2022

AR A T 1 258 WU 2 9 50 R e 12 AN AL RE 5
I e o AL BB 7 AR P AL T S AR 5230 e T R R L
XRTERFGF P E R R AR AL AE Y. HA
BT X I ) R e R o A A R A R AL BE
JoE LA R 8 3 I i ) . xh TG A2 HOR L I R B ARE
BRI AR IR O 3R U 0 M A AL T T WY 3 57 AT — SE R
LUESHIETN Bl i N S 2 N SN SO N 7/ Bt
TR A AL S R 2 R AR E R B AR AR A PRI R4
B R
2.3 BREAHEREER

T 22 BB L AR 7 5 52850 22 G 1 0o WL A I R X Sl Y £
1 AR B RA B F) A BN T R TIE BRRA 15 UL Y 22 A M A R RE
B, — 75 0 B B RURA JOHE HE AT U7 1] R A 398 TIE ] A B R
AAKICHE 5 1) A BR [R]85, 275 — T U A2 B A K3 £ A7 ] AL

T 22 B0 3 0 2 SR T 7 0 ) 7 I 42 o) A R L OG22 4
PEABR o SCHRCL7 I A T 4 9 e A B 0 A5 28 2 40 H B A B4
5 AN R % T 220 T B R R & P . SCHR (2]
R TUMP I PONERAESEHRLE, 2R TIRE
L 6 0 48 E g 5 A R T B 0 O S BT DR B9 s

B W T XA R B AR B AT M R R BT
Vi E) A B AN B RD BOHE Y 2 4 A7 i AR R, SOk
(12,58 JKf Ba BL B 43 B 22 A4~ 340 43 3 %2 3% 45 S [al 1) R 55 2% ik
TTAEHR , LA B 09 2 2 A7
2.4 BHBAFRHSMBILR

AR T IR A £y 1B X AR B AL R 4 B R AT AT, an g 1
FE3 3 T B AR 5 52 1Y BeURA IX 4R ROy 325 . IR A 1 5 8
T W AR v O A B 0 15 B Y S SRR AR L O BB ) T
A I AR B AW AR R BT LR 2 7 Rk BTG B AE R
W R DXk, T A5 26 7 8 X 42 A PR SR A v , iR R X A B kg
BRIEATAR Y . 0 5 R T B AR AR P & A B
I AR N B HEAT B R T LA B AR R 1 B
FRAEAf T 2 6 T 2R . o R XS 5 X A B X 35
AT ARG ORIk S A A R AT LA A 3 25, 4
AT OR AP 77 1%, L3R L A 2 0 A5 3 SO0 A3 DX Sl 47 o 2%
¢ 90 D B o O L AT AR 4 3 00 GO % BUR %O B
T N7 T Gt B 4 R S AR AP, T LA I e A AN TR g T )
RGE, ML ZRD U — R T3, I B F B AL X
R BE B %I T BN B R K N R AR

1 WA E

Table 1 Typical method
# P RAEARR EARART ERAGE e
X#05] 2013 F ABREM RERRE A BERAE AREE A XFR
ciwiz]  eorg  SRTHEEEINE paiin mamaen W A4 AHR

DR A G E , ‘ o ‘

X#[55] 2005 % Xf;)ﬂ; HESZIN g ETHROANEL ERAATESARHE H. 263
R BEERD EBRERHNE
X#[59] 2016 % BEEHESH S A WK R AR R G H. 264
X #h[56] 2007 4 A B A BAEBE, AR &R LE AL SRR MPEG-2
o 3 BARBEY BABAENE
X k[50] 2013 4 A B A N WA R A H. 264
. o BARBRY AROLEEE .
S wh [45] 2015 £ B R E D m 0 WAL E R A HEVC

A - i e EG _ . ., N .
X#(54] 2018 &  EEEKE o ﬁzk@*’ﬁml%rﬁgt GafRAMAMEE RS H 264
X#[12]  2019% HHERE REMREURKEATRAE o wpia H. 264

s

A UL R A R A R )
X#[52] 2018% HEEKEH EORBRT BRGLRPE  pnpena HEVC

o G A B AR

AT A5 55 22 09 0 45 5 A0 490 4 5 2 B I A X 3 £
39 3 3 7 G A B B 3 4 X LA T A A R A RO
HEFT T (AR AR 5 b DX S S R T WA 7 0 DAL T S 330 I R X
BRI 2 T 58 B 4 A ik AR X BN I BN % TR AL
AR IR, FIL A B 2 7 Rk FE R R Oy, JEH
Wi 7 4 2 B s o ) 2 AT R S 3 B A A PR 5 0 2 1) B
AR T 0TS B MR . A T 58 % E g T O AT A
T J My 5 B AR DX B AT AR 4 R 2% Ak BT — il 375 2 P K
St , 225 WA G 4 R ST R SE I, TR O e 2 O SR

3 MHRARPRANESEEE

PSR AP R A T 2 2 BHR B R4 R AT
PSR . I AT e AT R IR B AT A B L R AR T AR
Z T R AR 2 PEREOE 52 B4 B RL PR 47 7 Y S W i 9L EL

VSFETE T 20 M 5, TR 5 2 A e, B A LR LA I T

AU B FADR 57 05 O PP A [, F AT B2 A O
B AR PR 7 ROR R 0 I 48 b A7 78 R R L Bk = 58— RO IR
bR . AT R SCHR A S B 2 4 P A 2 AT 20 A o BRI BRORA PR 3
I RE ) A B L RE G AV S BE HEAT 43 T, B
WLV A 15 b5 A0 LA 55 bR X B D5 T HEAT 20 AT . PR A
FE PRI ZE IR AR 3E R (HVS) , ALK WP 2 938 % &
PRV B9 o B AR AR L EE TR A S50 I ) R B Y SE B A
B AT 85 R 22 B 2 W R 152 0 (A 1R 22 S5 TR A /Y ]
BEAE) JFHARA RS M. b BORITAL & 2
BB FE I T S R BE B AA PR B I A oA A R DL
X 405 3 Y R0 4, UL A T VO 8 R 0 A B TS AL
B AL AR I B AR B S R A AR ORI I T — 2656 T X Uy I
MR FEE



& LS UL R P B R SRk

311

(2) 2 PRUE B 8 AR 50 14 52 I 1 L 5 B2 55 B AU B R PR 4P %2
A AN I A e BE 2 ) A S () R, R o o A T AT R
JE B R R B T WA U5 T — 2 e R N A R B . H
T — B 32 45 7 A T ek AR v Y O B 54 2 D ) AR
TR0 3 e £ I A AR B T S TR I A R
Z 0t O ST L B A e B 3 o 3 R UL T N % B0 2
BRI BL N SR T 5 A S R A R RAE LY L (R TR AR
SR B L 7 Bk V5 & R A AR L Ak, 2R
X 458 3% I A T80 A6 194 0L 0T X SR A7 4 A D) 2 T R RE R )
WP R G SEmE

C3) AT B A PR 7 B30 3 19 8 1 S B IR A, B AT A9 4003
FADR I S2 36 J7 1 R 2 26 T ML o AT AU B L AR 4 5 0
B, (H7EA LR T BRI 7 1 B AR 3 W 45 i
o i 5 M B BBk B A BRI TSR BE D A B BARL R 4P
JIT 5 B v BB ARG I | R T 45 Bk R 4 B R B P R AT L
B L RRAR AP Oy BE DR W R L BRI T . TR X RE 4 B A
JHF B BN R AP 7 VR BE SR 1 W R PR R

(O BAARI FAT 20 BT 10 7 JE IR, B A M5 B Y 2 X
IFAS B 6 A [ B9 N A TR B 325 35t A B T B S AR 1T S AT
EARFRE XL REMUT S5 AN B 635 B 5 1 i 1 S
N SRR B 3T I P 4 £ 4 DX AT DU A R 4 A SRR
FRL - (H ESRL R AP AN LA AR P B L E AR B B R B
T AN BB BRI 3 3R G0 A N N B AT AT S A A A
Fo Sy AP ARG N A A 55 70 S 2R OR A AR AR 2
(6] 2 ) P47 PRk BRURA R 4P O B8 BB X S PR AR 0 48 Ak iz
P35 A RE T 4 v 2 2 eI R I TG oK

BEWIE RO B BRRA TR Y T BRI AR IR ML
W 58 35 AR B AL AR 4 i R I T 5 R A I IV 7 R B T
e ZBEIEN R S A SCLE AT BT TE Y A 1 X L
B FADR I BB 5 R HEAT T 2T . KRR AL PR 9P 3 1 R B
SR LR, — R R A RUUN 538 R, 20 3 T B S A
YU 3 T A W e A U A AR A e AE IR B IR AT A S T
LR AL BR AT s TR B A AR AT PR H R O 1 5 G Y
KRG 330N 807 Wk B SR Bk AT T a0 B,
WA SRS R AR L L (HH T ROy IR R B B B LS
B B PR 05 LA S % Y BT 3 5 A B S R 05 v ) B T AR
ZIr RSB R BR IRYE . SRS AT T A TR
IFBM T A A B WFFE 5

& % X M

[1] WICKRAMASURIYA J,DATT M,MEHROTRA S, et al. Pri-
vacy protecting data collection in media spaces[ C]// Proceedings
of the 12th ACM International Conference on Multimedia. 2004 .
48-55.

[2] LUO Y.CHEUNG S C S,LAZZERETTI R, et al. Anonymous
subject identification and privacy information management in
video surveillance[ J]. International Journal of Information Secu-
rity,2017,17(3) :261-278.

[3] ZHAO Z,CHEUNG S C. Multi-camera surveillance with visual
tagging and generic camera placement[ C] // IEEE International

Conference on Distributed Smart Cameras. 2007 : 259-266.

(4]

(5]

L6]

[7]

L8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

SCHIFF J,MEINGAST M,MULLIGAN D K,et al. Respectful
cameras:detecting visual markers in real-time to address privacy
concerns[ C] // IEEE/RS] International Conference on Intelli-
gent Robots & Systems. 2009 :65-89.

KORSHUNOV P,EBRAHIMI T. Using warping for privacy
protection in video surveillance[ C]// 18th International Confe-
rence on Digital Signal Processing (DSP). 2013:1-6.
MARTINEZ-PONTE I, DESURMONT X, MEESSEN J. et al.
Robust human face hiding ensuring privacy[ C] // 6th Interna-
tional Workshop on Image Analysis for Multimedia Interactive
Services. 2005 :4.

ZHAO W,QIN S. A new method for target detection based on
analysis of motion vector field in dynamic video scene[ ]J]. Pro-
ceedings of Spie the International Society for Optical Enginee-
ring,2009,7495:4264-4267.

ZHANG P,KALLIVAYALIL T,EMMANUEL T,et al. Priva-
cy preserving video surveillance using pedestrian tracking me-
chanism[ C] // Proceedings of the 2nd ACM Workshop on Multi-
media in Forensics, Security and Intelligence ACM. 2010:31-36.
WANG Y,O’NEILL M,KURUGOLLU F. Privacy region pro-
tection for H. 264/AVC by encrypting the intra prediction
modes without drift error in I frames[ C] // IEEE International
Conference on Acoustics. 2013:2964-2968.

LUO Y,CHEUNG S C. Privacy information management for
video surveillance [ C] // Conference on Biometric and Surveil-
lance Technology for Human and Activity Identification X.
2013:871207.1-871207. 7.

LEE Y,.MICHEALS R J,FILLIBEN ] J.,et al. VASIR:An
open-source research platform for advanced iris recognition tech-
nologies[ ] ]. Journal of Research of the National Institute of
Standards & Technology,2013,118:218-259.

MEGHERBI N, AMBELLOUIS S,COLOT O.et al. Joint audio-
video people tracking using belief theory[ C]//IEEE Conference
on Advanced Video &. Signal Based Surveillance. 2005 ;135-140.
KUMAR P,MITTAL A,KUMAR P. A multimodal audio visi-
ble and infrared surveillance system (MAVISS)[C] // Interna-
tional Conference on Intelligent Sensing & Information Proces-
sing. 2005:151-156.

CHEUNG S C S,VENKATESH M V.,PARUCHURI J K,
et al. Protecting and Managing Privacy Information in Video
Surveillance Systems[ M]// Protecting Privacy in Video Surveil-
lance. London: Springer,2009:11-33.

MARTIN K,PLATANIOTIS K N. Privacy protected surveil-
lance using secure visual object coding[]J]. IEEE Transactions
on Circuits & Systems for Video Technology, 2008, 18 (8):
1152-1162.

ZHOU X, YANG C,YU W. Moving object detection by detec-
ting contiguous outliers in the low-rank representation[ ] ]. IEEE
Transactions on Pattern Analysis & Machine Intelligence, 2011,
35(3):597-610.

DU L.ZHANG W.,FU H.et al. An efficient privacy protection
scheme for data security in video surveillance[]]. Journal of Vi-
sual Communication & Image Representation,2019,59(2) :347-

362.



312

AR Vol. 49,No. 1,Jan. 2022

Com puter Science

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

BAN Y.KIM S K, KIM S, et al. Face detection based on skin
color likelihood [ J]. Pattern Recognition, 2014, 47 (4); 1573-
1585.

DEY A. A contour based procedure for face detection and trac-
king from video[ C] // Proceedings of International Conference of
Recent Advances in Information Technology. 2016:483-488.
ERDELYI A, WINKLER T,RINNER B. Privacy protection vs.
utility in visual data-An objective evaluation framework[]].
Multimedia Tools and Applications,2018,77(2):2285-2312.
JAIRATH S.BHARADWA]J S, VATSA M, et al. Adaptive skin
color model to improve video face detection[ J]. Advances in In-
telligent Systems & Computing,2016,390;131-142.
AGRAWAL P, NARAYANAN P ]J. Person de-identification in
videos[ C] // Asian Conference on Computer Vision. 2009: 266-
267.

DUFAUX F,EBRAHIMI T. A framework for the validation of
privacy protection solutions in video surveillance[ CJ // Procee-
dings of IEEE Conference on Multimedia and Expo. 2010: 66-
71.

NEWTON E M, SWEENEY L, MALIN B. Preserving privacy
by de-identifying face images[J]. IEEE Transactions on Know-
ledge and Data Engineering,2005,17(2) :232-243.

CARRILLO P,KALVA H,MAGLIVERAS S. Compression in-
dependent reversible encryption for privacy in video surveillance
[J]. EURASIP journal on information security,2009,2009(2) :
1-13.

UPMANYU M, NAMBOODIRI A M, SRINATHAN K, et al.
Efficient privacy preserving video surveillance[ C]// 2009 IEEE
12th International Conference on Computer Vision. 2009:1639-
1646.

AHN J,SHIM H J.JEON B,et al. Digital video scrambling
method using intra prediction mode[ M/ Advances in Multime-
dia Information Processing(PCM 2004). 2004 :386-393.

JIANG J G,LI Y,LIANG L W. Research and improvement of
the video encryption algorithm for H. 264[]]. Acta Electronica
Sinica,2007,35(9) :1724-1727.

JIANG J,XING S,QI M. An intra prediction mode-based video
encryption algorithm in H. 264 [ C]J // International Conference
on Multimedia Information Networking &. Security. 2009;478-
482.

ZHENG L,XUE L. Motion vector encryption in multimedia
streaming[ C]// International Multimedia Modelling Conference.
2004 :64-71.

SHI C,BHARGAVA B. Efficient MPEG video encryption algo-
rithm[ C] // IEEE Symposium on Reliable Distributed Systems.
1998.:381-386.

LIAN S,LIU Z,REN Z.et al. Secure advanced video coding
based on selective encryption algorithms[J]. IEEE Transactions
on Consumer Electronics,2006,52(2) :621-629.

IKENAGA T,GOTO S. A partial scramble scheme for H. 264
video[ C]// 7th International Conference on Asic. 2013:802-805.
SU P C,HSU C W,WU C Y. A practical design of content pro-

tection for H. 264/ AVC compressed videos by selective encryp-

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

tion and fingerprinting[ JJ. Multimedia Tools & Applications,
2011,52(2/3) :529-549.

PENG F,GONG X Q,LONG M.,et al. A selective encryption
scheme for protecting H. 264/AVC video in multimedia social
network[ J]. Multimedia Tools & Applications, 2016, 76 (3)
3235-3253.

YEUNG S,ZHU S,ZENG B. Partial video encryption based on
alternative integer transforms[ CJ // Proceedings of 2010 IEEE
International Symposium on Circuits and Systems (ISCAS).
2010:933-936.

YEUNG S K A,ZHU S,ZENG B. Design of new unitary trans-
forms for perceptual video encryption[J]. IEEE Transactions on
Circuits &. Systems for Video Technology, 2011, 21(9);1341-
1345.

SHAHID Z,PUECH W. Visual protection of HEVC video by
selective encryption of CABAC binstrings[ ] ]. IEEE Transac-
tions on Multimedia,2014,16(1) :24-36.

ZENG W,LEI S. Efficient frequency domain selective scramb-
ling of digital video[J]. IEEE Transactions on Multimedia,
2003,5(1):118-129.

LEE H J,NAM ]. Low complexity controllable scrambler/de-
scrambler for H. 264/AVC in compressed domain[ C]// Acm In-
ternational Conference on Multimedia. 2006 :93-96.

ZHOU J T,LIANG Z Q,CHEN Y,et al. Security Analysis of
Multimedia Encryption Schemes Based on Multiple Huffman
Table[]J]. IEEE Signal Processing Letters, 2007, 14 (3): 201-
204.

XIE D,KUO C. Enhanced multiple Huffman table (MHT) en-
cryption scheme using key hopping[ C] // 2004 IEEE Interna-
tional Symposium on Circuits and Systems. 2004 :568-571.
DUFAUX F, EBRAHIMI T. Scrambling for privacy protection
in video surveillance systems[]]. IEEE Transactions on Circuits &
Systems for Video Technology.2008,18(8):1168-1174.,
DUFAUX F,EBRAHIMI T. H. 264/AVC video scrambling for
privacy protection[ C] // 2008 15th IEEE International Confe-
rence on Image Processing. 2008:1688-1691.

FARAJALLAH M, HAMIDOUCHE W,DEFORGES O, et al.
ROI encryption for the HEVC coded video contents[ C]// 2015
IEEE International Conference on Image Processing (ICIP).
2015:3096-3100.

TONG L,DAI F,ZHANG Y,et al. Restricted H.264/AVC
video coding for privacy region scrambling[ C]// 2010 IEEE In-
ternational Conference on Image Processing. 2010:2089-2092.
DAI F,TONG L,ZHANG Y,et al. Restricted H.264/AVC
video coding for privacy protected video scrambling[ ]J]. Journal
of Visual Communication & Image Representation,2011,22(6);
479-490.

TANG L. Methods for encrypting and decrypting MPEG video
data efficiently[ C] // Proceedings of the fourth ACM interna-
tional conference on Multimedia. 1997 :219-229.

BHARGAVA B,SHI C, WANG S. MPEG video encryption al-
gorithms[J]. Acm Multimedia,1998,24(1) :57-79.

PENG F,ZHU X W,LONG M. An ROI privacy protection



=

A S LA R AL DR B B R 235

313

[51]

[52]

[53]

[54]

[56]

[57]

[58]

scheme for H. 264 video based on FMO and Chaos[J]. IEEE
Transactions on Information Forensics &. Security, 2013, 8 (10) ;
1688-1699.

TEW Y,MINEMURA K,WONG K S. HEVC selective encryp-
tion using transform skip signal and sign bin[ CJ / Asia-pacific
Signal &. Information Processing Association Summit & Confe-
rence, 2015:963-970.

TAHA M A,SIDATY N,HAMIDOUCHE W,et al. End-to-
End Real-Time ROI-Based Encryption in HEVC Videos[ C] //
2018 26th European Signal Processing Conference (EUSIPCO).
2018:171-175.

HAMIDOUCHE W,FARAJALLAH M,SIDATY N,et al.
Real-time selective video encryption based on the chaos system
in scalable HEVC extension[ ] ]. Signal Processing Image Com-
munication,2017,58:73-86.

ZHANG X,SEO S H,WANG C.A lightweight encryption
method for privacy protection in surveillance videos[ ]J]. IEEE
Access,2018,6:18074-18087.

ZHANG W. Hiding Privacy information in video surveillance
system[ C] // Processing of IEEE International Conference on
Image Processing. 2005:868-871.

YU X,BABAGUCHI N. Privacy preserving : hiding a face in a
face [M] // Computer Vision-ACCV 2007. Berlin: Springer,
2007:651-661.

LI G,ITO Y,YU X,et al. Recoverable privacy protection for
video content distribution[J]. EURASIP Journal on Information
Security,2009,200(3) :293031.

DU L, LI Y. Privacy preserving for human object in video sur-
veillance via visual cryptography[ C] // Proceedings 2014 IEEE

International Conference on Security, Pattern Analysis,and Cy-

[60]

[61]

[62]

[63]

bernetics (SPAC). 2014 :80-85.

MA X,ZENG W K, YANG W T,et al. Lossless ROI privacy
protection of H. 264/AVC compressed surveillance videos[ ] ].
IEEE Transactions on Emerging Topics in Computing, 2016,
4(3):349-362.

NAWAZ T,FERRYMAN J. An annotation-free method for
evaluating privacy protection techniques in videos[ CJ // 2015
12th IEEE International Conference on Advanced Video and
Signal Based Surveillance (AVSS). 2015:1-6.

KORSHUNOV P,MELLE A,DUGELAY ] L,et al. Frame-
work for objective evaluation of privacy filters[ C]// SPIE Opti-
cal Engineering+ Applications. 2013:219-224.

SOHN H,LEE D,NEVE W D,et al. An objective and subjective
evaluation of content-based privacy protection of face images in
video surveillance systems using JPEG XR[ M] // Effective Sur-
veillance for Homeland Security: Balancing Technology and So-
cial issues. Boca Raton: CRC Press, Taylor &. Francis, 2013
111-140.

ERDELYI A,WINKLER T,RINNER B. Privacy protection vs.
utility in visual data-An objective evaluation framework[ ] ].

Multimedia Tools and Applications,2018,77(2) :2285-2312.

JIN Hua, born in 1977, Ph.D, associate
professor. His main research interests
include privacy protection and informa-

tion security.

(AL G .M 38)



