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Multi-target Category Adversarial Example Generating Algorithm Based on GAN
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Abstract Although deep neural networks perform well in many areas, research shows that deep neural networks are vulnerable
to attacks from adversarial examples. There are many algorithms for attacking neural networks,but the attack speed of most at-
tack algorithms is slow. Therefore, the rapid generation of adversarial examples has gradually become the focus of research in the
area of adversarial examples. AdvGAN is an algorithm that uses the network to attack another network, which can generate ad-
versarial samples extremely faster than other methods. However, when carrying out a targeted attack, AdvGAN needs to train a
network for each target,so the efficiency of the attack is low. In this article, we propose a multi-target attack network (MTA)
based on the generative adversarial network, which can complete multi-target attacks and quickly generate adversarial examples
by training only once. Experiments show that MTA has a higher success rate for targeted attacks on the CIFAR10 and MNIST
datasets than AdvGAN. We have also done adversarial sample transfer experiments and attack experiments under defense. The re-
sults show that the transferability of the adversarial examples generated by MTA is stronger than other multi-target attack algo-
rithms,and our MTA method also has a higher attack success rate under defense.
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Table 1  Generator parameters of MTA network
CIFARI10 MNIST
Module Layer
Parameter Stride Padding Activation Parameter Stride Padding Activation
Convolution 3X3IXX, 2 1 RelLU 3X3IX X, 2 1 RelLU
Y AL 28 Convolution 3X3IXX, 2 1 RelLU 3X3X X, 2 1 RelLU
Convolution 3X3IX Xy 2 1 Rel.U 3X3X X, 1 0 Rel.U
BN E Linear 10 X512 — — — 10 X800 — — —
ResNet Block 3X3IX X, 1 1 — 3X3IX X,y 1 1 —
ResNet Block 3X3IX X, 1 1 — 3IX3IX X, 1 1 —
A E
ResNet Block 3X3IX X, 1 1 — 3X3XX, 1 1 —
ResNet Block 3X3X X, 1 1 — 3X3IX X, 1 1 —
ConvTranspose 2X2X X3 2 0 RelLU 3X3X X, 1 0 RelLU
AL ConvTranspose 2X2X X, 2 0 RelLU 2X2X X, 2 0 RelLU
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Fig. 3 The influence of parameter 8 on the performance of two attack methods
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Table 2 The white box attack success rate on the MNIST dataset

CHLA - 6D
AdvGAN
Model Acc MTA
0 1 2 3 4 5 6 7 8 9 Mean
LeNet 98.7 96. 6 92.9 98.2 98.2 98.2 97.6 96.9 97.8 98.4 99.0 97.38 98.8
AlexNet 98.6 98.7 98. 1 98.6 98.6 99.4 99.1 98.9 98.9 99.6 98.4 98.83 99.4
C& Wmodel 99.3 94.9 88.8 65.7 99.1 97.6 87.1 94. 4 98.9 99.4 98.9 92.48 96.2

Fe 13k — A8 CIFARIO $u 64 Xk T VGG11, Res- AT A Bbr g it R B % — AR, T AdvGAN 5%
Net18 DLz WRN-28, i i R 2 3 fr s, nlLLEH, AR BRI ZR B B, R B AT MTA EE advGAN
MTA B8 T 5 AdvGAN AH LR Ze 5 %0 5% H 2 %5 T MTA RS



88

THEPLEE Vol. 49, No. 2, Feb. 2022

Com puter Science

# 3 CIFAR10 ¥ £ b i 1 & oy sl %
Table 3 The white box attack success rate on the CIFARI0 dataset
BT 00)
AdvGAN
Model Acc MTA
Plane Car Bird Cat Deer Dog Frog Horse Ship Truck Mean
VGG11 87.6 99.1 99. 6 99.7 99.7 99.7 99. 6 99.7 99.0 99.7 99.4 99.52 99.3
ResNet18 89.2 99.8 99.8 99.6 99. 4 99.8 99.1 99.5 99.5 99.5 99.8 99.58 99.6
WRN-28 83.5 99.4 99.3 99.4 99.7 99.2 99.7 99. 6 99.1 99.1 99. 6 99. 40 99.6

B 4 A& EE T MTA J5 k78 CIFARI0 098 % 4=
B AT HLREAR L AT 10 A28 500 A9 R i FE% v Bl AL A% 2
— 5K, IfH A ] MTA BRI A i 10 4 B b5 28 3109 X bi #
AL R T EF R B AT B R A4 R R R AR R
HrpE 4(a) (B 4(b) (Bl 4(o) 435 B Y # VGG11,ResNetl8,
WRN-28 #E A 45 5, i X H0RE A (B AT LU, 78 58 00 3%
Lo B BB A BT MTA AR A ) bR S 300 A 4 45
T 5 A 2 0 T I PG AR Bl e U

() B ili VGGI1 77 7
[ISROR7IR N

(b) ¥ i ResNetl8 7=
He X PTRE AR

(o) Bili WRN-28 = /£
[ROETIN N

&4 MTA J5¥EAE H & T 77 A i X B4
Fig. 4 Adversarial examples generated by the MTA method in

white-box environment

EEWH
1 AT BB S UG B S AdvGAN M [ #3745 2848
5 B e M A R b I QTR A R A P R S AN B A
JE G I 43 25 45 R 55 g e A A R R — B, T L 7E A B

4.4

BEA 1 1 43 2 25 Al B2 5 0l A R A RE — B #E MINIST
BoymgE L4 I4E ] MTA Fl AdvGAN J7 3 I B2 %] LeNet,
AlexNet DL & C& Wmodel, 4 — 4N R B g o i, Ho 43 B R 58
TAERAC A B, s T R ok 5 A&
MNIST $#i % Ei sl s Rk 4 i EREHRE T,
MTA F A AdvGAN, H 78 2 s o & 1 £ 4 5 m
B a0, 25 LL AlexNet 1E A AQCIRAE B Bk LeNet A B,
i MTA J5 & 09 2 L2 % b AdvGAN & B 4 24 %
(94.8% wvs 70. 44%), L LeNet fE A 10 H & 8 1
C&Wmodel Hf , MTA J5 2 () 2 iy B2 %5 24 22 % (94. 1%
vs 72.51%), Bk AdvGAN 7¢ B &R 1 A9 B A T N
w HH d s 5 MTA Jy kMY, #ln, it | MTA
i AdvGAN, Xt T &8 LeNet fli i C& Wmodel 1 4
R BRASRYHS L AlexNet [ 15 2 256 i, o Ath 2B 0 A5 A0 b,
BT RIRE R S5 5 . 3R] 5 Bk T AR AR A SR A 2 IR ) 45
M2 54 56 AHWIER T MTA J7 k7 8k 68 0 0T Adv-
GAN Jiik,

FIH R RE B J7 . AT #E CIFARILO $ ¥ 4 Fxiril T
VGG11,ResNet18 BL K WRN-28 3% 3 AMHHL, Tk i o) %
e s frFl.al LE L MTA 7B 6248 T AdvGAN, {18
— 3R E Y WRN-28 E 4 KB i, MTA J7 48 Adv-
GAN W Bt RIREETH T2 20%,

F 4 MNIST %4 46 b 2 & ol i o %

Table 4 Black box attack success rate on the MNIST dataset
A2 %)
A AdvGAN
Model Acc gent u MTA
Model 0 1 2 3 4 5 6 7 8 9 Mean
LeN 98,7 AlexNet 65.0 52.8 83.9 67.3 59.8 62.1 72.7 78.3 84.9 77.6 70. 44 94.8
~eNet .
C& Wmodel 91.8 82.2 89.3 94.9 94.2 95.9 92.4 90. 4 95.3 96. 4 92.28 98.9
LeNet 66.0 69. 2 83.7 61.6 85 85.1 52.9 79.8 65.7 65.4 71.44 89.4
AlexNet 98.6
C& Wmodel 88.3 88.4 85.3 85 85.1 68.2 74.9 94. 4 84.3 84.2 83.81 95.7
LeNet 77.1 58.7 83.7 79.7 72.4 81.2 58.2 73.1 73.7 68.8 72.51 94.1
C& Wmodel 99.3
AlexNet 58.0 44.2 84. 8 83.8 74.0 78.4 36. 8 74.8 78.3 74.1 68.72 89.8
# 5 CIFAR10 % 4 b i B G ol o %
Table 5 Black box attack success rate on the CIFAR10 dataset
CHAT 2 %)
Agent AdvGAN
Model Ace gen : v : MTA
Model Plane Car Bird Cat Deer Dog Frog Horse Ship Truck  Mean
VGG 67 6 ResNetl8 98.8 98.1 98.7 96. 6 98.2 98.6 98.3 98.7 96. 8 98.9 98.17 99.7
y : WRN-28 65.6 66.7 90. 0 71.0 97.3 76.2 69.9 97.8 71.6 82.4 78.85 98.1
VGGI11 99.1 93.1 99.1 98.7 99 98.8 99.1 98. 6 98. 8 99.1 98. 34 99.2
ResNet18 89.2
WRN-28 85.2 65.6 75.4 93.0 77.7 81.9 93.9 65.3 72.8 73.4 78.42 98.8
VGG11 99.4 97.2 98. 8 98. 8 99. 6 97.9 99.3 98.7 99. 4 99.2 98. 83 99.4
WRN-28 83.5
ResNet18 99.7 91.2 98. 6 97.8 99.1 98.8 99. 2 98. 3 91.1 99.0 97.28 99.7

Wb T AdvGAN BRI 5 . 3 £% 7[5 19 B e o 452 1Y

AIARBEAR Y, A B 2 X T b ROR 7 A A O S e . i,
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FRATERE WRN-28 15 AR A ), T BT % (2R 78%60)
B VGG11 Ml ResNet18 434 B KM BE T B 5 0 % T MTA #
T AT 1Y) 22 55 AN 2 o) T 20 SR i AR R DR I R i, Bl i
£ WRN-28 1E Jg £ LA AL, 475 Al B A5 3E & /55 10 2805 B 2l 3
(R 98%) . AT HE— L B0AIE MTA XA [F B R 2 [A] B 4 4
P, 7E CIFARIO [ AT 1 3250, i T HCR VGG16,VGG19,
ResNet34 Pl K ResNet50, f#i H WRN-28 15 Jy 4t B #5 Rl it
TR EIE A T WRN-28 IR U B ik 4 A4
REALAE S AR SRR AL 8] 5 g T Ah B0 vk 0 e LT R
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®
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(a) AdvGAN

NE 5Ca) AT AE 1, 24l ] WRN-28 4 48 3 AR AL i, Adv-
GAN Bl i 2 FRARAR L H 2 24 WRN-28 1 2 Bl e o 455 5 1fii
Hofln 4 AR A0 BB R A . AdvGAN (9 B0k i 2 R E17R
B XAEER T AAVGAN T8 A [7] 25 F) #5 5 [a] 1) 45 4 1 45
2. MWK 5(bH MTA B3l 45 oK F . 25 WRN-28 43 5]
A g AR FHLASE 8 R Bl 3 o A5 R R G 5k T SR 22 AR N L
H b AdvGAN (9 B0 B #2026 ~50 % . H#8 R ¢
FE 98 Y6 Lh b, 3 U WA S [ A8 B 45 4 | 1 25 B MTA 1 5%
Wi 0N

100 —
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K d R E/%
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ResNet34 ResNet50
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Bl 5 MREFRET WRN-28 4 g i ik A5 20 A 4 HSE B i) 24 i i o 3¢

Fig. 5

B 6 NBEGHEET MTA J5ik# CIFARIO £4E % b 5¢
it A B AR Bt B % BT RE AR B, H A o il D B i o R A
T ok A AR X AR o A R m g L T
VEM, BEWH S OGS MR R EBOR LR T
55 D PG B v A BLBE

VGG11

ResNet18

WideResNet

WideResNet

ResNet18

& 6 MTA Jr ik BE BN ™ A4 X Hi e A<
Fig. 6 Adversarial examples generated by the MTA method in black

box environment

4.5 BHEBRHIRER

BT EAE MTA J5 35 A 1 s 40 B P ke A i fig 07, 3k
sed T2 Wl 2 AR VGG16, VGG16 B FE Tma-
geNet FHEMIRNE F MR R &5 97. 4%, 2 — DG B
R AR

AR MTA 5L 0,05 M/ T B, A Ik /by

Success rate of AdvGAN and MTA when WRN-28 is used as the attacked model and agent model in black-box respectively

224X 224 RF WX PUREAS  IEAE MK LIk BT 99. 330019
ol R R o FATTAE M 4R Hh B Lk 2 A 20 D 0 PR 45 R A 4
FEA IEXTE AT A E T NI 7 R o P e il ok R
IR R MDA XTHUREA . 7T LU H MTA J7 I5 78 & 70 B &
BOE G A3 9K BE LUK R B9 0 )R R S8 I B AR Bl L OF L
REAS O 35555 D oy PRl A5 ) 9 WL 8 28 2R

»

(d)Parachute

(¢) Chainsaw

B 7 MTA Jyikfe ImageNet b A B B RE A
Fig. 7 Adversarial examples generated by the MTA method on

ImageNet dataset

4.6 XMMERANIEBHRE

ARFE PR MTA A A X0 R A e A ] 458 18 2 []] f) 3
BIkfk. 78 CIFARLO (4R 4E ¥ H 5 FGSM Al PGD % £
B ARk 7 ik ST PURE AR AR ST B B 3R LR AT X, AR
2 W, FGSM #l PGD Wy 3t i B #F % & 4 0. 3, PGD W R
WHOBRINN 40, 2K K 0. 01, F&A1 35 45 45 BT 2 1)
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900 MXFHUREAS , 9K J5 B X B A A< S 22 H At Al [F] — A %
RN b2 VGG SR 6B 9% 102, WA g X PR A T
Bk, Hdd Bk s 8, JATME B T 78 PyTorch fE
TR RAPLREA T B 48 Advertochbox, TR 45 H ik 6 FF
B, Gk g 2 O BT AR Y YR ASE TR B Ay b A AR A
TR R T o ASE TR A [T B, 2R T B ) B 2R 45 T T TR
B d Mo Z, T LLE L FGSM B3 1 3l 26 A0 X 84K 5
PGD 5 i 4E g B | 5 5 /9 — B 6 B 150 5 kL ] L3k )
100 % i T +h A T %5 1 MTA LA e PGD T8 e 4 38 & 7E 3 4
B 1= 0 53 35 % 99. 3%4.99. 8%, 99. 6% B B s T FK L 5
PGD JL-F-HI . 3B X A £ L R 5 i b A= 78 R [R] 4 784 22 ] (1
TR BIE, MTA 5 FGSM, PGD A1 It , 7E 3T B i 3 %
EABRET G, A VGG11 8] WRN-28, MTA J7 ik It
PGD @& 45 26% (61.52% vs 35.56%) ., lb FGSM = HH 2
419%(61.52% vs 20. 31%), A WRN-28 #| ResNet18, MTA
Jr e PGD R 2y 37% (51,34 % vs 14,44 %),

6 MPUREARIT R I W) &

Table 6 Success rate of transfer attack
CBLAT . 96
Model ~ Method ~ VGGI1  ResNetl8  WRN-28

MTA 99. 3 74.94 61.52
VGG11  FGSML? 94. 1 18. 42 20. 31
PGD!" 100 62.22 35.56
MTA 39.17 99. 8 37.39

ResNet
1s FGSMZL  19.57 97.1 22,31
PGDI" 28. 89 100 35.56
MTA 23.21 51.34 99. 6
WRN-28  FGSM-2! 12.33 12.33 96. 4
PGDL" 17.78 14. 44 100

4.7 BEES THRE

B A0 8 5 T B BB i R AL T3 3 AN A A TR 8 3 B AR
7 8% B TR AR R, n R bt A g o DA R P A R R A AT 8K
AT Al B A e A R U B i A R AR SO Ady
A1 Ens PR 5T ISR 5 3% 003 45 19 14 B, 76 X Pl Zhad 7
R R R B T R AR S ST L REAR B L « R 0.5, %
2 # Ny 0.001, 48 Adam {46 2% Y Zk 100 4 epoch, # 17 7£
WA 1 LA o o e B SR A

Madry 2505 2 5 B0 F 32 1 PGD 75 v 2 Jt i 1 — Wy A
iy, WHA B 7 vk BB XS PGD A 85 1 1 By 48 2% 8 L TR 4 %)
HAb P W % — 4. Bl 8 AFE CIFARLO0 #HR4E 1Y 3 4>
15 UL B 0 75 5 T {8 ) MTA,PGD, FGSM DL X DDN % i
P B L%, RVARTH A A Ady BTN i Ens
it B I 2 A A AU A 25 O vy ) i T R UE B Ady B I 2k
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i I MTA J7 3 i) SR8 0% 35 45 i 19 2 i 2 2, il an , 7
fifi 1 Ens 0I5 % iy VGG11 #5, PGD A 11 % Bk iy
B, FGSM I DDN BEAK . i MTA £ 52. 9 % 9 Bk 2
R, PGD ik 4 4% . i Adv Wil 4R s Mok VGG,
MTA BB %2 46. 4%, 5 1L PGD /9 14. 15 = il 3
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Fig. 8 Attack results of MTA and other multi-target attack methods

under defense

AN, T SR E MTA Jy vk X 1 4k B 57 18 7 2 00 6 4 1
HAVET T4 TPEG H 4 | IR AL U8 BE 45 L 7 3 98 35 L o
VR P LA By B A B B AE A Y 5 b Ak 245 vk A 3 X BT AR AR
J5 s BN BARM S A HARBGE . A & BUAL #1519 X BT
FEAATI SR AR 4% 152 5 H AR N 28 i th B AR 28 500, DA o 0k A %8
H o, JPEG J& 4i 19 B & Jit &t &% # & Advertorchbox BRI\ ()
7550 L IR BE AR T 1 1 LR BE R E R 2, T H IR UL 19 kernel
R/NBCE N 3. BRI 75T MTA 5 H A X 15
A BARIGE )RR 7 iTE

T B H PR 4 ok Oy vk 0 B0k R

Table 7 Success rate of attack methods under pre-processing

defense

CHLp 2 6D

Defense Model PGD FGSM DDN  MTA
VGGI1 43.4 11.8 2.4 86.6

JPEG E % ResNet18 47.6 13.2 2.8 87.3
WRN-28 39.6 11.0 3.0 82. 4

VGGI1 81.9 12.6 7.0 89.2

LR 4 R ResNet18 82.4 14.6 6.2 94.9
WRN-28 68. 2 11.6 5.8 96. 2

VGGI1 20.9 21.8 5.8 34.0

- ResNet18 22.9 20.9 6.3 35.1
WRN-28 11.4 13.4 6.0 19.1

VGGI1 29.3 14.1 3.6 46.3

t 1; ResNet18 23.6 14.8 3.8 37.0
- WRN-28 120  10.4 4.3  25.8
VGGI1 29.0 13.4 8.4 41.3

Z{E bR K ResNet18 26.9 12.8 8.7 43.6
WRN-28 20. 6 13.3 8.0 45.0

8GR T AL I 7 7k e DAy TR B AEUR I B A A AR i Y
BORWIE . sk 7 Fra, LA U8k Jr v 0 RE A A0 e A% 25 1
TR BAREGE B R XN CATEA B AR AR
LA T TR 7 A T P B X R 5 AT 0 U A A M
ARS8 o B X 470 1 MR 75 ) 0o PR B AT . R AR 2 B O Y
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A% Ak vk WIIE B T MTA J7 ¥k 3 140 35 B 4
Th 8K B 35 v 1 B R

LERIE AR SCHR I T — R Ik T A OB R4 1 £ B bR
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PG AH AR 7 o 0 ot T 2 i 1) 43 21 65 51 Sy i A 28 1) T 472
FEA, HH AdvGAN,MTA ZEAUE I i ZH R LT . H
B 23— YU G BT PR A 22 B bR 0 0 X TR AR
JFEEREMB AR THEAEmMIERR ) 5 PGD,
FGSM,DDN %2 H ARl 77 i A7 [, MTA A 0 X P ke A
HAEHMERERMGEE R THR LR, HERE
MTA & J& AdvGAN, iy FZf FH 2l & 218 . A58 A0 78 B & 57
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