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Abstract Software defined network (SDN) is a new network architecture proposed by the clean slate research group of Stanford
University. The significant feature of this architecture is to decouple the functions of control plane and forwarding plane,and to
flexibly forward the network traffic. Based on this, Internet service providers have deployed SDN technology in their backbone
network to maximize the utilization of network resources. However, due to the limitation of economic cost and technical condi-
tions, the backbone network of internet service providers must be in the hybrid SDN network for a long time. The studies have
shown that single network node failure is inevitable and occurs frequently. Therefore,it is a key scientific problem to study the
routing protection me-thod for single network component failure in hybrid SDN networks. In this paper, the route protection
method for single network component failure in hybrid SDN network is described, and then two heuristic methods are used to
solve the problem. Finally, the proposed heuristic algorithms are tested in real and simulated topologies. The experimental results
show that in the traditional backbone network,only a part of the traditional devices need to be upgraded to SDN devices,and the
algorithms proposed in this paper can deal with all possible single network node failure cases in the network.
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Fig. 6 Routing protection ratio on different network topologies
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Table 3 Computation overhead
EEEED GARPHSDN/ms  IPGARPHSDN/ms
Abilene 0.0089 0.00053
Cernet 0.0091 0.00078
USLD 0.0142 0.0063
TORONTO 0.001 24 0.0063
AS1239 325.26 1.475
AS1755 8. 974 0.619
AS3257 40. 261 3.679
AS3967 2.681 0.0763
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Fig. 7 Computation time on public topologies of different algorithms
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