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TRBAC-based Dynamic Multilevel Access Control Model for Web Services
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Abstract Based on the research status of access control for Web services and according to the shortcoming in current
models,a TRBAC-based dynamic multilevel access control model for Web services was proposed. The model defines
some concepts and gives the formal representation and constraint rules. To achieve fine-grained permission, the model
introduces services and services attributes, and designs the mechanism of three levels access control. The concepts of
Role Actor and Task Manager were presented. The connotation of role constraint and task constraint were extended and
defined strictly. The model combines temporal constraint, task context, task state and SSOD principle to describe dy-
namic permission,and improves the security of Web services and the mechanism of access control for Web services. The
preliminary result of the model applied in the condition security system of some defense industry enterprise is good.
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R M AEREH (Actor) WS, RAMGHHER

B, A5 M A BIS B LURBOE B A TE B RENRE,
PRTAERARAMN, 8T AERAREE METAE
“—URBTE AR AR BRSSO R T B MU

(DR LS B HE (Task Manager) BHES, B 5 E
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SR B A A AIEUR .
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R% ws, KBHEEICH WSA (ws) , HE—IRE R wsa €
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T REREHEHARMAN, B EHEE, RENR
BEAE &5 BT IR LM R , fRAF S B TAUR M Sh B 1
2.2 BERERALERT

DMWS-TRBAC=(U,R, T,P,A, TM,FP,WS,WSA),
Hp URHFEREMBE, TRAFE, P ERREA
RAGHEERES TMEESERELS, FP RIBEHE
H£45,WS 2 Web [RFES WSA £ Web lRFBIEES. &
BEH,BR T 54 TRBAC & i) URA.RTA.RH #X R
b A LE RN

(DAL &1 BR 53 BT 3% % (Task Permission Assignment,
TPA) : TPACTX P, BMESH SR Z H £ 3 BHBRET LR
% ¢ o RBURE S PA(={pE PA(z,p) € TPA}.
FAERI, TPA 4y = 9% ThEE TR 43 BC ARt 45 BUFR 43 i
MRS BAERUR S AL .

(2)TNEE T 1 AX PR 4 B 26 & (Function Page Permission
Assignment, FPPA) . 8 DI RE TR EI AR 554155 Z [ %t &2 Ay Bk
4% %&,iC% FPPA,FPPACTPA. hEEREAURA RiFJ
I AR TR PR . AE 45 $H45 D AR T AR, AR A £ 1
PAREVIRTIE .

(3 R4 PR 43 B 56 & (Service Permission Assignment,
SPA) . M E MM EEFZREXN MM X R, LN
SPA,SPACTPA, FP 468 3 Thae T m 4 15 Rl & i /5 » it
ARG RTEEER . RS A A VF IR B AE 4 8 R R A
FE55 580 IR SR, HER A ) FA P A BB IR 55

(4 BR 4% JB HEM R 43 B 5% % (Service Attribute Permission
Assignment, SAPA) 8 R %5 B AR 5 F Z R EZ 3 £
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Vil i AR 55 G I S it AR5 B Rl AR
FEMR S RAEAUR , 8 IR &5 R AT 5 B X, B4 3K18 Web
IR%15 B H IR,

(5) TN EE T H-HR 45 23 Bl 2% & (Function Page Service As-
signment, FPSA) : FPSAC FP X WS, B 3 88 T 18 5 iR %- 18] —
XL KR, BRI fp Frar MRS £ 4 :SAD)
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ZE—XEHBEXR, RFE w FARORSBEES
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LA AR FIRLA PR R 4 (B L, R A gk AR AR 4k K
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HUHR RIPGERFAE R,
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FEPAR S LT X AEEREURBPFEIELHR,
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AMEFERE AR, FTERTSFIPENMOAKE 2
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(D4E% & F 3 (Task Context, TCT) : #8 i BAE & $h AT
FR S 2500 B W TAEIRE , DMREAE 45 R BB 7E 314 2 A B i)
B BEMBAUREESLRABENBR T A B en
RFPHAT. MRESERITEES THEREREELIFHE
TXTEWR R , WAL 1 3AT , R A PR Bl . AR
T, 1% LT XEERE 34 M.

AT & it PR 2493 (Task Temporal Constraint, TTC) , BJ4E
FIERBN TR . TTC={1(t,2.)}, RIS t G 2.)
s T8 P36 SR R » BT X ARV B TR ERR A R Uk .
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PEC), FEREFPATHH A . REHRES S, xBFE
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(DIEHARA (Task State, TS) : IALF AT LB F AT
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AR AR5 T JLARE
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 BOERES AL E A PR Ba T AR R, U
BHEABRES.

o BIPRE AR SBRIEE TR B AT, WHE AR, U7
T4l R T ISR » 55 T BRI T R4

» TRCRE AR5 B TEAREE G BLR HORA AL, i
ATCBARES  H AL PR EL

« HERDRAS AL S B T EA R E NS R R ED §E 53
17, BEANZARAS AR BER S , A A IS BRI T B AR k%

* SEBURA  AE S EA R IR B, MAGETTIRES
BEAORE , A AR L

FAES AT RIS, FEE AL SRS ML, AR
BEZ AL, AT SEBAUR sl SEH. E5RETHME 2
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B2 EHREIBE

(4) BA 3 4> B 24 3 (Separation Of Duty Constraint,
SODC) : XFRE R 493, B 1L B 5 A PR % Al — SE Ak 40, LAk
GIVEAT N . FEAR D, i FESRA TR ATE, U
1E% B0 R RAF b SE AR A B R . S HFRXRRE
MA—B (L D ER Kb & B—MEFTHE R
—IRKF1IMERE. WFREFERXERTHE -G,
n, HENE EFES , Pl Bin AL MESAEIELS
i — M GBPAT B RILER R -

Vi€t |t Znétgsassigned_roles(l) =Q

EHERAH S HBAS LT AR (Static Exclusive
Task Constraint, SETC) 1 &1 75 £ 4 H JF 415 (Dynamic Ex-
clusive Task Constraint, DETC), SETC Bk &2 &M A&
SEEFE, ARTRERESFIESR—-ABSAERL.
DETC 24825 1k Fl— /& A3 P R BE s w8
HF %, DETC REMASPATHLR PHITHRER.

S ERARHR T AGERARGTRENE. EE5E
FRARMER b, fAEER AR E RS TERHPAA
8 r, €ER Ml r, € R, assigned_tasks(r1) [ assigned_tasks (1)
HFEERES WAt n Sfafn BFIEH nln.
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DMWS-TRBAC B & 2 AR Web fit 45 B FI4E s, X Web
R %5 LM FARP R S A DR HIE R, A7 TRBAC
BRI EERL b, 5IA A G EE E S B EEME IR T M
BRESRARAE, LI T EI™H . RIENEHERN, &
RG] SEHE 4 R R B M B BUE EF BT GBI
FRIFE) 3 MHrBL.

(DRFEMA. XERRFEETETNESTE, NZLEH
RYAP A6 LS PREXRHATHRSHAE., EFER
1, URA.RTA 544 TRBAC 3R X R —B. BT
PRSP AT RS VRS B U R =R sl ALE 4T
F-BUR T (TPA) RESR I 24 , 7T 432 B B T T A PR 43+ Fic (FP-
PA) IR IRBL (SPA) L IR %5 B HEAL R 53 BL (SAPA) . X
ZRPRFIEBH TR, A, Yl Web RS 13 &
FEINHs  IEIE T Web IR 1R 2, 16 LHiRT, T 857
TET BB T 1 - 55 4B (FPSA) #1 MR %R %5 8 1 43 Bt (SSAA)
FIER b, T EENTES € T, KFE BB AR R .

TPA(»=FPPA() USPA(H) USAPA(®)

H ,FPPA(®)={fp€e FP A (¢, fp) € FPPA},SPA() =
{ws€WS A (fp,ws) € FPSANA (¢, fp) € FPPA},SAPA ()
={wsa € WSA A (ws,wsa) € SSAAN (fp,ws) € FPSAA (¢,
fP)EFPPA},

X F— GRS BT S, TEAFE A AP AT,
EXRFRSACE , B R BAR,

OABHTE. EFE—HER  BRELEER VAP &R
TESAC,HAPFEAXENR. BPERBEZER
RO BEBEHMNA G, NS RRE QR SE PITES.
RPEPATIES T, RERER PRI fA AR S EA MM
BESAUR, I0RA , MBI A A B E Actor, )5 shAAr i
TSR AALE], R WA BHE A RER

Actor B4 i KB Create_Actor(r) T, W u Xt
MR r TEHRIES ¢ B, Actor A RBIARBINT

request(u,t) N u€UA (r) A r€ TA)—>Create_Actor(r)

OMESHBETT ShABR AR . R A A5 A g8l
B HE N U A A MRS B 3het, R
EFEEE TM, EEFPITLR D, TM 2B BEEF
&L, KA ARG AR, S & IRES R ES LT X
SRS RIRT 5B IEN, sh S A SR, ERSH
#HEH, TM TS, Actor REA A, ZF 5> THH, %0
A, BAZ BT RS REREFE MY, gh 5k E
HIKBRE VA R T Web B X H U RBRTBHE
2,

TM By BB Create_TM(D 7R, B u 3R
A LEERES ¢ i, TM 4 AR

request(u,t) NuCUA () Ar€ TAQ) A Create_Actor(r)

ARC—>Create_TM(2)

P EPATES BA KB Web RS . EBITHESH,
R P A RFRHRR, RPTESREFL LG AP A
BHAFTIHAR . KBRS wse WS FHERE Get_Serv-
iceCws) Fm, AP u Xt M ZEERAE S ¢ 6F, KB IR
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Web iR % KR, 3534 D SR BEAT R 4 B 1 T =%
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B TR BATRAMES 4R, B ShaS iR R . B,
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