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Network Attack Path Discovery Method Based on Bidirectional Ant Colony Algorithm
GAO Wen-long,ZHOU Tian-yang,ZHU Jun-hu and ZHAO Zi-heng

Information Engineering University,Zhengzhou 450001, China
Abstract In the field of penetration testing,the discovery of attack paths is of great significance to the realization of attack auto-
mation. Most of the existing attack path discovery algorithms are suitable for static global environments,and there is a problem
that the solution fails due to the explosion of the state space. To solve the problem of attack path discovery under dynamic net-
work environment and improve the efficiency of path discovery,a method of network attack path discovery based on bidirectional
ant co-lony algorithm is proposed. First,model the network information and define the attack cost. Then,a new two-way ant colo-
ny algorithm is proposed for attack path discovery. The main improvements include different search strategies, cross-optimization
operations and new pheromone update methods, etc. Simulation experiments verify the improved quality and efficiency. At the
same time,compared with other path discovery methods,it has a certain time or space advantages in large network scale. When
the attack path host fails, the re-planning mechanism is used to realize the attack path discovery in the local area, which is more

suitable for attack path discovery under actual automated penetration testing.

Keywords Attack path discovery,Bidirectional ant colony algorithm,Re-planning, Automated penetration testing, Dynamic envi-

ronment
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ik BLm WO R
#i A : domain. pddl, problem. pddl/ * HAK N EFELZ K TN H « /
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{(hishi+1) :[vul,cost]}
1. H,E,C< pddIParser (domain. pddl, problem. pddl) / « fi# #7 I 4 {5
BB E ML B R R B B R AR x /

. Initialize(pheromone_graph) / * ¥ #A AL A {5 B Z W E = /
. Initialize(best_ant) / * fRfF 42 Ja i L B AR5 B x /
. for i=1 to iterNum do / * iterNum J& %K EL * /
for j<1 to antNum/2 do / * antNum J& 1% i Fh B 5 &, ¥ 50
T [ 85T T2 1) MR =/

= L Do

1321

6. Initialize(forward_ant, backward_ant) / * ] & f& 1 [m] 5 s 1
S 1] B L/

7. forward_ant. searchPath() / % IF i) 45 i 5% » /

8. backward_ant. searchPath() / x JZ[a] * /

9. Cross_PathO / = #E4T #4238 LALAk » /

10.  localbest_ant<—mincost (ANT) / * ff 17 A ¥k i A8 i A % 12 15
BT EERTER « /

11.  Update_Pheromone() / * {5 B2 ¥ fr * /

12.  IF localbest_ant<Cbest_ant THEN

13. best_ant<localbest_ant / * id ¢4 /AR E B * /

14. END

FUNCTION searchPathO)/ * %8 F-# = /

1. next_host<—start_host

2. While next_host not goal_host do

3. pre_host<next_host

4. IF pre_host. hasConect() THEN

5. next_hosts<—getNeighbor(pre_host)

6 next_host<—getNext(pre_host,next_hosts,id)
7 IF next_host is NULL THEN

8. break

9 host_parent[ next_host]<pre_host

10. ELSE

11. path. remove(next_host)

12. open_table_host[ next_host]<False
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13. next_host<—host_parent[ next_host]
14. continue
15. Move(O)

FUNCTION getNext(pre_host,next_hosts,id)
1. for each host€ next_hosts do

2. IF open_table_host[ host] THEN

3. (pre_host, host). prob<—getProb()

4. 1F id is forward_ant THEN

5.  return next_host<-Roulette()

6. ELIF id is backward_ant THEN
7. return next_host<-Maxprob()

localbest _ant 75455 2% A 09497 4 (H Ry oo, Bl & 1 iy -
B 180 AN T SRR, R S dm /N R AR A B T R B
I TE BB H . best_ant JE4 R UG (H H oo
BELE R — PR AT AT ST L AR 45 S B/ R B AR AU R AR
15 1B I B O B30 e 9 00 e A0 B AR AR . PR searchPath O
Hr, pre_host. hasConectO) Fi T HI Wi 24 17 £ HLJE E 5 HAth EHL
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21 domain. pddl 7= ]

Table 1 Example of domain. pddl

(:action Dell_SonicWALL_Plixer_Scrutinizer_9_SQL_Injection

:parameters(? srcIP 7 dstIP)
: precondition(and
(connectivity ? srcIP ? dstIP)
(compromised ? srclP)
(iswindows ? dstIP)
(isscrutinizer8_6_5 7 dstIP)

effect(and(compromised ? dstIP) (increase(total-cost) 45.0)))

% 2 problem. pddl 7= 4]
Table 2 Example of problem. pddl

(isunix host_36)

(iszimbra_collaboration_suite6_0_4 host_36)
(islifesize_room_appliance_softwarels_rml_3_5_9 host_36)
(iscakephpl_3_0 host_36)

(isgec_2fgedl_4_3 host_36)

(isxml_rpcl_0_10 host_36)
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Table 3 Algorithm parameter settings
S EEE BAR ER%E FERERE LES X
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Fig. 3 Change of the optimal path cost of ACO and APD-BACO

with the number of iterations
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Fig.4 Change of the optimal path cost of EACO and APD-BACO

with the number of iterations
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Fig.5 Running time and memory usage of three algorithms vary

with the number of hosts
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