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Method for Abnormal Users Detection Oriented to E-commerce Network

DU Hang-yuan' ,LLI Duo' and WANG Wen-jian'**

1 School of Computer and Information Technology,Shanxi University, Taiyuan 030006, China

2 Key Laboratory of Computational Intelligence and Chinese Information Processing(Shanxi University) , Ministry of Education, Taiyuan 030006,
China

Abstract In the e-commerce network,abnormal users often show different behavioral characteristics from normal users. Detec-
ting abnormal users and analyzing their behavior patterns is of great practical significance to maintaining the order of e-commerce
platforms. By analyzing the behavior patterns of abnormal users,we abstract the e-commerce network into the heterogeneous in-

formation network,and convert it into a user-device bipartite graph. On this basis, we propose a method for detecting abnormal

users oriented to e-commerce network self-supervised anomaly detection model (S-SADM). The model has a self-supervised
learning mechanism. It uses an autoencoder to encode the user-device bipartite graph to obtain user node representations. By opti-
mizing the joint objective function, the model completes backpropagation, and uses support vector data descriptions to perform
anomaly detection on user node representations. After the automatic iterative optimization of the network, the user node represen-
tation has supervised information.and we obtain relatively stable detection results. Finally,S-SADM is validated on 3 real network
datasets and a semi-synthetic network dataset,and the experimental results demonstrate the effectiveness and superiority of the
method.

Keywords Anomaly detection, E-commerce network, Heterogeneous information network. Self-supervised learning, Autoenco-

der, Support vector data description
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HoALHE P TP M P R A Mtk | R I R R A
ID 4, A% 5250 78 46 KA 48 i Bl PSR R A T A4 1 3% 4
e,

() HLIHHAE 3 e T HRBAEL H G 2019 4F 10 H —

2020 4F 4 A #0530 5, L b 4 4 S P IDLRT B ID %
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Table 2 E-commerce network data sets

A% AP B H W& T AHK FUlE
HEHEEL 189 282 5000
HEHAEE 2 43 105 5000
HEHAEES3 236 275 3000
ek MR S 60 88 4000
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5.3 iEMiEtR

H T — M S A U0 ) 2 A0 AR R R O T A RS A L R Ut AT
WrEFRTE R A A% . B aL 5 A PEM 8 Ao X 45 by Tk AT 1k RE
L 40 B2 K 1 % (Precision, P)  f [ % (Recall,R) , F1-mea-
sure JAUC F G-mean ,

SR WU ) BRT AR S 4 2 Il PR O R VR U A B
VAT R gk 3 Frgl, Hod, TP(True Positives) %8 IE
KRR B IE 804> 22 Y B, FN (False Negatives) 78 IF 28 k¢
A FE R Ay 2K BB, FP(False Positives) 26 78 11 2B FE A 4l 4%
R4 H A B, TN (True Negatives) 277 1 25 BE 45 3% 1F # 4
K,

*3 REHEME

Table 3 Confusion matrix

RS
S
IR 2 ]
i HEFCTP) g # 6 (FN)
KAl BEHFP)  EHH(TN)

(1) HEh A

TP

P=TpTFp (20)
(B MEKNy .

TP

R=15 5 21

(3)— B 1d A B B AN [l SR 22 B2 7 Y. X 5] A
Fl-measure 1E R ZEG 845 » DL S5 AE 8 R 0 0] K 1 52 i I
BOA AT HLPEAY — > 40 2548 . Fl-measure 4

_2XPXR
Fl1= P-+R

(4)AUC & ROC ML F R mAR 2 BTk — AT
PR FEHR . ROC il £k () 90 il 2 “ 5 IE 1) 2R ” ( True Positive
Rate, TPR) , A3 52 B (1% 1E 1) o 4 1F 8 A% 00 /4 L 7). ROC it
2 1) 1 il 2 “ 1R IF B 387 (False Positive Rate, FPR) , 183 52 bR
A A7 481 HR A TR ARG T Y ) L D

TP

22)

< FP

PPR*f‘i‘PJrTN (24)
(5) G-mean: I T AN V-1 50 H 4 L BIL
G-mean= r/RX TNR (25)

HoA, TNR(True Negative Rate) {0346 M H 1 71 4 5 BF 43 61
19 e A7, B

TN
TN+FP

5.4 SEIGISUE KX LE o4

A SEEGAE tensorflow HESE b HEAT, B 25 1] 48 B2 B2 10,
SEERGERANK 4— R T PR 4 TPOImRLECE D %48 R Y
PREER . 1T o X S I 45 R AT X L3 #T

TR 4 TS TR 2 L S ARSI 5 k REE T g
B 28 S S A I O VR BEAT XS . RIE LRSS R WAL R
BT E b L0 RIS SRR AT & A — 2 R T UL B %D
i AE A5 50 b 412 T 190 26 5040 5 A0E O 4 G D B T T SR A
W

TNR= (26)

F 4 AR EERIBIEE 1PN IR 3R

Table 4 Evaluation index results of different methods in real

FraudNE 0.9633
S-SADM 0.9792

0.9714 0.9681
0.9795 0.9788

5523 0.9827
7310 0.9869

data set 1

R P R F1-measure AUC G-mean
IF 0.9912 0.8958 0.9410 0.4497 0.8976
KNN 0.9912 0.9099 0.9488 0.4569 0.9119
LOF 0.9911 0.9046 0.9459 0.4542 0.9065
AE+IF 0.9915 0.8958 0.9411 0.4498 0.9011
AE+KNN 0.9912 0.914 0.9499 0.4535 0.9108
AE-+ LOF 0.9912 0.9099 0.9494 0.4699 0.9066
DeepFD 0.9529 0.9748 0.9638 0.5258 0.9866

0.

0.

5 AFTEAERLTEIEE 2 TN FE R4
Table 5 Evaluation index results of different methods in real

data set 2

k4R P R Fl-measure AUC

G-mean

IF 0.5844 0.6171 0.5295 0.5326 0.7537
KNN 0.598 0.6126 0.5293 0.5316 0.7572
LOF 0.5932 0.6107 0.5274 0.5298 0.7554

AE+IF 0.5847 0.6399 0.5422 0.4964 0.7701
AE+KNN 0.6189 0.6049 0.5347 0.5329 0.7688
AE+LOF 0.6163 0.6044 0.5369 0.5435 0.7631

DeepFD 0.8106 0.8879 0.8410 0.5220 0.9421
FraudNE 0.8306 0.8991 0.8622 0.5421 0.9465
S-SADM 0.9174 0.9103 0.9144 0.6015 0.9523

6 I USRI 3 o BT bR

Table 6 Evaluation index results of different methods in real

data set 3
W4 P R Fl-measure AUC G-mean
IF 0.9901 0.8953 0.9403 0.4497 0.8974
KNN 0.9901 0.9153 0.9513 0.4598 0.9175
LOF 0.9902 0. 9006 0.9433 0.4524 0.9027
AE+IF 0.9901 0.8954 0.9404 0.4497 0.9134
AE+KNN 0.9905 0.9005 0.9586 0.4543 0.9273
AE+ LOF 0.9902 0.9137 0.9462 0.4558 0.9319
DeepFD 0.9580 0.9788 0.9683 0.5000 0.9830
FraudNE 0.9487 0.9635 0.9580 0.5008 0.9811
S-SADM 0.9748 0.9766 0.9741 0.6486 0.9839

BT R AR R 98 o 09 148 b R
Table 7 Evaluation index results of different methods in semi-

synthetic data set

VXS P R Fl-measure AUC G-mean
IF 0.8932 0.8481 0.8700 0.4472 0.8709
KNN 0.8940 0.8610 0.8771 0.4541 0.8842
LOF 0.8986 0.8629 0.8802 0.4824 0.8848
AE+IF 0.8936 0.849 0.8789 0.4625 0.8717
AE+KNN 0.8939 0.8605 0.8791 0.4551 0.8907
AE+LOF 0.9036 0.8691 0.8791 0.5165 0.893
DeepFD 0.9116 0.9413 0.9245 0.497 0.9701
FraudNE 0.9100 0.9490 0.9294 0.4991 0.9711
S-SADM 0.9109 0.9512 0.9312 0.5217 0.9725

X4 IS E RS S-SADM. RN JE £ T vk #E AT R LG A3 BT
AT T AR ITETE T LEEE L P M EmaE R, s
SADM fE 4 [ 3 [ Fl-measure, AUC Fll G-mean 4 T35 t5 )
KT LA, %50 TR I k7 E B4 2 Ry iT
M AR AR g B AR Z T P S-SADM 7E AR FE AR B R Bl T
FRL TR, £ 6 7 T AR J7 78 B S 8i 48 3
RGP 38 bR 4 R o KININ 78 R B 230 300 38 A b 38 3 i
M DeepFD 76 41 18] 5 3% WU 45 b [ 3R PR 4F . SSSADM 1E F1-
measure, AUC Al G-mean3 T2z & 5 br LM RIZ L T H L
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W R B AR 1R IOR T DeepFD, 3£ 7 51 H T
i) 7 3 7 2 A B 46 v 19 3 4 48 b 45 3R L o DeepFD 78
RSB X T b b RIS, i S-SADM FE 1% I 45 Ar | AR
T DeepFD, JFfE AR IT M 48 b5 1A 50 T RL kR,

A M ST 25 AT, SSSADM 7E A [a] BCHE 4 v (1 R TR B
Hragdn LHS R EL T A AR, UL B A )
AL 8y S5 i G0 I v A A B R 1) G DN RE AN VZ b g

o TR B 5 2k B2 AR RE D HEAT A TG LA R R O
EIEAN A B £ T 7Y Fl-measure TE M $8 AR 45 R E47 T
Friedman ¥ 5 ,

Friedman £ 55 #9 J7 B3 A6 37 B35 43 5 o2 HO FT HT.

HO : AR [F 7 3 76 A [ 44 42 v 19 Fl-measure 3F 4 35 45
GERTC 2 F MR J5 ik i M RE AR W] .

HI1 A W 7 12 76 AN 6] 0808 46 v 9 F1-measure 374 48 47
SRR AR LA EER.

AR AN R 7 AN [ B0 4E B Y Fl-measure 3V 45
B2 AT HET 0% B — 17 7 (B IBOCF 35 {8, 75 3 2 7
% 8 frsl.

x8 FMEE
Table 8 Ordinal number

ek HEE1 HEE2 HEES G AR
IF 9 7 9 9 8.50
KNN 6 8 5 7 6.50
LOF 7 9 7 4 6.75
AE+IF 8 4 8 8 7.00
AE+KNN 4 6 3 5 4.50
AE+ LOF 5 5 6 6 5.50
DeepFD 3 3 2 3 2.75
FraudNE 2 2 4 2 2.50
S-SADM 1 1 1 1 1. 00

WERE N NBIEE EE L M, 4 n BRgE i Mk
RSP E, RnRANIES oM. M ER R+ /2. 7% R
B> =D /12. W4 X 43 -

12N &,k (RED?
o *k<k+1>(,§r’_f) 2D
WX CHOAHES F 454 .

- (N—Dr., (28)
TONG-D

Hip,op NIRMNEBENE —1 MG —1DN —D#F 2
Y, e R EPE K «=0. 05, A BN 8 I, T A,
e =13, 94, K F I FH 2. 3550, 3E B HO AR % & A
SE S BUR [R5 i i P R A A 25 57

T HE A G A% B O gk BEAT X 2 K 5 L i 3 Friedman £
Ul DO NGl 758 i s i U R T
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Fig.5 Friedman test chart

F &L 5 TN, S [ 7 3k 9 R 4 B 349 45 38 B IX 8k, 10 BH K [+)
FE AR EEE S R B T S-SSADM ) £ )
PERE IR TR M AT — T

TR BB o HATBUREAHT. 2« O, D P
ANEME S S S-SADM 78 A [F) 804 46 P (9 1T A0 48 A 45 2R 2
HRETAL, LA R 6— K 9 FiR.
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Fig. 6 Different evaluation index results of SSSADM when «

changes in data set 1
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Fig. 7 Different evaluation index results of SSSADM when «

changes in data set 2
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Fig. 8 Different evaluation index results of SSSADM when «

changes in data set 3
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Fig. 9 Different evaluation index results of SSSADM when «

changes in semi-synthetic data set

FR A% 52 96 25 B A M T S0, B o (B8 038 K A TR IEA 45
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4e B d ISR (2,100, 4 d BURFME R, W2 S-SADM 1
AR A BHESEH 1) Fl-measure P8 AR 45 I & & A4 254k, 5K
W4 RAE 10 Fis. E 10 ol 5, BEE AR, R R4
PEEEP I Fl-measure ZB T & . 4 d R —EHZF.
et FiaE . MBI R A5, s WYL d 7R F
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Fig. 10 Fl-measure evaluation index results of SSSADM when

d changes in different data sets

T30 T BRAE S-SADM Hh ) RCR HE AT I8, O 8
S-SADM 7EA [ 4 % T 19 Fl-measure ¥4 £8 b5 45 5 47
XA, B3R 9 AT, Relu o #07EKS 5 %5 . Fl-measure #l
G-mean 3 WPEM b5 ik B B3 10 F1R 12 T %1, Re-
Lu pRECTEA W] AT f 8 b5 b 29 A 5 B9 3R 8L th 38 11 "I 40,
Relu PRENFE NS B R, Fl-measure, AUC 1 G-mean 4 i PF

Hebr DACR AT 4% TR, 2 ReLu BRETE S-SADM
1 385075 PRBRAS . SSSADM. A G I A il e £
#* 9 SSADM 7EESCEURAE 1 s ek B AL Y
Fl-measure PEUT 48 Fr 45 5
Table 9 Fl-measure evaluation index results when activation

function of S-SSADM changes in real data set 1

WE @ B P R F1 AUC G-mean
ReLu 0.9915  0.9795  0.9788  0.7310  0.9869
Sigmoid 0.9795  0.9808  0.9778  0.7536  0.9866
Tanh 0.9776  0.9784  0.9780  0.7071 0.9866

10 S-SADM 7E AR 4 2 Tl sk UL AL Y
Fl-measure P18 br 45
Table 10 Fl-measure evaluation index results when activation

function of S"SSADM changes in real data set 2

WE B B P R F1 AUC G-mean
ReLu 0.9174 0.9103 0.9144 0.6015 0.9523
Sigmoid 0.9158 0.9069 0.8782 0.6000 0.9523
Tanh 0.9158 0.9069 0.8782 0.6000 0.9523

11 S-SADM e H R4 3 TPl ek BUR AL I Y
Fl-measure PEH 5 bR 2 1
Table 11

Fl-measure evaluation index results when activation

function of SSSADM changes in real data set 3

WE B B P R F1 AUC G-mean
ReLu 0.9754 0.9744 0.9759 0.6933 0.9839
Sigmoid 0.9734 0.9757 0.9745 0.6733 0.9831
Tanh 0.9748 0.9766 0.9741 0.6486 0.9830

# 12 S-SADM 7e £ A BUECHE 5 P BT o6 0B fR T
Fl-measure PEHT 45 15 45 5
Table 12 Fl-measure evaluation index results when activation

function of SSSADM changes in semi-synthetic data set

WOE B P R F1 AUC G-mean
ReLu 0.9116 0.9512 0.9312 0.5217 0.9725
Sigmoid 0.9105 0.9400 0.9247 0.4951 0.9627
Tanh 0.9106 0.9339 0.9218 0.4916 0.9555

AR 4 55 A9 8 B A2 T 1. S-SADM Ay B[] B 4% )
J93 OCm) +0Cepoch * 2m) , Bl O(n?) , 558 45 M5 7 46 0 7 1 A4
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BB 5 R B4 B S50 . Gl 0 o0 A S R P AT R,
F& T — 1 R R R 4 Y Sk AR T 5 vk S-SADMLL %5
HA A MBS, 8 9256 5 ik 2 X e al 1. S-SADM
TEA [ A 45 45 L 2300 T 2073 AR 107 & I T A7 1k
AL A

ASCER Y T B S-SSADM B AR R T R A0 S E
DA A L (5 22 W T X S AR S R 4% v T R o AE R R
fRB M o AN A SCH SR TE T S B 2 Y Ik
B, A LT P 25 o AN TR 2 A 2 AR TH A A8 3 FCA A S I G
BB Ay B S S T S AR ) B AT RS e — P T R
SR PRSI A 5 AR
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