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Abstract Network traffic anomaly detection based on deep learning usually has the problems of poor adaptability to real-world
environments, limited representation ability and week generalization ability. From the perspective of these problems,a network
traffic anomaly detection method based on multi-scale memory residual network is proposed. Based on the analysis of high-dimen-
sional feature space distribution, this paper demon-strates the validity of the approach to network traffic data preprocessing. Combi-
ning multi-scale one-dimensional convolution and long short-term memory network, the representation ability is enhanced by deep
learning classifiers. To make the network traffic anomaly detection accurate and efficient, by the idea of residual network, the deep
feature extraction is implemented, the problems of vanishing/exploding gradients, the over-fitting and network degradation are
prevented,and the convergence speed of the model is accelerated. The visualizations of data preprocessing result suggest that,
compared with standardization,normalization has better capability to separate the abnormal traffic data from the normal traffic
data. The result of validity verification and performance evaluation experiment reveal that,by inserting identity mapping,the con-
vergence speed of the model can be accelerated,and the network degradation problem can be efficiently addressed. The result of
contrast experiment indicates the one-dimensional convolution and long short-term memory network can reinforce the representa-
tion and generalization ability of our model, and the performance metrics of our model is better than that of the current deep

learning model.
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Fig. 4 Architecture of network traffic anomaly detection method based on MSMRNet
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Table 2 Distribution of experimental data set

% Al I 4% & K &
Normal 56000 37000
Analysis 2000 677
Backdoor 1746 583
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Exploits 33393 11132
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Fig. 6 Two-dimensional visualizations of data set after data preprocessing using PCA

5.3 ZWiEE
ALK FE T Tensorflow 55 Keras ¥R B 2% > HEZL S B,

M AL B P9 265 O RO R AR HE E D 194, Rtk 22 R
LR ZE R S B B NS 3 TS,

*3 ZREICILEREERS KL E
Table 3 Parameter of multi-scale memory residual network
3% AE 4 #R Hr o SHUE EERREL K
input_1(Inputlayer) (None,1,194) -
convld_1(ConvlD) (None,1,194) 194,1,same input_1
convld_2(ConvlD) (None,1,194) 194,3.same input_1
convld_3(ConvlD) (None,1,194) 194,5, same input_1

add_1(Add) (None, 1,194)
(None, 1,194)
(None,1,194)
(None, 1,194)
(None,1,194)

(None, 1,194)

batch_normalization_1(Batch Normalization)
activation_1 (Activation)
Istm(LSTM)
add_2(Add)

batch_normalization_2(Batch Normalization)

— convld_1 convld_2 convld_3
— add_1
relu batch_normalization_1
194, return_sequences= True activation_1
— Istm_1

— add_2

activation_2( Activation) (None,1.194) relu batch_normalization_2
dropout_1(Dropout) (None,1,194) 0.5 activation_2
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Table 4 Hyper-parameter TP
5 4 H HHE L 5 :
optimizer 17t B Adam B FP
learning_rate ¥R 0.001 FPR= TN-+FP @n
batch_size I G B AR % 1 000 9% PX TPR
epochs | G # # 50 e
po ) F1 P TDPR (22)
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A3 R B 2R (Accuracy, ACC) K B 2R (Precision,
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Fig. 7 Comparison of loss rates between MSMNet and MSMRNet
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Table 5 Comparison of performance evaluation results between MSMNet and MSMRNet
AT 2 %)
RS ACC P TPR FPR F1 AUC
MSMNet-1 87.682 82.883 97.832 24.754 89.739 0.97939
MSMNet-5 89. 064 84.964 97.368 21.111 90. 744 0.97887
MSMNet-10 81. 881 77.954 93. 548 32.414 85.042 0.93824
MSMRNet-1 87.973 83.032 98.231 26.570 89.994 0. 98160
MSMRNet-5 89.559 86. 740 95.661 17.916 90. 983 0.97826
MSMRNet-10 90. 725 88.663 95. 348 14.938 91. 884 0.97993
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Table 6 Comparison of performance evaluation results of different deep learning models
CRRAL 20D

S ACC P TPR FPR F1 AUC
CNN 86.773 81.319 98.637 27.762 89. 145 0.98204
CNN-5 87.117 81.936 98. 266 26.543 89. 361 0.97875
CNN-10 88.533 84.125 97.589 22.562 90. 358 0.98018
LSTM 83.750 78.028 98.114 33. 849 86.926 0.96934
LSTM-5 83.765 77.652 99. 007 34.911 87.039 0.97593
LSTM-10 84.423 79.017 97.635 31.465 87. 345 0.97129
GRU 83. 389 77.578 98. 220 34.781 86. 687 0.96839
GRU-5 83.922 78.606 97.276 32.438 86. 950 0.97011
GRU-10 84.287 79.136 97.048 31. 349 87.182 0.97087
CNN-LSTM 86. 240 80.712 98.562 28.857 88.749 0.98046
CNN-LSTM-5 87.243 81. 985 98. 467 26.508 89.474 0.98057
CNN-LSTM-10 84.367 78.676 98.231 32.619 87.373 0.97268
CNN-GRU 86. 090 80.778 98.076 28.594 88.590 0.97815
CNN-GRU-5 86. 185 80. 488 98.129 29. 368 88. 741 0.98129
CNN-GRU-10 88.401 84.439 96. 766 21.849 90. 183 0.97742
MSMNet-1 87.682 82.883 97.832 24.754 89.739 0.97939
MSMNet-5 89. 064 84.964 97. 368 21.111 90. 744 0.97887
MSMNet-10 81. 881 77.954 93. 548 32.414 85.042 0.93824
MSMRNet-1 87.973 83.032 98. 231 26.570 89.994 0.98160
MSMRNet-5 89. 559 86. 740 95.661 17.916 90. 983 0.97826
MSMRNet-10 90.725 88.663 95. 348 14.938 91.884 0.97993
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