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Class Discriminative Universal Adversarial Attack for Text Classification

HAO Zhi-rong' ,CHEN Long"? and HUANG Jia-cheng'
1 School of Computer Science and Technology,Chongging University of Posts and Telecommunications, Chongqing 400065, China

2 School of Cyber Security and Information Law,Chongqing University of Posts and Telecommunications,Chongqing 400065, China

Abstract The definition of universal adversarial attack is that the text classifiers can be successfully fooled by a fixed sequence of
perturbations appended to any inputs. But textual examples from all classes are indiscriminately attacked by the existing UAA,
which is easy to attract the attention of the defense system. For more stealth attack,a simple and efficient class discriminative uni-
versal adversarial attack method is proposed,which has an obvious attack effect on textual examples from the targeted classes and
limited influence on the non-targeted classes. In the case of white-box attack, multiple candidate perturbation sequences are
searched by using the average gradient of the perturbation sequence in each batch. The perturbation sequence with the smallest
loss is selected for the next iteration until no new perturbation sequence is generated. Comprehensive experiments are conducted
on four public Chinese and English datasets and TextCNN,BiLLSTM to evaluate the effectiveness of the proposed method. Experi-
mental results show that the proposed attack method can discriminatively attack the targeted and non-targeted classes,and has

certain transferability.

Keywords Universal adversarial attack. Text classification,Class discriminative,Deep learning, Neural Networks
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$E AT TR ST 5 O BN R T S R i L i AR Y
X HURE AR AR AL S AR R RS P 51 . 5 REAS AR S X T Bk AR
Fo, UAA BARAE 2 i Dot iU SEA L (H B8 45 ) 9 B 40 3R e e
|,

N TR AR R TS 9 4 3 A1 AR SCHR R Y CD-UAA
(Class Discriminative UAA, CD-UAA) 46 /N T UAA B9 I i
V0 L B SCAR 43 2 AR AR AL 31 B bR 00 1 SCAS I 43 R
F N MAEAL SR B AR 0 0 SCA I Mg R Z B ok m .
CD-UAA W BLAR I 1 7R » B AR R BILSTM. H 204 4
ag_news M Business #% & H #x 28 5. FF FH 4x 25 51 (World.
Sports, Sci/ Tech) ¥ A IE H #5285 , “xss browsers hariri” & 4
BRI HE B 5 A HS T 300 3 A BT A SCAS B AR Y IR DA A
MR HUREAS ALA BILSTM X % 40 #E A e BU L T A [7] 19 14 g
A, T BRHIYE S50 X AR B AR 200 89 5 i, CD-UAA &
e I 25 48 R i B SR B 22 A R SCAR R AR, IR0 4 Ak — A
Yoo )3 51 A I B T A SCAS BE AR BT I, 98 05 4 B AR AR
H AR 28 5 A SCAS AR A Al T AS ) 9 458 2% ol B0 S B 2k s e
F L2 )7 F0 7R BT A Lk b s B AR B Pk A8 R AR IR /D
B BT H . A EE BRI

(DR T — Tl B X SCA 732 4% 19 280 IX 73 008 XT3t
il Jr % (CD-UAA) LJFAE 2 DR 4 DR E R Z A4
B L ATAG T R RE

(2)CD-UAA XA 32 U 5 B mT DA A= i e 3k
28 sRNEy e SR I THE I I DR A N Gl E i <k v W IR
R A BERCR .

()X CD-UAA #E47 T 42 i #9374l & 45 76 A W) 5 0L F
5 UAA 3T L 8 2 8RR 3l e 51 4 B2 19 32 el DL K 40
BT 5N TE R [R A AL 2 8] (9 3 B 1k

Multiple batches of textual examples
from the training dataset

Initialize

perturbation Vc?lgcil/llite) i Select . .
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oss
Vi (L+AL,) — —
v > phishing news.com.com _hariri |
microsoft.com v, (L+AL,)
browsers | — xss browsers hariri |
hariri @
Vv (L+AL,)
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Test W W Accuracy after attack
95.44 90 09
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Fig. 1 Influence of CD-UAA on the performance of BiLSTM
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3.2 WEHFAEHIR

TSRS KB A GRE T, L Wallace 250 2 H Y
UAA R Hefly, B0 R v B AR 28500, 2% &y 4 i — 4~ CD-
UAA WL sh P41, o et e dodi i B AR 28 &4 S Mk a0
FPHN R ko BTERALAE 3P 51, At B R 804 S W b . — b
SR A IR R T JE R R R 7 B the” s 5 — R 2
AL 26 Hh B ALk 4 — 2]

SRIG AN X, X, B HLEUCRE 2 A HE R S
FH R )T 5 AR, B AR 5 R B AR 2851 S
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Bk 78 KA S R 50 B ok B 4K eR o Mo AR A
SYEBMNFE M . Zhang Y T EIESE WA HR SR EL &
H 9, 253 0 4 0 E AR 2 50 LA R A B AR 2 AR A X T CD-
UAA R G H B AR, SR mE smitfeorms 4 —
B RBAWT

=9 (x)FA%, () s for 2, ~X, s, ~ X, (3)
Hoh 2 B 4, BCE S8 T LR R 9, X8
A AR A A, B A B, X X, B Sl s RN, T
FEHEAR L C o )RR CAR G MR « ALY logit {H 5 c=
arg max F (&) R UG SR B 10 43 25 3 ReLu(x) = max(x,
0);CE R38R JC bR K. #0JC pR B & A 31 H AR 28 50 19
SO N2 R AR TIN5 53 14 logit {8, A LI 3 Ab LA SRIR

YE=—CE(F(xs>x,)F(x,))
A =L (xss2) 4
Y =ReLu(L, (x5 s2,) *nli‘alx L:Cxs.2,))

M52 R AL &, AL BLAE B AR 28 1 (9 SCAS , 7 12 4 i 15 2%

S Togit B, il HAR SRR 5 A ATF 3 AR R IR
4F =CE(F(x5,2,) s F(x,))
Y ==L (x5.2,) (5)
g8 = Rellu(r?;{x Li(xss2,)—L. (a5 52,))

YT RN E IR T TR 2B logit, AT REXT 55 — $ 2k o AL
RIS, 1 T 950 %5 18T F0 26 510 /Y logit, AT BEXS 7
— I R R MRS T R S SE S R R Al 2 G A
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ik 1 CDUAA
BN B X SCAR AN BRI F 5k A ) B A A VR R 2k AR IR B
MaxStep
LRy kil sl I)
1. X, X, &X

2. MR AL B ¥ 5 &
3. for i=1 to MaxStep do

4, Arrays=[J]

5 for jobesbu<X, Xy do

6. avgs Vo Lo o // VT

7 BjFar%‘err/xin[e*ea]'ravgs//@iﬁﬁt@?ﬁ”
8. Arrays. append(d;)

9. end for

10. Sumin<—arg min AvgLoss, (X, , X, //i 51 2%
€ Arrays

11. if Omin==20 then

12. break
13. else

14. 0= Omin
15. end if
16. end for

4 EBMMERSW

4.1 ZIWIHE

ASC R FH R B 4 O 98 SC B 4 Stanford Sentiment
Treebank (SST-2)M 1 AG news(ag_news)M o e ¥ ¥ 4
weibo Fll sogou 3% 4 B AR SR rp B SCAT A T HLE T
B BARBUE S Bk 1 s, o i E b A ik
TextCNNPFI BILSTMEY , F 30 % i 300 ZE (1 Glove il #t A
] EE1220, d OR300 4E B word2vec Tl A A1 B BTG
S HER ARV R4 I8 R CD-UAA f3eh ¥ 51, I 76 0 ik 45
PR S OR . i EE the” (3O VM7 (R 30O kW)
AL ST E) BT B K R 3L AL IR RN Ry 32,
R E =N 20, HT“@@PADDING@ @7 ). £ H R~
HFARAC  TOAE M 52 B S, BRI 0 25387 09 4 30 5 ) oh AL i
IC I B Bk ; [R)  2 3 2RAE 55 S 1 8% o AT I R A S
Bk 17 A B Rl

F 1 REARE
Table 1 Experimental datasets
Datasets Task Language Number of Train Test Average TvxlCA\Iy BILSTM
Classes Data Data Length Accuracy /%  Accuracy /%
SST-2 sentiment Analysis english 2 6920 1821 19. 28 83.53 88.63
ag_news news classification english 4 120000 7600 43. 64 92.76 93. 87
weibo sentiment Analysis chinese 8 17000 4300 17. 35 71.91 87.12
sogou news classification chinese 12 60000 10008 193. 16 94. 65 95.57

Xof 47 B 0 Tt ) 3Ok A R R . Tl R
Ty Ze 48 H ARSI RN T X HUAEA 1 2 54 R L. X B S, A
S, Ay ARRTE X, X, B L K S, BT,
S, M /N
4.2 TEMEXE

TE I A S 58 w8 A R B 3h e B B R I #1) SCAR B
ARMFTE ., % 2 5 8 T 76 BILSTM | I 7 b 38 3¢5 /4
Bk 7% ), B 3E 3¢ SST-2 (positive) . HT X weibo CHE 3,

B, Horh TR R g AR AR B AR 28 50T A B B B B, B
AR 4 g TR bR SCAS RS 43 g AR BB 28 53 1Y SC A R
Wt F B 4 weibo, R B A5 0 XL B8R A B Y
e sh 7 50 Jp 3T 1 fay 3 227 K0 HLUR 0 B SCAR BE R (Y T
JG s A Y BILSTM X F Ji IR SC A (19 B 2% 50 2« Xk 5t
BB, BILSTM Y i th A 25 B IR ¥ 5 15000 28 51 o - JF
O BB EAR ARSI ST A S RN B E
%A .
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%2 £ BILSTM L¥id; SST-2 Ml weibo 1y CD-UAA /5 i
Table 2 Examples of CD-UAA for attacking SST-2 and weibo on BiLSTM

Targeted Classes

Input(Underline= perturbation sequences)

Model Prediction

cutting-room moldy untalented With a cast that includes some of the top actors working

in independent film, Lovely&. Amazing involves us because it is so incisive,so bleakly a-

musing about how we go about our lives.

positive(0. 99) negative(0. 97)

positive
cutting-room moldy untalented As a revenge thriller, the movie is serviceable, but it
negative(0. 99) negative(0. 99)

doesn’t really deliver the delicious guilty pleasure of the better film versions.
TEHHEZHRE LA A XBEHORE KD REURILRET HLEHRAH. # it (0. 94) F % (0. 97)
THAEZEMEAALERRE . ERAZNERR T ERBAT ! 40, 99) % (0. 99)
THEHS 2 EFR A L2k E AR AERREAALAENBHRR HKBRER,

it FF 0 (0. 95) FF a0+ (0. 94)

KRBT hhn FAE-—KKFBERAFLT.
THELZARRNRTULESFRERRAL AT UFEXER LKA L2
o #hJE — R — A K BRI R,

EZ(0.99)E%(0.99)

= oo

4.3 EEXE
W Wallace %5 (1) UAA 1 g X t S 28 42 0y AT %
LR Rl — 20 CD-UAA 5 UAA B9 X 9],
SST-2 %4 5 H 1 positive il negative 43HI4E Ky H 45 1, i
FHAR Y 5230 1 &, S 25 R 3 Jir gl
%3 Tah SST-2 MAZ 5 92 25

Table 3 Experimental results of attacking single class on SST-2

CAT 0D
Targeted UAAD] CD-UAA
Model araete
Classes S, Su S S
positive 100 0 98.68 0
TextCNN
negative 95.53 0 91.59 0
. positive 96. 42 0 98. 39 0
BiLSTM
negative 85.71 0 98. 14 0

TET BN R UAA (9 B AR 18 5 A 25 50 ) SCAR i
W 5 FR 250, T CD-UAA 8K H #5288 51 ) SCA T g H A
20, P E T RE R B AR R R . R 3 LA M,
CD-UAA 7£ TextCNN L XF H #5280 i B i 2R S, e
UAA K 1. 32 % (positive) Fil 3. 94 % (negative) , 1fij £ BILSTM
F I UAA & 1. 97 % (positive) Fl 12. 43 % (negative) » [&] I i
HXAE AR M Ul i) % S, #h 0.

TES BT A 28 i AN AEFE AR B AR BRI SeAS , HA Bl R
PREL Y, S m B ROR L EE 2 AR S UAA #EAT X
Mo, Segma Aank 4 g, Kb dednch S, . 7E R M Ay 2K A i
£ ag_news I sogou I, i FHAS[RI 45 2 R B0 &/ A W00 i 8 4
Bl 5 B By Tl AR B UAA s A0, 78 1 1284 AT 00 B8
4 SST-2 F1 weibo b, BA — A4 3% 5 18 B0 2 % 1L
UAA & L H R B 4 weibo,

Fed L 4RO K 9
Table 4 Experimental results of attacking all classes on four datasets

CRLp 2 %)

Algorithm SST-2  weibo
UAALY 49.97 16.14  75.66  57.80
CD-UAA (7¥)  49.97 16.14  75.36  39.63

ag_news  sogou

TextCNN e
CD-UAA () 49.84 84.51  74.81 9.53
CD-UAA (¢P%) 42,21 80.98  48.91  39.63
UAAL! 48.51 88.07  65.32  31.96
) CD-UAA (#F)  49.26  92.85 38.38  31.96
BiLSTM

CD-UAA (/) 34,08 90.47  46.80  31.78
CD-UAA (7)) 46.65 92.63  55.82  30.49

TE ag_news 45 £ 40 AR HAR2K 3. 5 Wallace
TG UAA BEAT A . Hodp UAA R B #5251 0 SCAs
SCEREE RN R 5 0, o i EB 4y =R CD-UAA X ag
news MIERIL AR . X F UAA i, Bl g A fr 2k
B SCAR A Y B 3 R Bt 2 et AR E AR 28500 Y SCA 7 A AR
KIS, H S, FH R 57,91 % (TextCNN) # 40. 84 % (Bil.-
STM) , 13 3 {5 FH 43 85 9 452 2% v 450, 3 S, B IR 2 10 % L)
T TR B B bR 2 0 R SOAS G HE T A R Y T BT R S,
Rl UAA & 4. 46% (TextCNN) Al 11, 22% (Bil-
STM) ., B AEYHUL, TextCNN o BILSTM A H K S, FIHE /I
W S, . HESZH CD-UAA Ik,

x5 Wik ag_news ENGEER TS O e
Table 5 Experimental results of attacking different targeted classes

on ag_news

CHLA 2 6D
Targeted UAAD] CD-UAA
Classes S, S S S
Business 100 64. 86 97.51 7.16
Sci/ Tech 99. 83 60.5 98.09 1.84
Sports 100 66 100 6.47
World 100 65.61 100 7.24
TextCNN Business. 100 8.28  99.06  3.08
Sci/ Tech
Business.
. 67.88 82.19 99. 81 0
Sci/ Tech, Sports
Avg 94.62 57.91 99.08 4.30
Business 95. 04 44,26 91.09 7.96
Sci/ Tech 22.25 18.22 69. 85 8.50
Sports 70.41 52.71 52.81 27.98
World 80. 06 51.16 70.11 3.36
BILSTM Business, -
.., 28.72 28.37 49.58 9.19
Sci/ Tech
Business. 18.88  50.33  49.21 0
Sci/Tech, Sports
Avg 52.56 40.84 63.78 9.50

TE F B IR & weibo Fll sogou X A E ) H bR 250,
MZE CD-UAA WSl s8R, SE g a5 R a3k 6 Mk 7 pn s, H
oL B 4> F 8 CD-UAA Xf weibo I sogou Y 3% {4 T 5 %%
B, TE weibo b HABIRIAY S, FARSFLE 8220 LA b5 S, °F
I8 8.57% (TextCNN) Al 20. 48 % (BiILSTM) ., 7 sogou I .
S, FH N 68. 42 % (TextCNN)FI 43. 12 % (BILSTM) ; S, F- 1
19, 31% (TextCNN) Al 19. 02% (BILSTM) , & 1 2k %,
weibo 2% 5 % | CD-UAA 3k,



T AR 2R 5 A5 < THT 1) SCAS 3 288 9 28 Tyl X =0 T e i O i

327

# 6 il weibo AN [A] B bR ] i 5% e 45 2R
Table 6 Experimental results of attacking different targeted classes on weibo
Targeted TextCNN BILSTM
Classes Perturbation Sequences Si/%  Sul/% Perturbation Sequences Si/%  Su/%
5 N4 38 F By 100 9.63 %38 M T 88.89  16.93
EX 4 FK #E T 100 7.93 =T adksH Il 92.86  24.91
Tl 4 BN RARE 25 F 93.59  8.43 A LR 2001 £ 86.46  16.32
S B K out & 100 8.34 MR L Z 9 ok 97.24  19.10
L, HE N kA 97.23  17.44 T WKE RE 85.92  35.47
EEN wWEAN A EM 100 7.91 [ 93.62  21.41
B, E 4414 12 WA By 96.30  4.12 TR FIERKARE EC 82.85  14.83
i N S B ~[ KXt 95.81  4.76 iTOEA 91.82  14.88
Avg — 97.87 8.57 - 89. 96 20. 48
7 Btili sogou Al B AR 2 I Y 55 56 45
Table 7 Experimental results of attacking different targeted classes on sogou
Targeted TextCNN BILSTM
Classes Perturbation Sequences S/ % Su/% Perturbation Sequences Si/%  Su/%
women AT R AL A 88.98  19.09 #40 COOL # A& 35.96  25.26
news HELYH OBS BERA G 99.72  7.35 A m'C m'C 79.55  22.79
auto H i 58236831 iE % 54.63  15.35 M A romp 45.15 25,10
sports FE AR LHh 77.15 20.58 # A COOL ZE 44 59.57 11.61
women, house, it ERHR ER TAL 45.80  27.41 FAE WA KA 8.07 7.14
yule. health.news A HIE 8/37 79.61 28.88 # L m'C COOL 47. 14 26.75
cul, business, travel MEZ « LA RE HaE 51.81 10. 34 T RHE RHE 21.25 5.85
learning, auto, sports HEER B AEFA 49,67  25.49 #FM COOL & # % 48.26  27.68
Avg — 68. 42 19. 31 - 43.12 19.02
4.4 HBLELIG 4.4.2 BEHRHA
4.4.1 BE B Y, Ao 9, X F ag_news 125 5] “Business”, 76 Wi 4~ #5 B F 3F £h

BB 4 T S, BB AN TR A A 3K 4 B35 o 3 i 3
B B 05 3R K weibo B TE7H ag_news [ “Business” 43 |
5 S Bt (4 B bR 2000, 9 3 FEOR TR] B A A A0, 52 06 5 SR 4
=8 PiH L p AT IR AR S, A S, IHLER £ oR S, AN
S, W2 K, MR 9,7, 7T LA &8ss x4k  H R
J3l R A TR /R X Al A Ok BR B, X Al AR 2 R Y 5
L NN ST S i e N S R e S 1 @ N EERE RN - R N
Ho AR A 5 2 PR L B R R W)Y, B O B — Al R
PR EICTE R LR BRI ME 1Y . Ol T AR DR IR A, T Ll D3 BT Y
e R B & A A TP sh R 8 AR AR s 3h e 5 i
G T N8 S, M1 S, ZEBE KM EHTFI, X A4
PR o 0% TR Y, B A 3k S5 8 3 3 2 1 11 53 96 TR R
), E J5 22 0 1 Fl S v, SR T R BRI S I, 2K bR

=4
w

B, BeFE O BUR RE 4, R AF . TAE AL S g R
K AT A,
8 AR REICE X S, F S, B5E W
Table 8 Influence of different loss function configurations on S,
and S,
CHAY . %)
7, i
nt g f?E 1% f,(‘ 1/,‘[[31.
— 100 67.81 100 40.49 100  67.81
TextCNN+  £F 100 64.42 100 21.24 97.51  7.16
ag_news  yLC 100 65.01 100  59.68 91.11  2.20
4B 100 27.77  99.64 31.82  90.94  9.38
— 99.29  79.69 97.91 64.57 97.83  75.14
BiLSTM+  <F 96.57 53.59 91.87  45.5  83.27  42.28
weibo g 99.29  79.69  95.66  62.26 84.54  43.85
yBL 79,68  22.13  84.14 26.59 75.62  34.76

KW AXS, S, BZw AR ME 2 PR, BE K
BER LS, TR W /0N 5 03K B R A A R B 3 8 T e e

M TS, oo By o R 36 B A Ok BE 4 i Mol ORI
H: & BILSTM,
100 4
o | W
80
£ 704
60
p—y
§ 50 1 —A— S,
s 40
& 30 4
20
10 A
0+ T T T
01 02 05 1 2 5 10
ps
(a) TextCNN
100
904
80
® 70
N
g 60 - <
50 .
E 0 —A— S,
® 30
20
104
01 T T T T T T
01 02 05 1 2 5 10
A
(b)BILSTM

K2 Ty AXS, fS,, 150
Fig. 2 Influence of A in Eq. 3 on S, and S,,

4.4.3 HHHIKE

el 7 50 Y4 BE AN AL 23 5 Wi AATT X B I SCAR 1 3 AR,
BXES, A S, EmdaE# K. X T ag_news [ “Business”
F L, WA LR A 25 R R 3 R . P AR S 2 5L 3 i,
XFH BRI B B S, 2R BT AR5 B R K B



328

Computer Science TFEEHLE}#  Vol. 49,No. 8, Aug. 2022

B, S, —EARFEE 90 %6 LA L X HE AR 2500 59 Moy BT %
S PREFTE 10%6 LI o 78 SEBR 4 Mot o 72 v, 7T DAA SR 1
A AR IE A — A 30 7 4 AR R L SCAS 11 K e i i
B IE A BE PS5 SRR T LA P E Tl SR A TR A A
Xof J5 A SCA )

100
90
80 1
§ 70
g zg —
4 —h— S,
& 10
& 301
20
10
04 P S
1 2 3 4 5 6 7 8 9 10
#3051 KE
(a) TextCNN
100
90 4
80
& 704
% 60
R ool ey
I —— S,
s 107
& 30
20
104
01 T T T T T T T
1 2 3 4 5 6 7 8 9 10
#5375 KE
(b)BiLSTM

B3 W FFAEEXT S, S, B 5
Fig. 3 Influence of perturbation sequences length on S, and S,

4044 FR¥EF

TE CD-UAA i FIAS 6] 19 I GR35 23 A A 9] 19 4 3
F 1) T I 5 B0 P4t O BT 2 4 1 U R 00 1 i 3 T R
Wi H ., X T ag news B “Business” 28 Hll . 75 P A4~ 41 AU |
VAR LR B XE S, FLS,, fsgme , S5 5 3k 9 pr g, Hoh g4
MK H 32, 3R 9 WTLUAE . CD-UAA fii il 32 %l
SRR B T LA 3K B G 1 Tk R AT D B 1 1 e B

P, WHE TextCNN I, 1 ANHER G S, Ky 91.65% , H I 5 4
HEWK B 97. 51% K T 5.86% S, A 6.15%. kb 5 ALk iy
7.16 % EAK .

F£9  HOREENT S, A1 S, BRI
Table 9 Influence of number of batch on S, and S,

CAT - )
Number of TextCNN BILSTM
batch S S S, Su
1 91. 65 6.15 80. 81 16.31
5 97.51 7.16 91.68 10.99
10 97.51 7.16 78.69 11.03
20 97.51 7.16 91.09 7.96
40 94.31 4.74 87.01 6.65

4.5 FBLH

WMEE CD-UAA 41 8 )5 51 78 5 A5 80 2 ) ) 5 4, B
B A2 B 1Y AR S L 78 TRA R |- A Bl 3h 7 5 L B S L% %
FFA0AE BARBRS b0 Mo O 45 R gk 10 B g, H oo
WA RRWBN T I H AR 1S, S, 1 2% {8 HE TR A
K. hahFHEA—E N EB M, % BILSTM A& Sk
5 Al LIAR I #03T F B) TextCNN Hh, 2 2 ) 8 AR 2% L 0
X FEHEEE weibo K U, P8 3 )5 51 . BILSTM iF % % Text-
CNN,S, aJ PLik# 82.5%,S, M 6.35% .

GERIE Rt AT X A R B L AR SCHR I T
— I ) SCAS 43 28 Y 2 00 X4 2R T Bt 2 g vk (CD-
UAA) AT LI H AR5 Y SCARE A 3K 2 8w iy Bodi sl 22
[7i) Bt e AR B AR 2 500 ) SCARE A T AR ) i i i %, il 5 A
Z A B SCEOIR A T R i S8 I IE T i MO O I A AL
PE . H TR X AR B R Bl A AT 1 S B R R BRI
O B P AR T X E I AN T . ROk BT DL S ) 4% B0
X HBGE s F 5. [ F CD-UAA, H i if
=2 A 00 R 97 R 1 A 56 ik

# 10 CD-UAA KT B
Tablel0 Transferability of CD-UAA

Targeted Original Targeted
(;rﬂg;; I\jllf(ll:?ll Perturbation Sequences S,/ % S/ % ;/;(f;c;( St/ % Sw /%
TextCNN cybersecurity parchin seabird 98.15 1. 69 BiILSTM 10.52 8.65

ag_news i ) )
(Business.Sports)  BiLSTM \WASHNGIONPOSL com myGoom gy 71 51 93 TextCNN  95.51  31.64
mydoom
weibo TextCNN R S 100 5.01 BiLSTM 34,76 13.83
(2%, %1 BiLSTM W B A 95. 33 20. 90 TextCNN  82.50 6.35
sogou TextCNN WA RHEA WK 93. 80 28.04 BiLSTM 3.35 1.70
(women, yule) BiLSTM I il EA 31.91  26.60  TextCNN  29.85 15,41
[3] TONG X,WANG L N,WANG R Z,et al. A Generation Method
S % x ok

[1] LIANG B, LI H,SU M, et al. Deep text classification can be
fooled[ C] // Proceedings of the 27th International Joint Confe-
rence on Artificial Intelligence. Stockholm: AAAT Press, 2018
4208-4215.

[2] WANG W Q,WANG R, WANG L N,et al. Adversarial exam-
ples generation approach for tendency classification on Chinese
texts[ J]. Ruan Jian Xue Bao/Journal of Software,2019,30(8) ;
2415-2427.

of Word-level Adversarial Samples for Chinese Text Classifica-
tion[ J]. Netinfo Security,2020,20(9) ;12-16.

[4] CHENG M,YIJ,CHEN P Y,et al. SeqZsick: Evaluating the ro-
bustness of sequence-to-sequence models with adversarial exam-
ples[ C]// Proceedings of the AAAT Conference on Artificial In-
telligence. New York: AAAI Press,2020,34(4) :3601-3608.

[5] ILYAS A,SANTURKAR S, TSIPRAS D,et al. Adversarial ex-
amples are not bugs, they are features[ C]// Proceedings of the

33rd International Conference on Neural Information Processing



AR SR A5 ¢ I 1) SCAR 4328 A 28 531 X 43 X0 X Bt e i vk

329

(6]

7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Systems. Red Hook:Curran Associates Inc,2019:125-136.
ZHANG C,BENZ P.IMTIAZ T.et al. Understanding adve-
rsarial examples from the mutual influence of images and pertur-
bations[ C] // Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition. Seattle: IEEE Press,
2020.:14521-14530.

TONG X,WANG B J.WANG R Z,et al. Survey on Adversarial
Sample of Deep Learning Towards Natural Language Processing
[J]. Computer Science,2021,48(1) :258-267.

BEHJATI M,MOOSAVI-DEZFOOLI S M,BAGHSHAH M S,
et al. Universal adversarial attacks on text classifiers[ C] /2019
IEEE International Conference on Acoustics, Speech and Signal
Processing(ICASSP 2019). Brighton: IEEE Press, 2019 7345~
7349.

WALLACE E,FENG S,KANDPAL N,et al. Universal Adver-
sarial Triggers for Attacking and Analyzing NLP[C] / Procee-
dings of the 2019 Conference on Empirical Methods in Natural
Language Processing and the 9th International Joint Conference
on Natural Language Processing ( EMNLP-IJCNLP). Hong
Kong: ACL Press,2019:2153-2162.

SONG L,YU X,PENG H T,et al. Universal Adversarial At-
tacks with Natural Triggers for Text Classification[ C] // Pro-
ceedings of the 2021 Conference of the North American Chapter
of the Association for Computational Linguistics: Human Lan-
guage Technologies. Online: ACL Press,2021:3724-3733.
MOOSAVI-DEZFOOLI S M,FAWZI A,FAWZI O, et al. Uni-
versal adversarial perturbations[ C] // Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. New
York:IEEE Press,2017:1765-1773.

HEIDENREICH H S, WILLIAMS ] R. The Earth Is Flat and
the Sun Is Not a Star: The Susceptibility of GPT-2 to Universal
Adversarial Triggers[ C]// Proceedings of the 2021 AAAI/ACM
Conference on Al, Ethics,and Society. New York: ACM Press,
2021:566-573.

GUPTA T,SINHA A,KUMARI N,et al. A method for compu-
ting class-wise universal adversarial perturbations[]]. arXiv:
1912. 00466,2019.

ZHANG C,BENZ P,IMTIAZ T,et al. Cd-uap:Class discrimina-
tive universal adversarial perturbation[ C] // Proceedings of the
AAAT Conference on Artificial Intelligence. New York: AAAI
Press,2020,34(4) :6754-6761.

BENZ P,ZHANG C,IMTIAZ T.et al. Double targeted univer-
sal adversarial perturbations [ C] // Proceedings of the Asian
Conference on Computer Vision. Kyoto: ACCVPress, 2020:
1-17.

EBRAHIMI J,RAO A,LOWD D, et al. HotFlip: White-Box Ad-
versarial Examples for Text Classification[ C] // Proceedings of

the 56th Annual Meeting of the Association for Computational

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Linguistics (Volume 2: Short Papers). Melbourne: ACL Press,
2018:31-36.

SOCHER R,PERELYGIN A,WU J,et al. Recursive deep mod-
els for semantic compositionality over a sentiment treebank
[C]// Proceedings of the 2013 Conference on Empirical Methods
in Natural Language Processing. Seattle: ACL Press,2013:1631-
1642.

ZHANG X,ZHAO J, LECUN Y. Character-level convolutional
networks for text classification[ CJ // Proceedings of the 28th In-
ternational Conference on Neural Information Processing Sys-
tems (Volume 1). Cambridge, MA,USA:MIT Press,2015:649-
657.

LI L,SHAO Y,SONG D, et al. Generating Adversarial Exam-
ples in Chinese Texts Using Sentence-Pieces[ ] ]. arXiv: 2012,
14769,2020.

KIM Y. Convolutional neural networks for sentence classifica-
tion[ C] // Proceedings of the Conference on Empirical Methods
in Natural Language Processing (EMNLP). Doha: ACL Press,
2014.1746-1751.

MCCANN B,BRADBURY J,XIONG C,et al.Learned in
Translation: Contextualized Word Vectors[ C] // Proceedings of
the 31st International Conference on Neural Information Pro-
cessing Systems. Red Hook, NY, USA: Curran Associates Inc,
2017:6297-6308.

PENNINGTON J,SOCHER R, MANNING C D. Glove: Global
vectors for word representation[ C]J // Proceedings of the 2014
Conference on Empirical Methods in Natural Language Proces-
sing(EMNLP). Doha: ACL Press,2014:1532-1543.

LI S,ZHAO Z,HU R, et al. Analogical Reasoning on Chinese
Morphological and Semantic Relations[ C] // Proceedings of the
56th Annual Meeting of the Association for Computational Lin-

guistics (Short Papers). Melbourne: ACL Press,2018:138-143.

HAO Zhi-rong. born in 1997, postgra-
duate. His main research interests in-
clude adversarial examples and natural

language processing.

CHEN Long, born in 1970, professor,
Ph.D supervisor. His main research in-
terests include digital forensics and Al

security.

(SEAE S 4 - i 28D



	323.pdf
	引用本文

	323.pdf
	引用本文


