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Study on Malware Classification Based on N-Gram Static Analysis Technology

ZHANG Guang-hua'? ,GAO Tian-jiao' s CHEN Zhen-guo® and YU Nai-wen'
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2 State Key Laboratory of Integrated Services Networks, Xidian University,Xi’an 710071, China
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Abstract In order to solve the problem of low accuracy of malware classification, this paper proposes a research on malware clas-
sification based on N-Gram static analysis technology. Firstly,the N-Gram method is used to extract the byte sequence of length
2 from the malware samples. Secondly.according to the extracted features, KNN,logistic regression,random forest and XGBoost
are used to train the malware classification model based on machine learning. Thirdly, the confusion matrix and logarithmic loss
function are used to evaluate the malware classification model. Finally, the malware classification model is trained and tested in the
Kaggle malware data set. Experimental results show that the accuracy rates of the malware classification models of XGBoost and
random forest reach 98.43% and 97. 93% ,and the Log Loss values are 0. 022240 and 0. 026946, respectively. Compared with the
existing methods, the proposed method can classify malware more accurately and protect computer system from malware attack.

Keywords N-Gram, Static analysis, Machine learning, Malware
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Fig. 1 Framework of malware classification model based on machine learning
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Fig. 2 Distribution of malware in Kaggle dataset
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casm SCHFRROIE S T REAER, 4 30 H T I 2 8048 b
10868 A~ byte U FEAR R FIREAR AN 1 5,

1 Kaggle Bl 9 JOE BRI R K

Table 1 9 malwares in Kaggle dataset
Class Family Quantity Type
1 Ramnit 1541 Worm
2 Lollipop 2478 Adware
3 Kelihos_ver3 2942 Backdoor
4 Vundo 475 Trojan
5 Simda 42 Backdoor
6 Tracur 751 Trojan Downloader
7 Kelihos_verl 398 Backdoor
8 Obfuscator. ACY 1228 Malware
9 Gatak 1013 Backdoor

MNIEL 2 FiZe 1 rpR] DL R B, O [R] % 23R R A A
i KA Kelihos_ver3 A 2949 NFEA, i Simda R A
42 AFEA  Kelihos_ver3 [FE AL 18 J& Simda #£ A $ = 19 70
. SCHERLC27 P 58 1l i A B AR AR HOR B T N 2R 4
TG R A B BT ST IR AR A A IR A AR A
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Size range of . byte files in 9 malwares
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Table 2 bigrams_df read results
ES0B 0B0O 0000 00E9 E916 1600 0090 9090 1D
18 1427 273053 922 11 1300 992 1614 01kcPWAIK2BOxQeS5Rju
9 293 19852 34 0 144 27 4 04Ej1dbPV5el XroFOpiN
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Table 3 . csv file read results
1D 0 1 2 3 4 5 Size Class
0 011s0iSMh5gxyDYTI4CB 39755 8337 7249 7186 8663 6844 6.556152 2
1 01jsnpXSAlgw6aPeDxrU 93506 9542 2568 2438 8925 9330 4.602051 9
2 01kcPWAIK2BOxQeS5Rju 21091 1213 726 817 1257 625 0.679688 1
3 01SuzwMJEIXsK7A8dQbl 19764 710 302 433 559 410 0.438965 8
4 02I0CvYEy8mjiuAQHax3 85090 414 340 331 350 324 0.792969 6
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Table 4 Primary index of confusion matrix

. . Real class Real class
Primary index .. .
Positive Negative
Prediction class Positive TP FP
Prediction class Negative FN TN

FLIHPE (True Positive, TP) : FEA BLIE S 250 n JE 505
T2 n KRR

B FH ¥, (False Positive, FP) : BEAR B R AL n KR
W TINS5 n SRR FP &4t Lo —Ra 3 it
EKHWNIEZE,

R 1% (False Negative, FN) : BEAR FLIL Y n FEHK TR
TR R n BRI FN R G I L% 43R,

0 1E 2 50 7y £ 2
E [P (True Negative, TN) : FEAR ELIL IR B4 n 2K
F, BN BEARTE S n EKTE
WL 4 A — G bRl UL E] 4 A AR bR, a0
5 g,
#5 IR

Table 5 Secondary index of confusion matrix

Secondary index Formula Description
Accuracy Formula(3) HWFEFE & EERNLE
Precision Formula(4) T K LR A E
Recall Formula(5) AERPELEAANLE
Specificity Formula(6) Hos K LR N B E
Neewraene  TPETN (3)
AT TP+ FP+FN+TN
.. TP
Prez,uwn—,Ii‘PJrFP D
TP
Renall—TPJrFN 5
TN 6)

Specificity=x T Fp

PURBRBIR /- BB BN K 5 E LKA R,
15 PR B /N L o BRI 43 AR Bl . Logarithmic Loss
Function A 3H58 =040 (7) Fii 7R

N M
LOY.POY X)) = —log PCY | X) = — 5 30y Tog(p,)
INi=1j=1

D
Forb L 4R R Y S AR B, X9 B A R L N O A
WREAEARCE M N AR Z RN .y, 182K 2R
FERABDEBREA o B9 EH I p, 58 70 JERERL 100 Gy A B9
BREA o BTRN; MR,

4 ERER

RIIIABEMNT AHRAE RSN Windows 10 64 )i, kb 5
WA PEREIR Core i7-9750H @ 2. 60GHz A%, iR Nvidia
GeForce RTX 2060, ¥ {44 Anaconda3,Python3. 8.5, Ubun-
tu20. 04. 1 5. Jy 1 B IR S AR A R, 1 s R
Hirist RIS [R) Lo 5] 10 3 78R AR TR 43 AR A P 47 I35 HOR L AR
05 00 32 55 2R T TR 326 v 0 o R o Y — LR AR EAT B B R AR
Ze s T ) X SR A R AEAT 23 T R AR R AR L R
TRV R A A 32 4 A J7 T 5 SOk Yl 92 56 5 2R Bk 1T
.

4.1 t-SEN#R

t-SEN(t-Distributed Stochastic Neighbor Embedding) J&
— R M — AT R AR . FEAR S, e SEN A
T — A4 /N (8RR AE 23 (8] G AR B 1) 2 TR A ER B 1
AT 1A SRR AN AL 1) 20 T R AR o Ak Y s HEAT R, AN TR
1) perplexity {23754 R +-SEN B, 24 perplexity =30
B, t-SEN 1 & 4 (a) I 7R 5 24 perplexity = 50 B, +-SEN 40
EAD 7R 324 perplexity=100 B}, t+-SEN #1 [ 4 (c) fF 7R,
BEH perplexivy fH RGN, BTN BOK BRI 2 X FROR B
BRPEZ 0 O [8) B9 2 0% Z 18] 7T LR AT 4 1) 70
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Fig.4 t-SEN results
4.2 BEEATHER MK Log Loss {H A5 15 43 28 sUME A AE AR 28, 9230 45 2R 4n

15 Kaggle 045 4 45 988 B AF % h BEHLIE B 10 3%
FOREAR L 90 AR I N=1 Fl N=2 #47 T 55
Wik, A B N =2, LR A5 R ARG 28 U e 4R

#6

26 g, ATLLEH, Log Loss {H F14H 1% 43 28 5 {6 /)N ,
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MON=1Hl N=2 i} B 556 45 5 b 55

Table 6 Comparison of experimental results when N=1 and N=2
ML N=1 N=2
Train CV. Test Misclassified Accuracy Train CV. Test Misclassified Accuracy
KNN 1.13 1.31 1.49 27.78 0.72 1.11 1.28 1.35 16. 66 0.83
Logistic Regression 1.69 1. 69 1. 80 38.89 0.61 1.33 1.73 1.46 11.11 0.89
Random Forest 0.78 1.00 1.12 22.22 0.78 0.59 1.13 0.98 11.11 0.89
XGBoost 0.89 1.14 1.29 22.22 0.78 0.78 1.23 1.13 16. 66 0.83

TR o 2R Kaggle K48 4 91 25 B 8
. byte SCAHE A [a] HL A7 BEAIL 23 B 0 3k 4 AN 2R 46 B TR A Y
FRBCECEE DL R A L AN R S0 A5 R R R SR 7 Bral .
T OEEEIRMET R

Table 7 Accuracy of experimental results

LA 06D
ML A B C D
KNN 55.56 48.14 90. 40 91.90
Logistic Regression ~ 27.78 33.33 58.97 61.82
RandomForest 72.22 77.78 97.55 97.93
XGBoost 66.67 74,07 97.73 98.43
AREAR TERZOB R T TR 10 MBEREA,
I 90 ANGIIREA 3% 822 19 LL I BE ML 43 LI SR Al i 2

B2 REA A8 3 B b B B HE I 10 AR
A4k 89 MMM EREA CH ZR B A2 b & A A T EAEA,
HE B RRA S AR, &l 20 B ZhHEHL. 89 MR
HEALS A HFHREA 00 ME BRI R # 8:2
B L A1 BE B 3 BN 25 4 TR 4
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P R AR AT 40 JE A o J AR B A e B R S R R S 703
Y ELABIAH L L 42 8 = 2 (1 A0 30 A 5 56 Bef i ML % P 1 7 0 R o
97.55 % 4R EH T 97. 93% . XGBoost HYMERZ i 97. 73% 2
FElT 98.43%.,
4.3 DEABAMIRER
TE D AIREA 8 2504 byte SCEEHE 802 1 L M6 BE HL 4>
BYIN RS AN IR S L AR5 K VI 2 2 4 8 2 1y L 451 B AL 43 1 I
YRAEMZEUIWMIESE . D AIFEAN Log Loss &5 R a3k 8 fir3,
Wil HL AR AR Rl XGBoost [ 4 S 80H B WKl 5 FR .

8 DHEHEM Log Loss 2%

Table 8 Log Loss results of group D data
Log Loss
Misclassified
ML . Cross .
Train . Test Points
Validation
KNN 0.173389 0.294453 0.324623 8.095676
Logistic Regression  1.101221 1.121656 1.118156 38.178472
Random Forest 0.026 946 0.070169 0.091229 2.069917
XGBoost 0.022240 0.062490 0.078072 1.563937
(1,016)
016
o 014
g
2
g o012
£
§ 010
l-ﬂk {10p.081)
0.08
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Fig. 5

Hyper parametric adjustment of random forest and XGBoost
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7 KNN %% alpha B & M [1,3,5,7,9,11,13,15,17,
191,24 £=3 B}, Log Loss i, =0.2944539077146341,

162 [ )9 oF ff alpha BEE REL10°,10 °,10 4,10 %,
10°2,107',1,10,10%,10°,10* ], 24 ¢ =10 W, Log LosS min =
1.1216563182704873,

TERE AL AR Ak, 4% alpha # R [1, 10,50, 500, 1000,
2000, 3 000, 4 000 ], 50 W, Log Loss

0.070169602119032 9,

7t XGBoost H', ¥4 alpha ¥ # [ 1,10, 50,500, 1000,
2000, 3 000, 4 000 ], X4 ¢ =1 000 B}, Log Loss mn=
0.062490104 33795113,

D 20 FEAS B IR VG 8 B Accuracy s Precision #l Recall 4%
k9 Br 5. XGBoost Y 73 2 R I 45, HE 1 W 3K
98. 43 % , H A 55 3 2 1ty I R L S A n9 4% 0 58 AR D

c = min —
9 D AIFEA Y IR VA HE B4R
Table 9 Confusion matrix results of group D samples
ML Accuracy/ % 1 2 3 4 5 6 7 8 9
Precision 0.798 0.981 0.995 0.909 0.333 0.831 0.911 0. 895 0. 890
KNN 91. 90
Recall 0.925 0.913 0.997 0.947 0.250 0. 887 0. 900 0.902 0.762
L X Precision 0.259 0.702 0.993 0.000 0. 000 0. 000 0.941 0. 000 0. 804
Logistic Regression 61.82
Recall 0.711 0.873 0.997 0. 000 0. 000 0. 000 0. 800 0. 000 0.203
Precision 0. 959 0.990 0.997 0.979 0.875 0.934 1. 000 0.962 0.985
Random Forest 97.93
Recall 0. 987 0.994 1. 000 0.968 0.875 0.947 0. 950 0.931 0.975
Precision 0.968 0.988 1. 000 0. 949 0. 889 0.967 1. 000 0.979 0.990
XGBoost 98.43
Recall 0.990 0.996 1. 000 0.989 1. 000 0.973 0. 950 0.927 0.990
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Fig. 6 Confusion matrix of random forest and XGBoost
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Table 10 Comparison with other research results

Reference Dataset Characteristics Algorithm Accuracy/ %
X k[9] Kaggle PCA KNN 96. 600
XHk[11] Kaggle Auto-encoders DCGAN 95. 700

X [12] Kaggle Operation code XGBoost 95. 740
X k18] VETZoo API Random Forest 93.557

X #k[24] Kaggle Gray image RNN 96. 900
This paper Kaggle N-Gram Random Forest 97.930
This paper Kaggle N-Gram XGBoost 98.430
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