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Automatic Analysis Technology of Kernel Vulnerability Attack Based on Finite State Machine

LIU Pei-wen' , SHU Hui*,LYU Xiao-shao® and ZHAO Yun-tian®

1 School of Cyber Science and Engineering,Zhengzhou University, Zhengzhou 450001, China

2 State Key Laboratory of Mathematical Engineering and Advanced Computing,Information Engineering University,Zhengzhou 450001, China
Abstract Kernel vulnerability attack is a common attack way for operating systems,and the analysis of each attack stage is the
key to defend against such attacks. Due to the complexity and variety of kernel vulnerability types, trigger paths, and exploit
modes, it is difficult to analyze the attack process of kernel vulnerability. Moreover, the existing analysis work mainly focuses on
forward program analysis methods such as taint analysis,and the efficiency is low. In order to improve the analysis efficiency, this
thesis implements an automatic analysis technology of kernel vulnerability attack based on finite state machine. Firstly, the state
transition diagram of kernel vulnerability attack is constructed as the key basis for analysis. Secondly. the idea of reverse analysis
is introduced,and a reverse analysis model of kernel vulnerability attack process based on finite state machine is established,
which can reduce the unnecessary analysis cost. Finally, based on the model,a reverse analysis method of kernel vulnerability at-
tack is implemented, which can automatically and quickly analyze the kernel vulnerability attack process. By testing 10 attack
samples, the results show that the reverse analysis method can accurately obtain the key code execution information, and com-
pared with the traditional forward analysis method, the analysis efficiency is greatly improved.

Keywords Kernel vulnerability, Vulnerability exploit, Privilege escalation attack, Reverse analysis, Vulnerability trigger point po-
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Fig. 1 Memory corruption vulnerability exploitation mode
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RAHRAT K Ng, Ng, = {Nqy li=1.on} KT RACKATHRAET A &5
FIRRAS A N, Ng; ={Ngq li=loon) ETAARASTHRAY 2 &4
ARAST R Ng, Ng, ={Ngy li=1.n} KT RAKRSTHRET A &6
P AMERAY K N, Ng;={Ngqy li=1..n} KTHA P SWERSTHRATEES
RAPCRA T8 R\ 2024 EOP MERKASEAARSHRA B LA
FlR R AT B R 7 A2 EXP MAARAE A RANRAES TR
fAORA TR B2 TRIGGER M ZRASE R P AMERSREAAKB LA
R a7 4t F EAABRRRAENR L2
) %1 Min_COUNT Min COUNT(N) % 75 — A% & N # COUNT(N) & /M # T &
WE @K 2 Max_COUNT Max_COUNT(N) & = — A %4 N # COUNT(N,) % K & 7t %

EOP.EXP.TRIGGER i% 3 AR5 # it #2221 43 #r
B HE . T A E SRS T N BB SRR 3 VIRE S
B i A, AT S 1) 3 AT £ ad B F S T & B BOR S R
FLAYAREC, BT AN E 5 TR . B R AR AE B B
B BOCIRZS T A5 B 1) 43 M7 2 0] AR IS e B 75 A0, 6 A8 S A
ARZS s 22 24 RS Y A0, B 1 40 7 2 fib BOIR S S5 A8 T
S R fil RS s gl 2 A il R RES T AL R I A BT E A

PSR 3 R RS L A S P S E RS

ik TR AR

TR

vy v

® O O ,
| | | — %aith
#H #I ek APAt R
e s 4 :

Bl 5 B o B ad i b i EARAS A

Fig.5 Main state nodes in reverse analysis
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4.3 REFBITERAWHILE

HRPEHE 3 71 SAE R 43 14 45 B B o 4 20, gk — 25 ) A AR
B A AL AR B 1 43 BR S PLE 3 AR S5 A8 B

(D MR BCR S B H RS PR S H# R 2 EOP

FETEUN R SCHOIR S 2 R BCIR 77 25 N, 7T R & 4
S Bk A1 S, W Bk &= Shellcode 853 ROP U F BE )
52 FRAUIRAE T A Ny, AT R RS2 TOKEN 45 1 48 ¢ N 77
B 1048 2 5 AR Y 8 Ngo, 7T 2R X BT N, 1 I —
WA NI IR 5 AHE 4, BIS A 5% B3 b bk 10 45 4

Neop W RRREBCRE R CHRE T AES. —RATEIRE
A PR A B IR 55 4R Neop = (Ng,, |- 80 12 il 9 42 4L

Yt RS9 5% Neop={Ngq,, +Nq,, +Ng,, }.
EOP 5 4y T 3R BOR 25 % 8% 35 45 Nqu, » 7 £ 8 8 EOP
(Ng,,)=Naqu .
EOP [y R AR i 720
if Neop=={Ngq,, }
Nqgi. = Nq,,
STATE(Ngq, ) =exp
else if Neop=={Ng,, +Ng, +Ng,, }
Ngi, = Ngy,
STATE(Nq, ) =exp
(2) WFI PRS2 il ke RS PR S Fe o i 72 EXP
TEAEIN T EHOR A T 5 Neap 7T 28 F B AR S Y 6 8
REWRES . RN HER PH B Nexp JAFE—DIRES
VR M2 BA N Nexp FETEWA L2 LU RS £
R T A Neap, Bt T R FARAE T Az 8k Bk
ARG 2 PR . B R Y T AR 6 T 0 A6 R DR 25
R MR B AR 8 OC R DE JEIRUIT A AT B 09 A AR S Y R
A Nexp 4,
Bk 2 FIAPRETY S AT exp_gen
f A : (Nai, s Nexp) / * HIG TS 4R « /
i il : Nexp/ » 88 09 F) FH 9 i 4k » /
[ * AREBAR A E R DE, SR BUT — 49 /59 38 205 & IR AT
1% 1 tracksource 3 T — T S EHE R * /
1. while(true)
2. DATA_value(Nq, )=DATA_addr(Nq, )
3. COUNT(Nq, )=COUNT(Nq,)
4. Ng, =tracksource(Nq; )
5. STATE(Nq, )=exp
/ x GG GE R S B — AR E BRI AL % /
6. il SrctoDes_addrl (Nq, ) € user _addr& &SrctoDes _ addr2
(Ng, )€ kernel_addr
7. Nexp=Add_set(Nexp,Na, )
8. i=it+1
9. else
10. break
11. end if
12. end while
13. return Nexp
EXP %4 T 3R BOR 45 7 88 35 58 Ngoo» W £ 8 ) EXP
(Ng1,)=Ng .

EXP (i B AT 7 h .

Nexp=exp_gen(Nq,, s Nexp)

Ngq,, =Min_Count(Nexp)

STATE(Nqg., ) =trigger
o FELE T S A B A R IR 1 L Neap 1990 A Bt &
1,81 Ng,, = Ngq, »

OMNfbRREBH P EWEREWREHE B TR
TRIGGER

FETEIN T CHORAS T 45 Nerigger T 375 fit %K 25 19 26
EARA N LS, KEEREG R, 788 Nerigger =
{Ng, +-*sNg, }»HNgq, =Ng, .

TRIGGER %M TIRBUREH BN
TRIGGER(Ngq.,) = Ngs,

TRIGGER B At 78K .

Ngs, =Min_Count(Ntrigger)

STATE(Ngs,) = user

FEA B A HL M AR b B R 2 Y 5 Xk b
3ARE AT RRT ol 15 3 2% T4 BRCR 25 L % I T
Tk i AR R A R R, T AR AN A AT AR TR Rk
# 78 NF=TRIGGER(EXP(EOP(Ng,))) , Bl £ /8 \ ¥ #h
AR A 8, G0 I 43 b, 0T B KA B A R IR
BHER AN

[, T A5 E0 AN & 6 7 7% A 56 T 0K A8 A9 B 10 40 A7 IR
BHBE., LS 3 THNERREERESEERE. [ 6
A A AR LR IR 0D T i A Hp RS A I RE S 0/ i AT
AR IFRE . 100 H 3 AR5 7S 1 BEHS A T 24004 B 1Y)
fift AT 48 4 5 0 A 895 S0 — PRI BE A9 2 1) 43 ATk i — 2B
Ul G AT IS

A Vq?r’ T%%/j_‘j‘j

6 B TR 2O B ) 43 7 AR S 5 AL i 2
Fig. 6 Reverse analysis of state transition process based on state

node

5 MZimERERESFTAENREETHR

TS 4 W R M AT LA 8 R R, AT N A% TR R 2K
S 43 M 7 1% B 45 25 B8 S BN R TR T AR 19 B Sh AT .

S 1) 43 T 1) 32 B2 A 5 4R A BT LR 43 A RN ik % 43
B il 7 B . BES 4 W RIE SR RER AT A, & P IR S I
KHEAE FARS A MAIR., Rk B ERf5as
ST & PANDA 28, PANDA B2— M ET LRGN EM
BTG B RYL R, — B0 R 1R 2 T R
FEI AR A AR

BRASL A3 BT S5 BT )R BR S B B N B R L T B AR
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SEH R R R B b B O A RUPR 5 B T A
S Bk T a3 AT A 48 T A B AR B 18 4 A R 1 AT A Ak 1 o
BOR 2958 Rk FIWE 2B A HE NS AR R B S Bk
ROP S 7 Be 8545 00 s AR A5 2 ZL 80 v] Wi 45 TOKEN 45 #4 A/
% AE BT (B AT Ol . E B0 B 457 A5 S AR R 1R 4 BT T
1T A2 EOP, 7] 43 3 2 AU B SC R S .

R H AR AR
/ o# /47 PANDA Tk

A

P70 B b i

Fig. 7 Reverse analysis process

FU G A7 2 BT fish 2 R 2S5 6 A% 715 5 0 0 5 7 ZL A D 3
BT G AR BRI B B N AR 3 5 7 i 4 . RIS R TR ZS
T A R T E R A DIRZS T R I R AR B N T
IR fh K2

fih %2 o A S BT P S EAR SR R E . i
TR i 5 i AR 4 5 O AE R [0 0 E A e SO AT L R
A5 20T P 2 MU R ST T R

FTTE 10 23 M1 07 ¥ REWS B s 45 20 0 AZ T 1R 280l it A% B9 7
PSR R G A AT I Ak A o R R R AR AR
T AT 5 55 G HE AR BT A5 B, MU D T gt P9 A% U 1R e i

W

6 SRR

6.1 EIWIRE
A A P S B 1 P A R T R AR O X I 1) 43 BT iR
A R HEAT IR, 3R 3 B T LR ) SR R,
# 3 SIS
Experimental environment

4 a5 R

Table 3

EHIE Ubuntu 18. 04,2 4~ CPU,8GB W # .,100 GB # #
E P AL Windows 7 x86 spl.,1 / CPU,2GB # #,20 GB # #
HAEPNTE PANDA2(#F QEMU2.9. 1)

IHAf 44 THE  WinDbg preview,IDA PRO 7.5

AR ) 3 5 2% iR AR 38 T B (Enhanced Mitigation Expe-
rience Toolkit, EMET) , A] % il Windows 7 & 19 vJ J {# 47 %
Tt o DA AR S 15 BE A% T 4 ol B T A R TE R 4

Sl R T T 0l AR AL L 32 B B LR LR 7 1 it
DEP, SMAP, SMEP A& 4 il i 75 =K 8 JH 3¢ 3¢ M ; ALSR,
KALSR ¢, BT DL 515 B I 5% 10 Jy 20 48 2o A R £
T, T EL R 8 R S B A R T B s e B A R B R, b
A PR 2 AT o R EMET 523,

6.2 AR

R T B UE A 3C TR AT R L B BT Windows 7 T 9 10
A A% U R B R R EAT DK, X B PL CVE-2018-8120 I
BT AR AR A

Hhe# T PANDA (Wid SR fig . A i CVE-2018-8120 I
dr B A IE k. B R BT A BIARE BB O LR
BT A5 B ik SO A R R A I 4R A
i S B ik B A A5 R R AR A B A A 4
M ARE A RS AT AR R TS R & 3 MIn R K
BRI FPR ST S S W IR T 2 %A B IF 0 fil & R
A5 KL B 47 o538 3 ol 2 43 AT [0 90 e R O A R T AAS B G
Ml RRE N HES IR E AP SWE RSB .
R AR A R IR AR 8 TR . FEMREARAR Bk fE B,
WS RA RS N A, TR0 N TR TR R SR
win32k ! NtUserSetImelnfoEx,

FIR 417

RS

v v v
[0x0040107f] [0x00401050] [0x972019d4]

“?l0x83b6e3fe:0x00401050

™ 0xfdf30d58:0x83b6c3fc

0x972019d4-Write-

0x972019d4-Write-

AP &R
SR

v
[0x00401034]

v v
0x971500a2-Write- [0x971500a2] [0x97150065]

0Oxfe73cd58:0xfdf30d58

RACREH & 154 M3k

O 1674 & O b A

FIRRAT £ 454 MAE-R0F- 1 7 ik 0 7 308

RARAT & A

K8 CVE-2018-8120 ¥l 12 % 44
Fig. 8 CVE-2018-8120 attack program analysis

Fie R [R) R B A AT o R o 6 LA MO AR R AT 03K L S 56 &5
Hingk 4 fry, H, HEVD. sys 19 % 4k 25 0x8D982000,

win32k. sys B 41k R 0x96210000, HEVD A 3¢ Z b 2k I T IF
VR H HackSysExtremeVulnerableDriver, CVE I i 2 ¥ &
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WRIEIRFS [ F 1 .

TR 5 R 2 18 R 2 1w 43 A7 7 vk BE A A 28015 31 R 2 ke
A AR TG AT 15 B . HP L, CVE-2015-0003 Fl CVE-2019-
0808 [ T i FE A AN BE BB 45 B 52 bR (9 N A% T T pR 45, B

55 20 1 J R ST A R E L B T e G| A N A R Y 8
A TS R A A B T L B — 2D S R AR R
A R R S A BB A 2 SEBR A B TR pR A (H L SRR
HP A 80 %) 9 ke A R B R ) T 52 s 1) N A e 1 e

Fa MEREA B 18] 43 BT 45
Table 4 Reverse analysis results of test samples
iR= N SE T O R A B ORI @ B R 4 B 45 B 6y R R Ak KRR — AT i K R
RAGA AL A 0x8D986CF4 call dword ptr [esi+4]
HEVD-1. exe . L X . . . .
HEVD! TriggerNullPointerDereference 0x8D986BE0 HEVD! TriggerNullPointerDereference
. UAF 0x8D986593 rep movs dword ptr [edi].dword ptr [esi]
HEVD-2. exe . .
HEVD! AllocateFakeObject 0x8D9864F8HEVD! AllocateFakeObject
s 0x83E787F3 rep movs dword ptr [edi],dword ptr [esi]
im0
HEVD-3. e 0x83E787C0 nt! S
exe HEVD! TriggerStackOverflow x ot memepy
0x8D98662A HEVD! TriggerStackOverflow

- 0x83E787F3 rep movs dword ptr [edi],dword ptr [esi]

AL
HEVD-4. e 0x83E787C0 nt!

oxe HEVD! TriggerPoolOverflow x " . mem(:;fy.
0x8D98612A HEVD! TriggerPoolOverflow

HEVD-5. exe T ENFHSF 0x8D986B6B mov[ ebx],eax

HEVD! TriggerArbitraryOverwrite

0x8D986B08 HEVD! TriggerArbitraryOverwrite

EEcE g b

CVE-2018-8120.
exe win32k! NtUserSetIlmelnfoEx

0x962200A2 rep movs dword ptr [edi].dword ptr [esi]
0x96220065 win32k! SetImelnfoEx
0x9621FFD8 win32k! NtUserSetImelnfoEx

EECRS I

CVE-2015-0003. exe . e .
win32k! FindSystemTimer

0x962C94F0 call dword ptr [esi+60h]
0x962C9347 win32k! xxxSendMessageTimeout
0x962C959Dwin32k! xxxSendMessage
0x9635B423 win32k! xxxFlashWindow
0x9635ACCE win32k! xxxSystemTimerProc

EEcE g b

CVE-2019-0808. exe . . .
win32k! MNGetpltemFromIndex

0x9637E68D or dword ptr [esi+4],40000000h
0x9637E5D5 win32k! xxxMNSetGapState
0x9637E83Fwin32k! xxxMNUpdateDraggingInfo

R NEFHR

win32k! xxxPaintSwitchWindow

CVE-2019-1458. exe

0x962C205D add [eax+8],ecx
0x962C2050 win32k! InflateRect
0x963779D9 win32k! xxxPaintSwitchWindow

B W

CVE-2017-0101. exe . .
win32k! EngRealizeBrush

0x9624D78B mov [esi+3Ch],eax
0x9624D5A0 win32k! EngRealizeBrush

6.3 XLk

HTX AR AR SO RTE SR AR 2T
PANDA S8 T —Fh 4 R BE 1) IE [0] 5 8 23 A 07 2% 1 3% 07
2 RE 545 2 U i U 2 72 00 S BE B RO O FR . JE ) e
Til 5 5 1) 23 i I 18] RN 738 R S 98 3IE A SC O 5 T8 23 B AR

AR
Z R T FRAR R AR BE B R 0m 1 3 A k1] PR A T

PRI R AR test] AL 5 a7 B0 B AR A, 0 34
test2 A& 5 DZ YR FMAEA W3 230 G981 P A 3K 4R
HREAR (41 2 0 A7 T4, ke R I A 5 1 A 3 BT RE S o
PN 7 35 18 SF- 22 43 A ik 18] TP A7 T FE A A 4 2% 5 T
R 5 PIRNARBT T IE R IY AR

Table 5 Cost comparison between two analysis methods
. kB IE B 75 K AT J T 2
Bk F 3 B JE FH W E T FHWE
HH/s HE/ N HHE/ s W/ %
testl 146 67 32 22
test2 193 83 56 24

FT LU R B 0 BT 08 T 400K ) I [ 75 5 20 AT . TE 2
BB E 1] 35 20 BT I3 2R test2 o B SR A A 77 T
FERE TR RO L AR KR LA RE BT .
2L ) TE 1) 375 243 BT 5 5 AT BB TG 15 E W 20T AR T IR
[: 3508

HRE WA ZGE T RN E 2 B EE R X
BE R R AN A5 B2 A BT R ) TR

AR ST 1 534 B B AR A T IR G i R S AR
P, S T 5 TR BRORZS B A% PN A T i et o A R 1) 43 A A
B SEHL T — iR BE B4 A AZ U I o R e A D7 vk L T A B
PR AR BT PN A T R B A AR . SRR AN AR 1% 0T vk T LU
B 1o 200 B 52 B PN A T ) o R R A T A

P T T 43 T 5 R AR T T i A A 23 B AR TR
FEAT U I R P B 45 L A TR R S AR EOL T
Xof Y 11l IR B L Bl A

£ % 3 W
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