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Privacy-preserving Scheme of Energy Trading Data Based on Consortium Blockchain

SHI Kun',ZHOU Yong' ,ZHANG Qi-liang” and JIANG Shun-rong'
1 College of Computer Science and Technology,China University of Mining and Technology,Xuzhou, Jiangsu 221116, China

2 XemgHanyun Technologies Co. , Ltd. . Xuzhou, Jiangsu 221001, China

Abstract  Blockchain technology could effectively solve the problems of lack of trust,malicious tampering and false transactions.
However,the open and transparent characteristics of the blockchain make the distributed energy trading model based on the
blockchain extremely vulnerable to be attacked,leading to the disclosure of user’s privacy. Therefore,a privacy-preserving scheme
BLDP-AM based on differential privacy algorithm and account mapping technology is proposed to protect the privacy information
of trading data. Our scheme redesigns the data perturbation mechanism of the local differential privacy algorithm to make it appli-
cable to blockchain technology,and constructs the BLDP algorithm based on this perturbation mechanism to protect the privacy of
transaction data. At the same time.in order to ensure the correctness of trading and hide the characteristics of the trading curve,
our scheme first associates users with multiple accounts through account mapping technology, then uses the exponential smoo-
thing prediction algorithm to calculate the trading prediction value of each account,and finally uses the BLDP algorithm to per-
turb the trading prediction value to obtain the real trading value and conduct trading. Our scheme not only guarantee the correct-
ness of transactions but also achieve the purpose of protecting the privacy of trading data. The privacy analysis proves the feasi-
bility of the scheme in protecting user privacy,and the experimental analysis shows that the scheme has better performance.

Keywords Energy trading systerm,Blockchain, Local differential privacy,Account mapping., Exponential smoothing prediction
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Fig. 1 Diagram of blockchain-based smart grid architecture
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Fig. 2 Central and local differential data processing framwork

4 RERBSREEHER

AT BT S Rk 1 A,
#1 RPN

Table 1 Symbols used in our scheme
ilea EP
S/B XAHMER WA P/ MTE AR P
M/E IR/ (I 5 R )
SA/BA S/B st X BRIk P & A

SAE!/SAR! SHy A&k P T/ KR E A
SAEi a/SAEi in ERR K P/ AR K P TN S
-~ Xk PO AE
“ S AT RAERE — =
©® 55
- B ER L E

4.1 AR
WS IE X 0K P 4 B TR B 2H L B AR —
A B PR BEEL S L NE 3 BTR .

&30 BE IR 38y B2 T LR IE 28 5 P )8 F 6] — A~ 40
JE AR, X AT LK IR D MR S M kA . AR SR
B 2R G0 B I0 S A 32 0 6 WA D A B PO R R R R3S
SR 4 Ay,

(D WA P B A & B R EAUR SR S R AT
MEYRE, I RS BTSN 1T R 35 K& Bk A,
2558 2o 2 1k 2 AU 5 28 8 8 %m%ﬁy\x%ﬂ%*%l
W o TR i B R ATAR TR T RE ”*&ﬁﬁ/}%c%ﬁi%
YesE AT 8 e M M.

()F MR MR E B TR — A8, ek
et R RIS RE A A S R T S . BIRAE G A AL
AR 253247 BLDP-AM J5 2 R AR 47 5 4R 38 5 B i Bl . it
A BATE AT KB AR rh vl 4 H R S R G B
19T e

OGBSI RER S LK B, bmrs'ﬂ/\
P —Fp B O, TR — T ARG A 2 TR ik ﬂl%ﬁj\



338

Computer Science THEHLELZ:  Vol. 49,No. 11, Nov. 2022

ML H ), BH .S E ZHEMIERIFmE HH,F
WENER S5 )R M 5% IK4E S, T B ) M & 3% 3K B3
SRIF 1 M ek, MO B)E R 55 KIS L E 11 B Hi

B3 FETHEHHEMNRRIERZS R RER
Fig. 3 Flow chart of energy trading system based on consortium

blockchain

4.2 BEHER

55 T AR IR 3E 5 BUHi A I 3 B0 A 0 L 32 B R T
2253 Yk SRR 42 48 o L B B R R P I R AAE L.

(DX F B B8R Yo & A 2 A 8008 U8 61 dn 5%
38 G BE R T VR 43 T B0 A5 L B 3 RT LAGE AR AE 45
BT 50 BT HE 25 800 TR 1 B0 AR A0E AR 5 AR 5 3 26 R 1 ) 3%
U0 B T R A SR IR S B AR B Z R E R R
RAF BRI )T B AL E .

(DX F 25 Wiy AR Y # MBS &G h A X
JEA P AR L LR 4 P i RE R S 2 B L BOR X
X35 0 P 2 B 58 B 1 B L I SR R T R 5 BE 5
FE 2 P 2Z T 26 2R L AH i T TR 58 B BOHE A JF B
LT AR E W L R Tk AT AR T LA O I A 1 32 )
B 5 B 4 P R R A8 B B L ok A BT L b i 22 R
BZATHH P MRS B .

GOX TRARIZ I8 . B3 28 5 W HEAT . 28 5 B I & 23 3
H 22 BRE 58 B B Ak B T A ) R Al A R
Yk 5 5E PT LAE R RO 2 4 L L I C4L 5 R B bR
DU S0 B 3 A L O KB 1 3 B B v 43 T A T A P 1 R R

IEIS
5 BLDP &i%x

5 b 22 43 W RA S 12 1) 2 2 SEUARR 7 JH P 5040 i 5 o B B
SR LR L S BIL ] K 22 T B AL ) S B A 1A AR
B TR N K O R R AL IS DA T S S kAR P a2
YA I B AT 45 2R ML R 204 2 TS B0 S 200 B A 15 DL

TEFE T X HLEE I RE VR A 5 R 2 v FRATHS IX e i Al ROl
55 =07 A P RE R 2 o) e L B A TER = O W R dE

i e sh J5 B BE VR A B B AR A R T B B E DT P
it IF G U 52 B B A 1) 32 B2 4 E Ay £ 3 w56 UE S A FH P i L
R ERE B QD).

SRNT X BB 38 5 B0 EL A R W BT R PR TG o
FH B ML R 5 9 75 3 HE 30 L B 4 FH P B VR S8 5 B 5 [T, X B
B FLA N FF 38 I AR G 1 O R R TSR B A P i A i
URHK S PR I 5 S T 8 0 R X B T SR 9 AR M 25 43 BR AL R
¥, H) BLDP &3,
5.1 Zith A P EEHR SN F

7R b 75 43 e R B 125 e T S (0 3 A R R T 3 A AR el
BRI . FRATI A T P 8 A o S n 4 L
B n A U 2 AT RLEVE— A AN ICE R E X B A
MG X1, 0T LIS 8] X 940U Sim e X7, 7E B 45 L i

B ok AR AL B £ (X0 = XL = a0 (X)) =

SXLil=a’ o MU X5 W14 g

Af=max |l fCXO—fXD 5

BIEWRIEI  ES X PREATLR X[i]=2, KA
JTERMER 0. JF HAES XM X M2ERITEN XL R
KO ARNAf=x. BRIEE L4, FAVERS £OO<x IAMM
138 7 357 o3 A1 10 M P S BN AR st P e P Sl B

2/ =x—(z2/e) * sign(a) * In(1—2]a|) (6)
Ferb oo AR IERS 2] 53 A
5.2 RS H

RT3 1o B RA 43 T R GIE B BLDP Bk 2 220 B RL . 1
SR I H P B8 I 3 ML AL 22 03 B R AR E L 4
Epse

Pr(f(X)=1y) _ pdfCy—f(X))
Prif(XD=y) pdf(y—f(X)

oA, pd £C o) I M LRI 5 A AR % R k. [
FXO =z A f(XD =2 JFLh:

pdf(y—f(X)) _ pdfly—x)
pdf(y— (X)) pdf(y—2z))
_ (A/20) % exp((—|y—x[)/b)
(1/26) * exp((— |y—2"[)/b)

Y y€ Range(f),

y—2 = ly—al,

=exp( R

lz—2|

b )

<lexp(

A2 3 ]
Af =max Il F(X)— (XD,
=max |l z—2" [,
—maxl e~
>|Ix;1/\
NHA b=AFf/e. FrLh:

Pr(f(X)=y) | z— 2|
Prif(X)—y P

R 5 S 2 AR AR 3 7 KO0 B sl L Al s 2 5K (2D L
e 22 B

A UEW] QCD) 5 ) 550 TE #4050 2 25 A B L .
FHEAE D ={X/. X", X,V B 4 DY A i sl

)<cxp(A[Tf) =exp(e)



R, A T I B A AR TR 5 BUR IR AL DR T R

339

EEBRE QDD ={ (X)), f(X2) e, f(X,)D) I ER 1
B 22 53 BORL 21 A 2 B AT 60, QUD)D T JE e 2253 B Fh .

I J5 S IEB] BLDP 5795 i &2 X HuE 5 3k . BLDP 5k il
FAAS st F P B0 B Sl L 6 BOHE Jn e S BRSO B P BIR
A 00 A0 23 45 B[R] 9 48 80 B 2 A AR 2 5 Bk RL T
B, PR, BLDP 532 BE AT DA AL X e 4 A mT 20 o 0 4 1
NS 25 Ml 3R IX et 2 TF 375 B 0 R

6 BEIR3 5 MIER BLDP-AM /5%

AT AL T ECEEE N RBIR 3C S R G008 5 T #2 I
BLDP-AM [ Ah 37 77 %, BAR W] LUy G BA R 3 845
6.1 #E

VIR AL T BE M RBIRE 5 R M A TR INF

(1) W 8 oot B R T X388 A A8 B o R4 il Pl 3 A A
B ZH 2R, D AR A0 T i S A AR BGE TE A X,

() WA O 25 AU 5L AR AT & XL 509 A5 ot Y iE 45
SCA o v A R ARG (5 i 000 % Bk A R A FAA L SRS K
FAHEMABEE RS 5 M4, M BE BARidh Id
Ceerta Cplae s ska) s adry) » E BIAE BARIE R Id Ccerty (phe
skp) sadrp) , o cert, RF AR ¢ IEAT SO, po AR AR 0 28
sk ARE S i R adr ARSI Mk,

(3D FH P i 35 4 R 4 58 TR R SR L % 41 U IRD O i W A e
O IR THE B W G WO L A [t £ 8 B vk Ry
HAR—4 AR, BEhFP A BAF6& X. 509 BRI IE 13
. K S 1R BARIC N Id Ccerts (phs s sks) sadrs) » K FK
B (15 BARICH Id Ccerts Cphy s skp) sadry) . )G 1d 15 B
REGHF,

6.2 LHiEE

WE 3 frs ., DL L3S B TR R A

(DS 0] E RILZE G K req(adr, smsg,) s I E 1A H]
Jins B

S—>E.En(pkg,reqCadr, smsg,)) (D)

(O FF E W EE B G R AL sk 8 R E R &K .
W AR msg, MG R Vs I SR MEILE r FHEK
P BRI AT R T, E KR {5 8 &k 4 S, b
5 B3 G VT AR 4E . B A = (8) iR

De(ski s En(pkr sreqCadr, smsg,)))

T=Cal(V,,r) ©))

E—>S:En(pk,,(T,1))

Hop,CalCe ) R Sy AR MR R4 1 REBEFRZEZAHES

(DS HEWEBE WFRIE L5 MmN A5 B E , AR R ZE 2L 5
T % Wi E R4 ), Bl S~E. V.,

GOYEULHE) S B )5l %0 M 5] S B, 785 g mh M
#4148 H BLDP-AM J5 £ 558 5 B R A .

6.3 ¥ H BLDP-AM A RRIP X ZHIEEFA

B M1 S o% B W) M 5% K (04 7 45 28 5 $08E B HE A T,
Tt 3 T T AR 8 IR 28 B B e 5 A9 B 38 B R R HL R
FH F o S R B, B R B B TR R 38 5 B A T %%
6.3.1 HB¥FEF SHXHHKEBR

B4 THES M M e 327 S i K 5 & o 4d

BLDP-AM J5 R AR H i BRAA Y i 2, AR R 0T .

(DM S P25 s 3 s s AR R i T M M
Bk adry % IR BE KRG SR BRES RS .

(2)S F OB i B 5 15 AL EA A 2% 45 300 3 Tk A L O
fii F1 BLDP-AM J5 58 4b ¥ 7% T 45047

DRIERESE PR, A & S ol IA 24~ kK
R4 A SA FoR, BFT LU i W & b0 WO s ik P, A
SO AM AR A SCIEI 7B % Tk AL PR e S 21 A
VLAE P 4

2) R T A 38 S M 2 Bl B3 B BUHE AT L AR SCAR B
T3 52 38 B B0 SR — R 48 BT W00 B kL R HU SA Ry
AN P 3 5 TRAE SE M i & SAE'=({SA, : SEj ,
SA,:SE},+++,SA, :SEj b Hoh & K 45, i T
— YR BT i T A 9 A5 S A T B T A AR ks A, TR
WS 145 Wk AR 3 W00 (8 2 47 38 55 » T T LA B iR 22 %)
ByE i R4, ESP BT E R T .

SE,=0x SE; '+ (1—0) * SR} (9
Ho,0€ 0, D RFHELSRT HELL G,

DM S KK IRIESE A SAE TR G, & 55
SE;, WEANE  BUt 3 7] RE MR G 43 1 DG IE K P ] 19 56 &, A
1T 31tk 2 ) 7 B R 5 [) B, 48 45057 ¥ T0000 50 3k 2 A 3 TT A, 1
i P LAGE P 22 43 20k 38008 12 08 O 2 ok Ak AR P RORA
B A AT A BLDP 83k 3k sh 45 & SAE b i 25 K
2 5y BUNAE SE} 44 3158 5 B H SRy 144 i B 92 28 5y (1 4R
4 SAR' ={SA, :SR} ,SA, :SR} ,+++,SA, : SR s++*} ,

O M2 51T %% 4% 1 % Ik B4 SAR' IR R %48 M,
MOSCEN i B 5 RD B iR B 5 46 TE R 1Y B T B 1 A
Pk (32 5 B e AR D, R AR W HE AT 3E B, A S
el 7 A R A L . S WA A R 45 L A B S R4 ] BLDP-AM
77 AL B A5 B HBI3C 5 T .

ES N A M

En( ph
m, = De(sk, En(pk..m))| < ko) | e (T, adry)

adr, 24> A= (54, 54,54,

my | T—E222"— SR + SR, +---SR; +--

v n ok, SAR
[S4R" = (54, SR}, 54,: SRy, 54, : SRy | L

;
)
»[SAR = De(sk, . En(pk,, .SAR")|

En(pk,,msg |ir sum(SAR") = T"
| msg(error,time)

if sum(SAR")=T"

7%, SqR'

De(sk,,En(pk, ,msg))| <

B4 MrS iy4; k2 E
Fig. 4 Flow chart of transfer from M to S

6.3.2 BLDP-AM %8 282m %

Bl 5 45T BLDP-AM J7 48 52 3L i B A O 22 3 4l 4 ok
mr,

(DARYE A 5 UG SE % SAE" #ATRE T HET .

()3 JJj SAE" , AR 38 5 W E M K EB/NEIITT R SA,
SE; % v=SE; ., }HEHEPITUT L5 .

DX v #E47 A4 22 43 B FAAb 38, 75 51

BLDP(v)=v+ Laplace(v/e) (10)

)W T =BLDP(v) , M ;



340

Computer Science THEHLELZ:  Vol. 49,No. 11, Nov. 2022

T'=T —BLDP(v)

SR; =BLDP(v) an

SA;<GetState(SA;) + SR},

() H T'<<BLDP(v) , Il ;

SR, =T',SRi,., =0 (12)

(DA M SA, :SRi[ « MEM RS SAR'.

B R 3 Be O AR AE B A IR D IR PR 2 R, T AR
SEENTA K2 MR P AR A R S RS, T A
BA,

EEXF ) 1D K SAET 43 B E BR K P 45 A AR I BRI

G albRidh SAE, = {--,SA,, : SE, ., -} Fl SAE;, =
{++,SA,:SEi ), Hl SAE'=SAE, USAE;, , WH SR; =
0& &SR, ' =0,M] SA,:SE; € SAE, ; th 5t SR, >0, M| SA,:
SE, € SAE,, fE¥ Wk T' (RMnt, RE EES SAE,, ITE L
O SAE, B8 SAE'. MHFEAWALE - DELSE
ANCTT LA S TR A IR B RS OB DG RGP &I
PR HARA R SAES, RGOS TG BRIK 0] DU R &
HR T IR R AR AER B Y A BB

EFXFIRIEE 2) . R A SAE, b BT A I BROK 7 4y S 58 B
Ja SR T >0, WG A SAE, &4 O, W SAE, 70, N
M SAE;, H BEHLIE B — A~k 71 3-8 SAEL R R AT T
AR IZIK P B

SR, =T',SE,, , € SAE!

SA,<GetState(SA,) + T

W SAE, = O, WA jl e 7 48 AM # AR A8 57 1k
1 2 AR B S 380 P P 2 e TR R R K T 9 B SAET
IR ANRT T 43 1.

SRi.,=T',SE.., € SAE;

(13

. QYD)
SApew< T
HTR ‘—>| AR 2 5 T SE ¢ 8 b SAEHE T
TR g - :
%%mgf L s i SAE 2t SEL ATk | L L | BLR %
s, | BERRAERIIL | o
v
70
7'=0 )
SAE!, # & SAE!, =@
Y38 5 SAR; ESAELFHM || |6 AMER 4 5
SA4R. HESA,SEny || | 3K P St SEken
SRi=0&& | f SEL, =T SEpew=T"
SR =0 v !
v ¥ %5 hpth R
Wems okt ora | ||| weprmisagt || 1K ASAE
SAE,, SE. € SAE,, SE, , € SAE] SE,, € SAE,

5 BLDP-AM J7 % 19 592 L i R 1R
Fig. 5 Realization flow chart of BLDP-AM scheme
6.3.3 P FEHFZ BHRXHRFEEAR
R THEENBER S S RGP .S 143K 68 I8 1 & 04
B, WEAR SABAE Bl M ik T QM 5k
mr,

(D P& & SAE;, . BEHUK /7 SA, VE N AT K P, g
T >GetState(SA,) M ;

T'=T' —GetState(SA,) , SA, <0 15

(DWFE T >0, M NEH SAE, Hisk BUK i 17 A,
225 56 UG WU 8 A SAE, th T A R K P, B GetState
(SAOD=0 WK,

k1 Wk hEH0N ESP H ik
HA:(v.T',0)
ﬁﬁH"l:(Vf)

LA vy <vov < T/« vi SH5E 1 385 B s v b P BT A X
WEESEL T HE T AP 1 B85 E v BB 1B HE
S * /;

2. forj<2 to i

30 wvi=0xvi  HA—0 * v/ x BHOE 0, * /3

4. jt++

5. end for

6. return v/ * 5 i 538 b B * /.

Hi£ 2 BLDP AR50 ) 5 12

A (v o)

i s (LG

Lo e BEHLAY R n 0 B BUBRIR SR X/« v) TP IO 1 2558 5 T
fE = /;

2. M8 | XOX' =1 132 X Ay 4538 Hods 4 X'

3. VA R SRR Af=max 0O —£CXD 1/ £ ARFBEEL » /

4. a=Random() / * BHL * /;

5. L(v) =v{ — (Af/e) * sign(a) * In(1—2]a|);

6. return L(vi) / * WBNJF A HEAE = /.

7 KO
PR SO S K AR 0 T 2 T S8 B4 AT AT P AN A RE E AT T

1. ZSEEAF Hyperledger Fabric 2.0 FSEH I8 17, L5 3R
& AMD Ryzen 5 3 400 GB with Radeon Vega Graphics
3.70GHz,16. 0GB RAM, Ubuntul8. 04 &% . #4735 1) AE
B0 Z G BA WAL BA-HLUE WA peer 19 i Fl— 4>
ca FT LI RGERA 14 order 5 41, 5L 09 5048 ok
FI Ausgrid H 9 P BEHLIEEUIY 300 2% P E 2012 47 H 1 H
% 20134 6 H 30 HH, & Kt RIHAE KRG AH
R B R A P S B SR SR .
7.1 eXREAMEENZIG

ASCEH] T BLDP 553 FE AT 5050 2 0 7 B L A IS
RIBAFATIE e, W 6 BTN B85 AR AR R R 1% P I 22 5 G 55
AL FRRIRZEZ 0 i PR P T0I E JE % F P OCHR S
T P ] ESP 55 1k AR 41 D5 sk 38 5 Hooie T A5 B Y 32 B
PET v g8 = 55000 {1 T 442 080 A e R IR 3l o T LA 80 I G 3% T
FUNAE 5 FRAE . FLS2 A8 5 fH & BLDP 5k X ik 7 1500 & 4% 2
JE B B R A LR SRR, P EARZN
FUAC T BB SEN T H A Sk P SR G 2 A, anfEl 6
iR, e=0. 10 KPP HEME S5 EMLES
B, Bt % ] LR A8 2592 58 B (1 1 2 4 B Hh D P 52 5 A



W b A ST I 4 A RE IR SS B B KR FA R AP O R

341

SRR AL R L e (AR REIE /Do 2 e dd MY, BR AL R
P B AR S E L BN 2 e=2. 0 B, LSS B A ih kA Ik

T 8 fth £k BT i 3 0 B BE RN B AL DR AP SR BE AR . Y
e=1. 0N, ELAZHMEMELA RN EEB 5P ES
ElLESR D W B AR R ERE, KETR
GERFW LY € (0.5,1. 5) A, BLDP-AM J7 % 1 B AL (3 47 5%
R AL BRAATIA e=1. 0,

120

1007 _,.
80
o,

60 g

H

40

X 5 e E/(kW-h)

20

0

1 6 1 16 21 26 31 36 41 46 51

R5H%5
() B A TIEE e=0. 1

X % E/(kW-h)

1 6 11 16 21 26 31 36 41 46 51

RAHT
() B FATSY e=1. 0

X 5 E/(kW-h)

1 6 11 16 21 26 31 36 41 46 51

R5%5
(OBFRBIH e=2.0
B 6 KR FATRE e X KoL PR 47 5k JEE B4 5 Tl

Fig. 6 Impact of privacy budget e on privacy-preserving strength

7.2 AT{THETRE

AT SRR P00 e 0 AR AR B 3 B ORI AL T
BLDP-AM J ZERFRY S Hi a7, BE/ R RS
PBT J5 &0 %t D22 FH P 9 K P 43 A 15 D0 1 B A £ 7 i
T PG T %0 BRI AT AT . R 5K BLDP-AM J5
RE5ZAN R AT IR 1T LB 38 5 R AE
S AT LA TR 45 A 408 Bt 4 O TR WE AL BLDP-AM 7 & 11
AT,

e BLAE By B0 FRAE A (R 1) 7 A R P 0 AT S, S 50 4 R
WE 7 s, B 7o iR P S WS R
BEXZSNEE., A5 HEERGEE. O&FKEnHP
Ko AL 5 T T 7 52 5 (8 R e X eSO . TP 22 5 (AR AR
B Z 18] i i P 2 3% F P RS BR R P . AR B TR, TP L
P38 S A M 28 A — A0 i P 2 (58 B 1 i A T A 0%
M—%, 2] BLDP-AM J5 S8 0, e 28 A 1 19 28 2 3
WMPT L E BT R, K 532 5 (8 #h 28 9F B A W1t (0 04 48 5 AiF 5%

HoAl T RE M EE T P R AR ARAE . B G, BLDP-AM U % % Ik
F 32 Sy A b 4 AHRAS B BB T T P 22 B (8 B R AL i R 4
TERER P RAEE .

120

- RS
100 -~ M Bl
=
L o®
&
X 60
@
40 |
E I “\‘ “\“\ \f \\\b“
» \W\\ “1 WRHII U \
WA T
146 9 23 26 2829 32 3637 45485052
Xa%kT
(M1
3
LR
30 -~ WP AR
2
3 20
u?»
Hon
ox
4&<m “‘\“\‘,,‘U “} \iu\\“\\wmk I |
s T T \k‘w“ il g l
0146 0238 27 30 3436 3940 46474952
a5
(DA P 2

7 WA R PR P 5 B B G A A
Fig. 7 Changes in account trading data of two users

HWKL L3 AN H N W e 30 4 P AT 286 9E 5 PBT
FRBATILE WA AL 5 H S &Kk P B85 H 5
A5 17 10 R R DR B B infaPﬁAﬁiﬁﬁB%ﬂ\ﬁbﬁTﬁﬁz
WA 8 Fis . AL AR IR H P 5 e hr itk 3 N A N EE
Sy 0 AR B 2Z 18 A TR P B R P R G IR Gk .
& 8Ca) TR » 25 H P Y B 38 2 #5045 4848 BLDP-AM 5 & 4t
G320 25 P Y 838 5 B Z RN A B e R, Bk &
ik B 38 B B0 AR AT B0 4 58 B BOHE R R A S
o A THIER S BMER T, P 0 Rsc 5 5 H T A kP
SR AC 5 B 22 FIRE 5 L 33 2 T P 22 5 080 R0 T 7 28 5 Al 2
[F] A E— IR . BRTIT, 7 Ak 22 T P P AR B IE P B9 BT A T
2 PRI (Y, B B S R AT BE B L TR DK 56 B R RL AR B R AR
. WA 8(h) iR, BE IR 38 & R Ge ffi JH PBT J7 %8 Al LA et it
2 P 28 B R AE LA B 228 5 B4 b 9 98 43 B FA 15 S, (ELAR B
SEUG A T A O SR IR AR 58 4 R4S F T B9 38 B R AE L
EI 45 2,3,4 (0 P 38 5 R AR A B8 R B, kA,
PBT HEE A IK F B ML A 0% 58 28, an - b 4 5o 5 i HT P
WS T 11 AN D L T 25 6 AN P 3 S T K L ik
FU43 A R ¥ £ 5 BURE B0 A R RA DR BB R e v i A
FI B R R e B S A, R G e O B Y TR e I A 0 A
N BRFACR B AR AR T O B AT 47 . BLDP-AM Jr %
B T B S AL 1 A A 5 3 L 4% R P IR K P o A B L S T

J B RA AN FF 5 22 1) 1) P, A A e B T AT
)it g BLDP-AM 5 %5 H b B fA G b o ) @
éﬁﬂﬁTﬁiﬂﬁ%Tﬁ ML g R an sk 2 g, BATFHZMN R
75 BB T 38 B AL L A T DL T A B A 4 8 B g
T SR ¥ B M R A T LA B 22 4 B0 R B 2 4 O T
KBS T ENE M., WIBLBERTH, AL HF



342

Computer Science THEHLELZ:  Vol. 49,No. 11, Nov. 2022

AT LA R85 8 1R i B, 28 AT AT A e L T A 4
RE BT R A B ity A AT HERAR . & 2 o PR W DB
X RE AR T Fi . BLDP-AM 77 % u] LA 2% b5 4 % b
A R E M EERE R D R A EEER A 2 R GA 3 5 8
W, It HAZ 07 WA 1 FAT o] 38 SCBE R 1% B2 56 38 5 B A
N 32 B B 5 BRI 3% B T OR T B A5 B IR IR 32 5 B dE
I 1Y) B RA 1 B 5 2) () BLDP 5332 kb B 52 5 #c s . vl LU 2L
T B 22 43 Bt 5 3) BLDP 809k Ab #U8CHE 19 45 SR B A BE ML, AL
H X BB R 19 38 B BOHE FL A R T B R AR S 2E
B L B 0k 1 B B0 25 SR o R £ B o A 9D T e AR R T B Ok &
Az 38 3 2 A A5 B B0HE 43 A DA T Tt R e R A 19 O S T T
A 250 b T30 5 5040 42 90

800
700 L_E-SiVR S 1]
- AP RE I
= 600
E 500
mﬂ 400
300
X
w20 | ‘
| I
100 | M‘W‘W” ‘ ‘ &
0
12345 7 9 1112 14 16 19 2223 252627
2R %Y
(a) BLDP-AM J5 % 30 40 JH /1
800
L_E-SiVl S e ki
700 — AWK REHHE
= 600
E 500
mﬁ 400
300
ﬁ 200 L[
’ Al I
100 \,\J I I
0 1 ]
13 68 91 12 1 1921232426 29 30
ERPRT

(b)PBT J57% 30 2H 1

€18 BLDP-AM Fl PBT J5 % (1 £ 41 1 7 (9 0 7 43 A 1
Fig. 8 Account distribution of multiple groups of users in BLDP-AM
and PBT schemes

# 2 BLDP-AM J5 % 5 F A B A7 7 58 19 LU A
Table 2 Comparison of BLDP-AM scheme with other

privacy-preserving schemes

%5 EFEAMN £ FiE =4 B

Y O
BLDP-AM N N; N/ NG NG
Barbosal %] X X X N J

Gail %! J v N X X
Hassan-?! X N, X N X
oul??! X X X J J
Lit#3] X J J J X

7.3 MEREIEfL

AT NI FE R R R L B ] B R A RD A BT 3T B B
(Transactions Per Second, TPS) 3 /7 i #E 45 T BLDP-AM
A PBT Jr & mERe . B 9Ca) 44 1 T il BLDP-AM J5 & 1
100 HM P 3 NI P foed AR fE o0 . BT b al i,
F K R T2 0 4. 36 A, HoAr A # 354) L [Rl I BLDP-
AM Jr 2 BA M P L, 7T LS S P e 19 3 257 4
FE43 R I P B H2 W BLDP-AM 7 E M. B 9(b)

gy T PBT 7 48 100 4L ' 34 A W9 iy T 7 i A2
A DL DI HR AT 2 P B4 P e AR A A AR K 2=
S S TP B Ik P B AR 22 HA LT P B T P RO VA R
b B8 52 5 i E AT AT BE ) BERE S8 ] A 2 i ko T R
BE Pk B — NI P B DL L R A P A P R Y,
T P B URR Bl L IR IR P U A T 280, S PBT Jr R
PERE

8
BB AR,
7 — R Yk
6
o
T,
¥
& 2
1
01 6 11 16 21 26 31 36 41 46 51 56 61 66 71 76 81 86 91 96
ik B2
(a) BLDP-AM J5 %8 i J* %t A5 1k
16
KBRS
14 — W R
s 12
®] 10
A
:é 8
s
4
, Nt il .
0

1 6 11 16 21 26 31 36 41 46 51 56 61 66 71 76 81 86 91 96

AP %%
(bYPBT Jr %8 i J* % it 25 1k
19 BLDP-AM 1 PBT Jy %5 ik 7 ik A5 fL 4 0
Fig. 9 Changes in number of accounts for BLDP-AM and PBT

schemes

BE T Ik 2 BE 0 AR IR 38 B 1) ) TE g an B 10 iR, HR
RTHERIEA S ZRGE WA K H P HCa b, 4  BLDP-
AM 1 PBT J5 £ #4728 5 W BsF (8] F 5 1 00 . e Al bR AR 3%
FH P g IR B ZEL 10, 100 2 [ 31 L 10 Ky 1] B . 4\ A
B J2 38 Gy W A JF 45 . DA F& AT 1, BLDP-AM J5 %8 14 B[] FF
A5 L6 PBT J7 48 (4 B[] FF 85 1 B3 e (AW A5 R M58 5
IR RS 55 R G P SO R L R REIR S ) RS
A RITF 8 Z 3 T Hyperledger Fabric 2.0 & H & Y8
&AL

30

-+ AM-LDP
25 -+ PBT

20
15

10

2 5 Wt E 48 /s

05

0

10 20 30 40 50 60 70 80

il s 3

90 100

& 10 BLDP-AM il PBT J5 % ) 3¢ 5 ) ] FF 45
Transaction time overhead of BLDP-AM and PBT schemes

11 25 710 BLDP-AM 77 % 44 371 52 5 338 Ba FA 14
REVRZ 5y R G TPS. B eHiE BRI EARS KWK B
HiE] B BachTimeout=2s, X #t it K32 5 U & MaxMessage-
Count=10, X 32 5 45 K /N PreferredMaxBytes=512 kB,
X B 28 5 B R (19 46 %F K/ AbsoluteMaxBytes=10 MB, %

Fig. 10



R, A T I B A AR TR 5 BUR IR AL DR T R

343

B2 M TPS (9 91 & 50, 1B rhofs A 4 il AR 38 1 & 8 10 A3k
& P R peer T8 22 A grpe AR Y 10, X 3%
AT A peer TR BB RN E P om B B L
10 * X ARG T 84 peer WA K IZREME P
SHECE . MR R TPS ih 2 fnd k TPS fh£knl 0, 1
It & B /NTF 700 B, TPS B % 38 5 I & & 4 £ 0fi 1 fn s £
[700,1400]3f &k & Z ], - ¥ TPS % & 16 265 A 47, e
TPS Jy 290. 62; IR K AT 1 400 FREIRC 5 R G HIF 1Y
TPS 7£ 280 Ze A M2 Ak , 32 W0 4% % 2l 5% ) . 1230 43 i £ 0k 3h L 5%
K.mftE TPS Jy 294. 36, FEFECMEE N REIEAE S RE R TPS
Al LA F] 294, 3% 58] BLDP-AM Ba A9 7 & A R IFMW
PERE .

300
200
280

w20

&

& 260
250
240 -+ FHTPS

—+ W ETPS
"0 0 50 700 90 1100 1300 1500 1700 1900 2100
R B X *10
11 fliEfT BLDP-AM J7 B REIRZC ) R GL i) TPS
Fig. 11  TPS of energy trading system using BLDP-AM scheme
ZRIE ACWR TERTHREBEWRRIEARE S REMNE S

B AR 0L R 4R th T — M2 2@ B AR 7 &
BLDP-AM., % J5 % 1 Jeiii i ] 7 B AT 20 O JE I P i 5 4 LA
Lo ESP BEEAI ] MK ) 28 By ih 28 3% 3l B 4R AR IR T O 4 L
i o HWy BLDP BBt T 3 59 A 1 - B 38 sh bl il ok
196 2 25 15 06 E A B FA BEOR AT LUAT 2K B 22 4 W .
[RI0 iy T9% 07 58 B A Ak BRUR 9 B B 52 B Bl 5 UG 22 5 B
P AARICHY R DL & BLDP B3k B A 09 BEALRR 1, B g w] LA
AR BEAE I . A ST SR AR O TR L — R R B 52
T B B4 S RO A ) A (EL TG 3k b R o 2 A R B HiE . PRI, R
e i) TR FE N A OE T T IX e B 1Y 4R BOIE 2 R R
5 B RE A SCREAA PR 37 T 58 40 8 3] ooy 24 52 5 Bl 5 7
PRAIE A5 15 3 T0E 20 1 R I OR 4 2 22 By B B B RL .
B AL A SCBY B RA R AP 5 58 N BB TR 22 5 U T 7 21 A
S T 4B A 2 R R By — AN BF5E 5 1

£ % X M

[1] WANG N,ZHOU X, LU X,et al. When energy trading meets
blockchain in electrical power system: the state of the art[J].
Applied Sciences»2019,9(8) : 1561,

[2] MORSTYN T.FARRELL N,DARBY S J,et al. Using peer-to-
peer energy-trading platforms to incentivize prosumers to form
federated power plants[J]. Nature Energy,2018,3(2):94-101.

[3] GUO S T.,WANG J R,ZHANG F L. Summary of Principle and
Application of Blockchain[ J]. Computer Science,2021,48(2):
271-281.

[4] SERJANTOV A,SEWELL P. Passive Attack Analysis for Con-

nection-Based Anonymity Systems[ C] // European Symposium

(5]

[6]

7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

on Research in Computer Security. Berlin: Springer, 2003: 116-
131.

NYBERG K, KNUDSEN L R. Provable security against a dif-
ferential attack[J]. Journal of Cryptology,1995,8(1):27-37.
CHUNG H M,GRAY P. Data mining[J]. Journal of manage-
ment information systems,1999,16(1) :11-16.

ZHANG A,BAI X Y. Survey of Research and Practices on
Blockchain Privacy Protection[ J]. Journal of Software, 2020,
31(5):1406-1434.

YU G.NIE T Z,LI X H,et al. The Challenge and Prospect of
Distributed Data Management Techniques in Blockchain Sys-
tems[ J]. Journal of Computer,2021,44(1):28-53.

JIANG P P,WANG Q,CHEN Y J,et al. Securing Guarantee of
the Blockchain Network: Attacks and Countermeasures [ ] ].
Journal of Communications,2021,42(1):151-162.

LIU M D, CHEN Z N, SHI Y J, el al. Research Progress of
Blockchain in Data Security [J]. Journal of Computer, 2021,
44(1) . 1-27.

POP C D, ANTAL M,CIOARA T,et al. Blockchain and demand
response: Zero- knowledge proofs for energy transactions priva-
cylJ]. Sensors,2020,20(19) :5678.

HASSAN M U,REHMANI M H,CHEN ]. DEAL.: Differenti-
ally private auction for blockchain-based microgrids energy
trading[ J ]. IEEE Transactions on Services Computing, 2019,
13(2):263-275.

GAI K,WU Y,ZHU L,et al. Privacy-preserving energy trading
using consortium blockchain in smart grid[J]. IEEE Transac-
tions on Industrial Informatics,2019,15(6) :3548-3558.
ZHANG X,JIANG S,LIU Y,et al. Privacy-Preserving Scheme
with Account- Mapping and Noise-Adding for Energy Trading
Based on Consortium Blockchain[ J]. IEEE Transactions on Net-
work and Service Management,2021,19(1) :569-581.

DORRI A, HILL A, KANHERE S, et al. Peer-to-Peer Energ-
ytrade: A Distributed Private Energy Trading Platform[ C] //
2019 IEEE International Conference on Blockchain and Cryp-
tocurrency. IEEE,2019:61-64.

SAMUEL O,JAVAID N. A secure blockchain -based demurrage
mechanism for energy trading in smart communities[ ] ]. Interna-
tional Journal of Energy Research,2021,45(1):297-315.
LASZKA A,DUBEY A,WALKER M,et al. Providing Privacy,
Safety,and Security in IoT- Based Transactive Energy Systems
Using Distributed Ledgers[ C]// Proceedings of the Seventh In-
ternational Conference on the Internet of Things. 2017:1-8.
GARG S,KAUR K,KADDOUM G,et al. An Efficient Block-
chain-Based Hierarchical Authen tication Mechanism for Energy
Trading in V2G Environment [ C] // 2019 IEEE International
Conference on Communications Workshops. IEEE,2019:1-6.
GUAN Z,SI G,ZHANG X, et al. Privacy- preserving and effi-
cient aggregation based on blockchain for power grid communi-
cations in smart communities ]J]. IEEE Communications Maga-
zine,2018,56(7) :82-88.

LU X,GUAN Z,ZHOU X.,et al. An Efficient and Privacy-Pre-



344

Computer Science THEHLELZ:  Vol. 49,No. 11, Nov. 2022

[21]

[22]

[23]

[24]

[26]

serving Energy Trading Scheme Based on Blockchain[C] /2019
IEEE Global Communications Conference. IEEE,2019:1-6.
HASSAN M U.REHMANI M H,CHEN J. DEAL:Differen-
tially private auction for blockchain-based microgrids energy
trading[ J ]. IEEE Transactions on Services Computing, 2019,
13(2):263-275.

OU L,QIN Z,LIAO S,et al. Singular spectrum analysis for local
differential privacy of classifications in the smart grid[]J]. IEEE
Internet of Things Journal,2020,7(6) :5246-5255.

LID,YANG Q,YU W,et al. Towards differential privacy-based
online double auction for smart grid[J]. IEEE Transactions on
Information Forensics and Security,2019,15:971-986.

DWORK C,MCSHERRY F,NISSIM K, et al. Calibrating Noise
to Sensitivity in Private Data Analysis[ C]// Theory of cryptog-
raphy conference. Berlin: Springer,2006:265-284.
ERLINGSSON U,PIHUR V,KOROLOVA A. Rappor:Ran-
domized Aggregatable Privacy- Preserving Ordinal Response
cly Proceedings of the 2014 ACM SIGSAC Conference on
Computer and Communications Security. 2014 :1054-1067.
GENG Q,KAIROUZ P,OH S,et al. The staircase mechanism in
differential privacy[J]. IEEE Journal of Selected Topics in Sig-
nal Processing,2015,9(7):1176-1184.

[27] WANG N, XIAO X, YANG Y,et al. Collecting and Analyzing
Multidimensional Data With Local Differential Privacy [C] //
2019 IEEE 35th International Conference on Data Engineering.
IEEE.2019:638-649.

[28] YE Q Q,MENG X F,ZHU M ], et al. Survey on Local Differen-
tial Privacy[J]. Journal of Software,2018,29(7):1981-2005.

SHI Kun, born in 1996, postgraduate, is

a member of China Computer Federa-
tion. His main research interests include
blockchain and data security.

JIANG Shun-rong, born in 1986, Ph.D,
associate professor,is a member of Chi-
na Computer Federation. His main re-

search interests include Internet of ve-

L
PR
S
\J
b

hicles, cloud computing, blockchain and

data security.

(SEAL 23 - T 47D



	335.pdf
	基于联盟链的能源交易数据隐私保护方案
	引用本文





