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Memory-augmented GAN-based Anomaly Detection

ZHOU Shi-jin and XING Hong-jie

Hebei Key Laboratory of Machine Learning and Computational Intelligence,College of Mathematics and Information Science, Hebei University,
Baoding, Hebei 071002, China

Abstract In the training stage of the generative adversarial networks (GAN) based anomaly detection method, its training set
consists of only normal data. When training data are sufficient,the GAN based anomaly detection method may obtain smaller re-
construction error. However.in the testing stage. the difference between the reconstruction errors of normal data and those of
part novel data is too small, which makes the discriminant performance of the GAN based anomaly detection method become
poor. To solve this problem.a memory-augmented GAN based anomaly detection method is proposed. A memory-augmented mo-
dule is introduced into the proposed method to make it remember the characteristic of normal data. Hence, the reconstruction
error of novel data becomes larger and thus the discriminant ability of the proposed method is enhanced. In comparison with the
related approaches,experimental results on MNIST, Fashion-MNIST and CIFAR-10 verify that the proposed method has better

detection performance.

Keywords Anomaly detection,Generative adversarial networks., Memory-augmented , MNIST
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i F e 2 8 AR B I B MUA i T IE B S B B R
FRAE S5 BOHE A SRR A1 28 4 0 12 G o A4S B A5 3157 A I 35
FRAE B 1200 SRR AE S A f 5 2% G 19 21 5 4 0 320 350 4
A £ TE 5 U ORI 1 20 A R PRI S R BOHE 10 A AR
Pt f 7 B 2 0F B RS A RRAE T BOR R O 5 L E A RO
AL 1 25 3G A, PR AT LR A 1R 22 ok A T S R A
ol R R A R 22 R OO A EMR A T T
FRAT TR AE Y T AL 1R 25 LT 0 A% 0 S R R I e L 4 G
P41 5% SR Lo VBN 57 49 20 MR HE , RO INF

A= || Ge () —E(Gp(M(Ge () I, (33)
o, e S 5

Xof ¥ 42 A4 ) PG B0 B 56 L 3 4% 10 B0 i B AL IR 25 th &
AR o T ] A3k B — AR xR A B oK A R 2 AT
B Rl BRI A IR ¢ R R R EASE
B A={a;: A t; € D} WG F WA RS 20,117
P BT AR BB AR LR M R RS A

, _a;—min(A)
4 T max(A) —min(A) (30

FeJa T ki BRIk 1 R,
ik 1 TICIZ R GAN M5 F R
A INZRSE X= (xRS T= ()]
Wi REEMEA A
IR AT A G CIZ IR BT M UHED 2% Gy RS % E 12 5 2%

D S,
1. for i=1,2,--,do
2. ;< Ggp(x))

3.z <M(z);

4 X< Gpzs

5. 2,<E(X);

6. M ERSEATREIKEE Lo Lage s Leon s Ly
7. fdE T BE RIS 8 TR D,

minjbatch
5

8. Vy, [—logD(x;) —log(1—D(Gp(M(Gg(x))))) ]

minibatch =)
9. o B AR B B R AR AR TP I g S A Ge MR 8% Gp » R fE 1k
JEAZ R R A e MR ISR B

minibatch
10. V 1 > [—logD(Gp(M(Gp(x)))) + Loge (x) +
i=1

%% .G, minibatch =

Lcon (%) Lege (X)) + Loy (x) ]
11 FH BEBLAR 32 5507 26 25 b i g i 2% E R I OE Ak 2 B SR AR MY g
TR

minibatch

2 [—1logD(Gp(M(Gg(x)))) + Ly (x)]

12. Vﬂﬁm =
13. end for
W TT

14. for j=1 to N do
15. A< || Gg(© —E(G, (MG ()M |
16. A'<A B2 1H—1k

17. end for

18. return SFH B ES A’
4 LIy

KT W 3F T $2 Mem_GANomaly #5594 S0k 4B 5 6
FIAESCTT IR AE 3 AN SR MERIR A AT T LI L3,

4.1 BIEERESHIEE

TR SE 46 P BT R A3 A 3 ok B0 4R R AT T SR
4,

MNISTY , fy 70000 i K /N Ky 28 X 28 (1 K i F 5 5+
EIMEA R, A 0~9 3k 10 2850, YL 4 60000 18 &5,
LA A 10000 8 EHE

Fashion-MNIST™ . &5 /N Fil A% 20 K YN 25 48 /D 38 42
Kyl 43 5 MNIST 58240 . BT A R He BEOR W] A9 R A 28 Y
K143y 10 N2,
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CIFAR-10%"7 . /i 60000 I K /NHy 32 X 32 1% €6 1R A 4l
B ARYEAR R M SRS R 10 25, YIZREALE 50000 B B
MR ZE A 10000 18 E 4% .

PUF 925 o, B0 4 A4S 50008 46 L K TR BE R 10 A4~ 26 51 BT &
Hh i — S BB AR S 1E W BOE L A 9 SRR AE S S Ul
ALAL 10 AN 57 K00 B0 HE 4R o S I 4 b 0 IE R BOHE AR R
I GREHR #2548 P i 5 5 5008 A D00 i 4 1) T A 00
A A 0 H B

XFF T # Mem_GANomaly #E8I, fifi 2% 3] K4 2X107°
B9 Adam 1k 25 X450 o i 0 45 R AT A Ak, AESE SR R R B,
Mem_GANomaly 1 R 32 1042 38 5 45 e i 12 56 B 1 2k 13
B 5 W 458 kg B S, 1) R S B 8 0 X O [R) A B A R R T AN TR
B2, MNIST S04 1o 12 50 B /Y 48 52 R 100, 2% 4% Uk
HUA 605 Fashion-MNIST %4 4 [ i 12 %6 B4 19 4E BE S 1600,
AR B 100; CIFAR-10 K # 45 b i 12 46 B /9 28 2 o
1400, B H 150, Mem_GANomaly #5743 & 14 %)
4 TE PyTorch HEZL T £ 3, 4i #2185 5 Python WY MR A& N
3.6.10,GPU # 2 % NVIDIA GeForce GTX TITAN X,

WAL, T A PR SRR B RN Y Mk R L AR S A
ROC 4 F i 1 BLCAUROC) 1 4 P B BE BE 8 4R, ROC Y
B A BRI IE R (FPR) , 78 T A 1 5 048 (5 55 bR 5 %
B o5 BT A S E B B L B ROC B 96 Ak 45 b BIE &
(TPR) , 75 I Ay IE % B0 HL ST Bk 1E % 8088 o5 BF A IE %
HOHE B . AUROC J2 0 W7 790 3000 485 760 440 45 ) s o 3 5 1k

2 T Ve BUHE 45 1E H B0HE R 5 H B R A AR AN A B AL
I 4 28 I 42 0. 557, AUROC 2 5 % F i M A i & 2>
— 020 E 2 R B R O 5 B, AUROC 7] B8 7= A2 5 4k
WA 25 S0, IR 3R £ U AAT 35 {8 (gmean) (IR 4] 3 (FPR) Al
TR (ENROE N B F5 4R, L ASBE R AY Pl HeSRaA AN F

ymean= P> TN (35)
gmean (TP+FN) » (TN+FP)
_,__ TP )
FPR=1=55 1 pn (36)
_FP
FNR= 757 5 (37

Horbr, TP 7R3 UM A 1E 8 B4 92 B3 J2 1E 3 8ol i A8, TN
TR T S S5 5 B0 52 B R 1E W B0 A A B, FP O3 OR T
W E H Bl ST PR 5 R RO BN B EN SRR N N SR B
i 92 B2 S O A 8

4325 1 1B {8 3 5 0 FH 24 8 48 BT 4R R A ROC 11 18 ok
i 7E .
4,2 ELWHER

R T AR S R DU O i M RE L % AUROC 1R 2y 3=
TATM &R, 6 FhAH OG5 75 43 B K iForest™ , DAGMM™,
DSVDDM, -AnoGANS, GANomaly il MemAE, Fr &
W W )7 B 7E MNIST, Fashion-MNIST #l CIFAR-10 I fi%
AUROC WHAZE Ay DI AER 1— K 3, ETAFHE
T 358 4 2% R 2 45 R AR e o A, R R 4 BT A Ok 7
MNIST I+ gmean ., 1% 4 5 s 4 5 19 57 0 45 5 .

F 1 TR EEAE MNIST 2500 4 1 I3 fig
Table 1 Testing results of 7 different methods on MNIST
A& iForest DAGMM f~AnoGAN MemAE GANomaly DSVDD Mem_GANomaly
MNIST(0) 0.8816 0.7827 0.9763 0.9690 0.9890 0.9862 0.9910
MNIST(1) 0.9622 0.9331 0.9965 0.9880 0.9990 0.9948 0.9990
MNIST(2) 0.6617 0.6908 0.8362 0.8110 0.8980 0.8628 0.9260
MNIST(3) 0.7303 0.6180 0.8307 0.8470 0.9460 0.8966 0.9470
MNIST(4) 0.7620 0.7698 0.8938 0.8880 0.9710 0.9581 0.9700
MNIST(5) 0.6653 0.6755 0.9208 0.8080 0.9750 0.8421 0.9730
MNIST(6) 0.7727 0.6514 0.9676 0.9130 0.9910 0.9739 0.9950
MNIST(7) 0.8047 0.7234 0.9616 0.9160 0.9660 0.9505 0.9750
MNIST(8) 0.6663 0.6864 0.8182 0.7960 0.8770 0.9341 0.9290
MNIST(9) 0.7707 0.8037 0.9316 0.9010 0.9790 0.9505 0.9820
FHME 0.7678 0.7335 0.9133 0.8837 0.9591 0.9350 0.9687
T A M 45 SRR R
%2 7 MORRJT % AE Fashion-MNIST B4 53R 4 b i 3 vk AE
Table 2 Testing results of 7 different methods on Fashion-MNIST
HAEE iForest DAGMM f-AnoGAN MemAE GANomaly DSVDD Mem_GANomaly
F-MNIST(T-shirt) 0.8044 0.7399 0.8645 0.8180 0.9100 0.8741 0.9180
F-MNIST(Trouser) 0.9323 0.9418 0.9831 0.9080 0.9800 0.9816 0.9840
F-MNIST (Pullover) 0.8117 0.8193 0.9025 0.8670 0.8250 0.8446 0.9080
F-MNIST(Dress) 0.8642 0.8237 0.9308 0.8420 0.9480 0.9243 0.9350
F-MNIST(Coat) 0.8271 0.7622 0.9016 0.8790 0.8980 0.9107 0.9050
F-MNIST(Sandal) 0.8668 0.8734 0.9280 0.8870 0.9280 0.8779 0.9110
F-MNIST(Shirt) 0.7049 0.5890 0.8240 0.8120 0.8050 0.7692 0.8310
F-MNIST(Sneaker) 0.9361 0.9502 0.9838 0.9210 0.9820 0.9837 0.9610
F-MNIST (Bag) 0.7976 0.7690 0.9011 0.8190 0.8810 0.9209 0.9330
F-MNIST(Ankle boot)  0.9203 0.9249 0.9744 0.8980 0.9700 0.9854 0.9820
3 E 0.8465 0.8193 0.9194 0.8651 0.9127 0.9072 0.9268
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Table 3 Testing results of 7 different methods on CIFAR-10

AR & iForest DAGMM f~-AnoGAN MemAE  GANomaly DSVDD Mem_GANomaly
CIFAR-10(Plane) 0.5922 0.6438 0.7135 0.8240 0.9750 0.6530 0.9120
CIFAR-10(Car) 0.4921 0.6055 0.4803 0.4540 0.6810 0.6118 0.7090
CIFAR-10(Bird) 0.5775 0.5715 0.6686 0.6760 0.6310 0.4763 0.6570
CIFAR-10(Cat) 0.5137 0.5121 0.5951 0.5340 0.6400 0.5760 0.6430
CIFAR-10(Deer) 0.6494 0.5872 0.7533 0.7940 0.7830 0.5205 0.8070
CIFAR-10(Dog) 0.5370 0.5590 0.5982 0.5780 0.6170 0.6476 0.7500
CIFAR-10(Frog) 0.6390 0.5424 0.7337 0.7610 0.9180 0.5810 0.9820
CIFAR-10(Horse) 0.5337 0.5942 0.5194 0.5500 0.6070 0.6079 0.7800
CIFAR-10(Ship) 0.6203 0.6339 0.7369 0.8230 0.8880 0.7681 0.8670
CIFAR-10(Truck) 0.5430 0.6984 0.4807 0.5370 0.6730 0.6997 0.7900
3 0.5698 0.5948 0.6280 0.6531 0.7413 0.6142 0.7897

46 FARRT EETE MNIST BIMREARAE L 3 R [ PF b5 o 19 7 3270 A1k i

Table 4 Average test results of 6 different methods for 3 different evaluation criteria on MNIST
WM A f~-AnoGAN DAGMM MemAE GANomaly DSVDD Mem_GANomaly
gmean 0.8432 0.6858 0.8069 0.9013 0.8712 0.9188
ESES 0.1745 0.2356 0.1963 0.1018 0.1090 0.0790
A E 0.1373 0.3788 0.1878 0.0950 0.1475 0.0832

2 1 A A1, B MNIST(4) , MNIST (5) fil MNIST(8) 4},
Mem_GANomaly £ Ay 7 A HHE 8 L ICT St i I i 285
% 2 W A, B F-MNIST (Dress), F-MNIST ( Coat),
F-MNIST(Sandal) fil F-MNIST(Sneaker) %} s Mem_GANoma-
ly ZEHA 6 NEEE FHCT SR mg M 45 24 s di 38 3 AT, B
CIFAR-10(Plane) , CIFAR-10 (Bird) 1 CIFAR-10 (Ship) 4},
Mem_GANomaly 7EH A 7 ADEUEE BT S5 00 ry I 45
B b, G B 1 7 BB T L& B Mem_ GANomaly
PE T HAl 6 Fh s ik, JC H2AE CIFAR-10 4 4% L, Mem _
GANomaly W PERE DL T MBI W, 3K 4 AT A, Mem_GA-
Nomaly £ MNIST Y gmean. s & R FR K 3 Frm 45
B B2 U TR B T TR Tl U A R

(D f-AnoGAN J& & i T —FF Encoder AJ LI Il i % 4
PR B S B GAN H 7 = 8] - i ] WGAN BEAT 5% K2 I 9
J7 .5 AnoGAN A LU AT &8 3 /9 m . (L H AR A I i 98 43
S AR IR % . 5 GANomaly Fl -AnoGAN A
I, Mem_GANomaly 51 A T ic 1238 s A B, 58 A 250t 1€ 55 %
B 1R R AR I 1 R S H O 1 TS % 22, AT HRAS 3G 1
T AE o

(2)MemAE ¥iCIZHbe 5 AE MIZE A 5 T 5% 1
WHERI R, 5 MemAE # k., Mem_GANomaly 7 Y 2 1 £5-
T AL 1 5SS - i R 25 - B 24 - I RE A A A 1E R BOE 1
TUREAE , (R BeF, AE 2 5 40 ) 45 =2 [ A9 470 ML Akl e foff oy 2 A58 75
BRI Ay 0 205 2 20, T A 80 T i SR BT R A9 40 D3 1 R

(3)DSVDD i JH 41 2 I 2% 3k 47 45 fiF £ B, ) B 2 i 11y 25
I £ Ak A 4 25 B0 04 R 2R A RO B T M e L R A
R 00 54 L R O 1 S A Dy e A A L L X
ARSI T 4 A 5 m 2SR, 5 DSVDD KAl Mem_GA-
Nomaly H4 55 #4152 22 FHVE 0 5 i ) Lb 25 T BE B 9 40 5 ofis ) o
BA#.

(4)iForest J& % T Ensemble A9-H s 5 5 A 0 ik, A
M N 8] 52 4% 8 0 o 0 o (EL AN S P T o i) s 4 ) B
HERAHUE. DAGMM I ib el DAE B4 [ 2k #0 %% B2 £ 1
ARG — &, il i 22 I 2 Ik 2 B R LAR pR Y AR
3R A4 TR 25 IR R R B, BSR4 SR R . 5
iForest Al DAGMM # £t . Mem_GANomaly [P 88 ft #3E %
W 5, R 7E T Mem_GANomaly 2R ] A9 J2 3% T 35 BUM 28 () 4%

AR , iForest Fl DAGMM W] Jg 3 T2l 35 B 22 Jo) 2% i A5 78
115 26 U £ 1) 2% PRV 0 4 EL A £ 55 I R AE SRR B 7

AN TG 1Y & . Mem_GANomaly 78 — S5 4R 48 |-
IR BUAE S5 0 Y 03 4 SR L D IR A T A A AR B 4
Mem_GANomaly 7F B 44 38 B9 10 4~ 5 8 A6 00 &4l 4 1 249 48
T R S B TN AR I B B9 A R E AT A R Y
S, At Mem_GANomaly 75 — 6 5 3% 5 F a9 3] 5 v
e 2.

SRR R AR RECRTS . b T EOW L R OR IE R
B 55 5w O 0 R A 22 E] 22 5, m I A Y R 3
¢ HE 5 L MR SRR AE 2 I 9 22 906 47 T-SNE ol #i4k . &1 %)
MNIST (1), 475 2% FH H I R4, D038 4 D) R B0 Fh g s O X
S — AR IT S Testl A5l MNIST (1) (#9104 5 26 —
AR FEIC A Test2, ;1 MNIST (D) IR £ R0 1 Fgs
7 AN S0 A DR AR A . A R 4 1 Y T-SNE Al #i
RN E 4 Frs .,

30

-20 -10 0 10 20 30

(b) Test2
B4 ASEIRK AR SRR 5 T SR AE 2 22 1
T-SNE nf # fb 3 R
Fig.4 T-SNE visualization of difference between bottleneck

feature on different test sets and its refactored bottleneck feature

1 4(a) By T-SNE AT AL 45 2R 7] LI ), Testl B iEH#
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Bl Fn S Bl 2 A A AR I . RS MNIST E %
BWETHT 1 MBF 7T/ RE . BB 4L

BB 1B T Z R FUR IR AR I, BRI Mem _

GANomaly H 19 12143 55 A% R GE 615 31 R S 5 S0 #1090 AT
oY B 23 R AIE 60 S O Y R B A IE R B
F o BT 38 O 5 i R Hh ) B A 1R 22
TP R R TE Mem_GANomaly H1 i
AE X MINIST (0> 54 B2 9 38 43 00 48 B0 40 B H: o A 40 it
FrarRAE Al 5 B . IE R B CROF 0 1 RO 1 FE A 1]
1855 Hola A BGAR AR AR, T 7 0008 CRR 05 0 Ah i HoAt 12
80 i H A IR AR5 H A ER A 22 Bk H B $05 0 BYFRAIE .

<
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[ 3]
©
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(a) L5 R (b) T 44 [#1 14

& 5 MNISTC0)$H 42 v 43I0 i B0 40 K 5 50 b 5040 1 7T 44k
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Fig.5 Partial test data in MNIST(0) data set and its refactoring

data visualization(red box is normal data)

SR B, Mem_GANomaly A9 58 32 10 12 58 58 A e v ig
T B 1) 4 5004 5 A SR B B, R TE A A CIFAR-10 (Plane)
By 4 %t L AR R [6) 48 2090 A2 06 5 T . Mem_ GANomaly 1)
TEREZEALIE AL . ANIK 6 Fros , ML IZFE 1 p 4E 4k 1400 B,
Mem_GANomaly U4 %t B9 AUROC 18 ; 25 4E $4 78 50 ~
1300 35 [l A fE i, AUROC Bifi %5 3 % W 8009 36 m , 78 — 4
BN P s Y0 12 A B R 4R BOB 1 400 5, AU-
ROC {HZ #i AL, B a] A1, Y02 56 B i 4 Bk T — 2 3
FRl 4 B, Mem_G ANomaly 32 1012 %8 FF 9 4 %5 (4 52 0 45/, 24
ICAZ K B 1) 4508 i — € 19 E B, Mem_GANomaly 11914 fig U]
SRR, IO HE B R R R O, DU 25 7 A O B A LY KRR AE
HB 43 TE B 50HR 0 R AT 23 B W A 199 VR R 0 AN o et o B A, DA
T {68968 40 1 &% 5040 110 T ) 3R 25 8 O Ak T 5 R PR BB TR

AUROC

1 21 a6 81 11 121 141
ERAH
K6 Mem_GANomaly 78 CIFAR-10(Plane) 54 % b 9 fiE ki
FAC I3 o AR50 A2 AL 1 0
Fig. 6 Mem_GANomaly performance on CIFAR-10(Plane)

dataset varies with its memory matrix dimensions
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