wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BFWRMESGRE hEA RSN &
T, AW, TEM EHi

5IAEX
T, A0, EE BERETIRMNESERREMEARKENITIEN]. HENRE 2022, 49(11A):
220100106-9.

LI Ying, BIAN Shan, WANG Chun-tao, HUANG Qiong. Detection of Deepfakes Based on Dual-stream
Network [J]. Computer Science, 2022, 49(11A): 220100106-9.

BN EEE (SERXINEE IE JIRNBREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETEEDNBINFSHEFR

Handwritten Digit Recognition Based on Attention Mechanism

HEHNRIE, 2022, 49(11A): 211100009-5. https://doi.org/10.11896/jsjkx.211100009

BT REBTRESTINETEONHNFECTEGRSE
Liver CT Images Segmentation Based on Multi-scale Feature Fusion and Dual AttentionMechanism

HENRIE, 2022, 49(11A): 210800162-9. https://doi.org/10.11896/jsjkx.210800162

ETFHGHYOLOVA-tiny BIA RS K52 s RIEE T
Facial Landmark Fast Detection Based on Improved YOLOv4-tiny

HEHNRIE, 2022, 49(11A): 211100290-5. https://doi.org/10.11896/jsjkx.211100290

BT 2ESTENNIRES G REE
Noise Event Classification Model Based on Multimodal Attention

HEHNRIE, 2022, 49(11A): 211000161-7. https://doi.org/10.11896/jsjkx.211000161

ETERNMNREE EENOERERR
Lycium Barbarum Pest Retrieval Based on Attention and Visual Semantic Reasoning

HENRIE, 2022, 49(11A): 211200087-6. https://doi.org/10.11896/jsjkx.211200087


https://www.jsjkx.com/CN/10.11896/jsjkx.220100106
https://www.jsjkx.com/EN/10.11896/jsjkx.220100106
https://www.jsjkx.com/CN/10.11896/jsjkx.211100009
https://doi.org/10.11896/jsjkx.211100009
https://www.jsjkx.com/CN/10.11896/jsjkx.210800162
https://doi.org/10.11896/jsjkx.210800162
https://www.jsjkx.com/CN/10.11896/jsjkx.211100290
https://doi.org/10.11896/jsjkx.211100290
https://www.jsjkx.com/CN/10.11896/jsjkx.211000161
https://doi.org/10.11896/jsjkx.211000161
https://www.jsjkx.com/CN/10.11896/jsjkx.211200087
https://doi.org/10.11896/jsjkx.211200087

http: /www. jsjkx.
1_{‘ ﬁ-*fh#‘{“ ? ttp:// isj com

COMPUTER SCIENCE DOI:10. 11896/jsjkx. 220100106

ETWRME LSRR EME AR E

F @ B oL EEHEH OE O
1EFRIEAFHRFERGRFR )M 510642
2 NTHEERLVEALEE S M 510642

3 AL GRER AR ARELAERE )M 510006

(spade@stu. scau. edu. cn)

W B REEH K (Deepfake) & —FF I T A & 3 3 W % (Generative Adversarial Networks, GAN) # % B W 4 A, 7T 24
FRARABRARERGEELAIEALENGABRNIR, R A ES FHALEARMEEBRAM T ELZER LEFZE .54
BAAANEBER ERRROALY R, LEEF AP EWE R0y, GTRENBRRF RGO ZEZAM. B AKX S HFRTHIM
BERXREREHELMNBERGART AR BT ETAMNT R, AAGEMN T A ESR AR L TUARMSFRIFOEMNBER, X ”
B % & “Pﬁﬁi)’lﬁkﬁ’“ﬁﬂﬁiiﬁ#&ﬁﬁ?ﬂi}i%%4&}%’211’1.’515\,Eﬁbéé{Kfn“"%i%%% LGRS *i%:gk%‘%r‘/ﬁ"lﬁ‘é%ﬁ‘]
ERERLENRW TR.GFEAA T EELEFATOEMNE AL RBEE, L PH4NAATIEGAHRE . RET —FEE
M4 T & T Xception ﬁ%i%ﬂ‘mﬂf&%’#’h szl%wu#]“f’ BATHR S EEZZENAF G RGB 4 L. AR R T #AKF A
IR Ah R RO W IR R IR BEAREAIN, AFBREHERBRZRAGRDENESREFTERFIZE NS Fi2E A
T # RGB % Z ¥ 4% *ﬁif:&/\ﬂ“ﬁ’]*ﬁ] R, FEEZENAORFTHIANGIRELEFIEL G EBEXHFERSGL AR
c MEBS XINBRABZLERAEARB LR TR, BB MEL RGB 4 L ZAMIBIE L T, 04 X A9 Kok 2 iR A9 A ik
%II&%E_ Uik £, %:l T B IE % W & 45 M 69 8 Ok L PT4R 3L ik £ FaceForensics+ + . Celeb-DF vA & DFDC 3 A~ A FF 4048 & b3
AFTRENUER, FREREN, TR EAKTETAME Loy kb kT IA &M%, ﬁﬂﬁﬁ‘«‘k#&i/ﬁ: SES R T AR
FAF A A M AL, B R HE T P AR 692 A LA T 09 RGB Ao 3R 5 3 SR 45 AE 69 25 & 7T A 42 Z e B A R AR R 2 AL & A %5
B 6 Gt
KB R A AR BUE ; WUR P & 2 AMH G RGB 4 3 M B L
RERSES TP391

Detection of Deepfakes Based on Dual-stream Network

LI Ying' ,BIAN Shan"*?,WANG Chun-tao"* and HUANG Qiong'**
1 College of Mathematics and Informatics,South China Agricultural University, Guangzhou 510642, China
2 Guangzhou Key Laboratory of Intelligent Agriculture, Guangzhou 510642 ,China

3 Guangdong Provincial Key Laboratory of Information Security Technology.Guangzhou 510006 ,China

Abstract Deepfake is a kind of deep network model based on generative adversarial networks(GAN). It uses the source and tar-
get faces to generate highly realistic face videos that are difficult to identify. If some malicious person uses this technology to
make fake videos and spread rumors on the Internet,it will infringe personal portrait right,cause adverse social impact,or even
cause serious judicial disputes. In view of the serious threat brought by deepfake technology, many researchers at home and
abroad pay close attention to the study of the deepfake detection technology,and have put forward some effective detection me-
thods. The existing detection methods achieve good detection results in high-quality videos, but most videos in daily applications
are usually compressed into low-quality versions through social software. However, most of the existing deepfake detection meth-
ods have a significant decline in detecting this kind of low-quality videos. Besides, the detection performances of existing methods
are still unsatisfying in the case of cross datasets,limiting their real applications. To address this issue, this paper proposes a dual-
flow network structure based on Xception model under multiple attention mechanism. The network structure includes an RGB
branch using multiple attention mechanism and a frequency-domain branch for capturing low quality video artifacts. Based on our
research,it is found that the tiny difference between real images and fake images tends to concentrates in some local area. The
RGB branch under the multiple attention mechanism makes the model focus on different regions of the face,so it can get the glo-

bal features aggregated by the low-level texture and high-level semantic features under the guidance of the attention map. Com-
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bined with the RGB branch, the discrete cosine transform(DCT) is introduced in the frequency domain branch to provide comple-
mentary {eature representation, which can reflect subtle forgery traces or compression errors. Specifically. the proposed algorithm
firstly extracts a large number of face frames from videos by face extractor algorithm,and feeds these face frames into the two-
branch network model. The frequency branch decomposes the spectrum of images with three combined filters that provide addi-
tional learnable parts. In the RGB branch, the first three layers of the backbone network extract shallow features including texture
information etc. Then the attention module makes the model attend to the shallow information from different local areas. The
shallow information is then fed to the attention pooling layer to aggregate with the high-level semantic features from the rest lay-
ers of the backbone network. Finally, the network merges the feature vectors from both the RGB-branch and the frequency branch
to obtain the final discriminant result. The combination of these two branches can significantly improve the detection performance
of the model in cross database scenes and low-quality video sets. In order to verify the effectiveness of the proposed network
structure,a large number of comparative experiments are conducted on three public datasets,including FaceForensics+ -+, Celeb
DF and DFDC. In the low-quality part of FaceForensics+ -+ dataset,the AUC(Area Under the Curve) can reach 0. 927 1. In the
video level, the detection accuracy of low-quality and high-quality videos can reach 93. 84 % and 99. 69 % , respectively. Experimen-
tal results show that the proposed algorithm outperforms the existing detection algorithms in low-quality video sets as well as in

cross dataset scenes. It verifies that the combination of dual-stream features including the RGB branch and the frequency branch

can improve the robustness of the detection method, especially in low-quality video sets and in cross dataset scenes.
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Fig. 6 Multiple attetion maps
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Table 1 Experimental environment
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Table 2 Frame level detection results of FF+ + dataset

CHLpT 2 %)
LQ HQ

HE - ; = ;
ACC AUC ACC AUC

LD-CNN?2) 58.69 — 78. 45 —
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X-ray- 24 - 61. 60 - 87.35
Xception?! — 83.93 — 92. 30
spsLi 81.57 82.62 91. 60 95. 32
TR - 86.59 - 98.70
MADD 88. 69 90. 40 97.60 99. 29
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Table 3 Video level detection results of FF+ + dataset
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ACC AUC ACC AUC
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TBL25) - 91. 10 - 99. 12
A CHE 93. 84 98. 02 98.29 99.69
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Fig. 7 Comparison of class activation maps of different methods
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Table 4 AUC results of cross dataset test
CRLA 2 Y0
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Table 5 Comparison of AUC results on DFDC dataset
A 20)
HA i 2R AR
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Table 6 Comparison of ablation experimental results
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Fig. 8 Comparison of ROC curves of four models on FF-+ -+
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Fig. 9 Video level detection example
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