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Mimic Firewall Executor Scheduling Algorithm Based on Executor Defense Ability

LIU Wen-he,JIA Hong-yong and PAN Yun-fei

School of Cyber Science and Engineering,Zhengzhou University,Zhengzhou 450000, China

Abstract Mimic defense technology is an effective means to solve the easy to attack but difficult to defend situation in existing
network environment. Mimic defense technology builds a safe and reliable system by improving the dynamics, heterogeneity and
randomness of the system. The scheduling of heterogeneous executive bodies is the key link of mimic defense. Existing scheduling
algorithms lack of situational awareness and can only schedule the executor according to the existing strategy, which has the
problem of poor applicability. For this reason, DCOE,a scheduling algorithm based on the comprehensive defense capability of the
executive body is proposed. Based on the classic traffic monitoring algorithm,DCOE identifies the threat type and threat level of
the current traffic,and dynamically adjusts the types and numbers of heterogeneous executives according to the defense capabili-
ties of each executive against the current traffic. Simulation experiments show that.the DCOE algorithm can reduce the failure
rate and escape rate of the system on the basis of reducing the number of scheduling heterogeneous executives, that is,improve the over-
all defense level of the system on the premise of reducing the system overhead,and increase the difficulty of the adversary’s attack.

Keywords Mimic defense, Heterogeneous executor,Scheduling algorithm, Executor defense ability, Simulation
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Fig. 2 Firewall architecture based on mimic defense theory
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Table 1  Results of intrusion detection
Type of attack Probability
Normal 0.7290
DOS 0.1010
R2L 0.0019
U2R 0.1260
Rrobe 0.0280
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Fig. 4 DCOE algorithm flowchart
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Table 2 Type and number of KDD data set

Type of attack 10 % KDD Corrected KDD
All Type 494021 311092
Normal 97278 60593
DOS 391485 229853
R2L 4107 4166
U2R 52 228
Rrobe 1126 16189
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Fig. 6 Scheduling times of different algorithms
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Table 3 Redundancy of executor

Type of algorithm Degree of threat Redundancy
1=<0. 10 4
FIFO8.CRAZ.RSMS =
1>>0.10 4
1=<0. 10 3
DCOE
t>>0.10 4
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Table 4 Failure rate of different scheduling algorithms

intrusion

algorithm Failure rate
FIFO 0.0746
CRA 0.0535
RSMS 0.0144
DCOE 0.0102

bR S a5 R AR 1B AN IE 7 TR
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7O IR O R
Fig.7 Failure rate of different scheduling algorithms
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Table 5 Escape rate of different scheduling algorithms

Type of algorithm Escape rate

FIFO 6.90010°
CRA 3.870x10°
RSMS 0.446x10°
DCOE 0.581x10 ¢

oy b IR S 2 2R 2z i HE AR L AL 8 B
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Fig. 8 Escape rate of different scheduling algorithms
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