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Reentrancy Vulnerability Detection Based on Pre-training Technology and Expert Knowledge

CHEN Qiao-song' , HE Xiao-yang' , XU Wen-jie! ,DENG Xin' , WANG Jin' and PIAO Chang-hao”
1 Key Laboratory of Data Engineering and Visual Computing, School of Computer Science and Technology, Chongqing University of Posts and
Telecommunications, Chongqing 400065, China

2 Smart Energy Technology Research Center, School of Automation,Chongqing University of Posts and Telecommunications,Chongqing 400065,
China
Abstract As the security issues of smart contracts in blockchain become increasingly prominent, the vulnerability detection tasks
of smart contracts have gradually become a research hotspot. However, the current smart contract reentrancy vulnerability detec-
tion technologies are mainly traditional detection methods such as symbolic execution,static analysis,formal verification and fuzz-
ing. These detection methods not only have high false positive rate and false negative rate,but also have low detection accuracy.
At the same time,methods based on deep learning also have their unique limitations. In response to these problems, this paper
proposes a detection method that combines pre-training technology and traditional expert knowledge,and at the same time slices
smart contracts to reduce the impact of irrelevant data on the model. This paper focuses on the detection of reentrancy vulnerabili-
ty and conducts experiments on 203716 contract data sets. Experimental results show that the smart contract reentrancy vulnera-
bility detection method based on pre-training technology and expert knowledge has an accuracy rate of 96. 2% ,a recall rate of

97.7% and a F1 score of 96. 9% ,which are better than existing detection methods.

Keywords Blockchain,Smart contract, Vulnerability detection.Pre-training technology.Expert knowledge
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contract SimpleDAO { contract Attacker {

1 1

2 | mapping (address = uint) P"b_l,i,?,b‘f*,lﬁ!??e'l 2 | address dao = 0x2a3...6e;

4| function donate() pAayable public { 4 tlmcii{iira{t,gck() public {

5 balance[msg sender] += msg.value; _...(2 -}-5-|-.dao.donate.value(1 ether)():
6|} 6| dao.withdraw(1 ether);

7 P 703

8 | function yithdraw(uint amount) public-{3 |87 T

9| if(balance[msg. sender] >= amcunt) { 9 | function () payable public {

10|  /require(msg.sender.call.value(amount)()); [10| if(counter++ < 99) {

11| % creditfmsg.sender] - =amount; 11
120 k. 12|

14]) e e 4114y

dao.withdraw(1 ether);

.

B 1 —AE ARG T
Fig.1 Example of reentrancy vulnerability
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Fig. 2 Architecture of the proposed network

3.1 HEwAE

T U A G 0 45 SySe VRE H HY T T A TR
JF B TR 1 R SCAR IO PP T 1 A RH G 3871 o A ORI £ vh Y
BRERARURYIEG EMES S, R s T R mE
B AR 25 A S X T 00 406 A58 S 158 o 4% o i A S R
B A BE L DL R AR 0 56 B4 ur A5 A0 B R e PR L AR SCAR 4R
SySeVR 975 0 & BE & 20 8cde S R AT T 3k — P AR 2L $R K
A AR YR o8 . YR B FRE TR A9 S B0 X

HEATARI, IF BE ST Solidity B9 2045 F) )2 WG . X 175 1%
I B A5 7R 1% 5 2R E T I B9 52 3R SRR R [l I
BT BRI XN T ILREE EE N T PTM PRy
ORI 2] R . A 21U R BB DU D U I R R
T RE 22 1 T SCAR S, TR BN S me A KT s 3 A 00 0 RE . 3
o 33 il 7 322 B 24 i O T AR RS D BR R S 2 T R
T 1) TG 5% 19 A X A5 11 T I e ) A AL TR R B T S 29 1Y
FHETR AT SCAF S B AL B S AR AN AT 3 TR

1 pragma solidity 70.4.19;
2 contract SimpleEthBank {

@ —— data dependence
@ ————» control dependence

@ crtical syntax

|

|

|
s Fe—==

- 7z N\ N
el NN
- / / NN
6 e / P4 ! VN / )
' | soRtract & . )
19 function withdraw(uint amount) public { @ @ @ @ @ @ : @ i ?9 wptrd:‘ 5""})[:;‘[]]]3(8[,“‘!{ 0 public {
. . unction withdraw(uint amount) public
20 require(accountExists[msg.sender] && 0> o> | | &> 20 require(accountExists[msg scnﬁierl &:&
accountBalancesfmsg.sender] ==amount); i | 1ccoumB1hl‘1ce€[msg ;ender] >= amount):
21 msg.sender-call.valu amount): @ | @ | ( il valosfeisio ) ’
22 accountBalances[msg.sender] -= amount; 1 ! 21 msg.sender.call.value(amount);
23 e | ! 22 accountBalances[msg.sender] -= amount;
|
24 1 » . I » } 24 ;
i call.value | call.value | 291
| | 5
|
29} contract source code ! }
I o H
e ' @ ! contract slice
! |
\ 7

contract dependency graph

generate contract slice

3 RIREGAU R

Fig. 3 Extract contract slices
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contract slice

contract SimpleEthBank {
function withdraw(uint amount) public {
require(accountExists[msg.sender] &&
accountBalances[msg.sender] >= amount);
msg.sender.call.value(amount);
accountBalances[msg.sender] —= amount;

!
s

1
S

identify the variable sequence

contract SimpleEthBank {
function withdraw(uint amount) public {
5 5
require(accountExists[msg.sender] && .
29 3
msg.sender.call.value(amount);

3 3 46
accountBalances[msg.sender] - = amount;

1
s

B4 trif

l.generate AST
- >

2.extract variable
sequence
accountBalances[msg.sender] >= amount); | ¢———
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Fig. 4 Identify variable sequence
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Fig. 5 Data flow relationship between variables
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G'=LNMMATT(X" H+X"1 D
X"=LN(FFN(G")+G" (2)

HAp X R n— 1 2 Transformer Rt B 5 89 15 7 F£ R,
MATT 7% Multi-Head Attention #: 45, LN 2675 #E47 #7 1
e G FmmE X LS5 n JZ2 Multi-Head Atten-
tion BEAE & 1Y 1) 1 2R, X FORFESS n 2 X AR FUF (9 1h]
FFR . 4 0 )2 Multi-Head Attention B9 1 G #9345
HAF

Q=X""W K, =X"'"WEk,V.=X""'W/ (3)
T

head,»:suftmar(QlK' +M)V,; 4)
k

(l}" = head, ;*** shead, |W¢ (5)

E—BErE X € RIS Rl WR,WE L WY e
R4 e MW 3 Q. K, .V, B queries, keys s values (145 FE
FTn, u 2L FEE T head BIEE . d, & — head By 4E
B WO E RGO SRR B4, ME RSV JE Mask 41,
FORTH] S Z A LLE R SERE 0 C R A M, IRF 5] S g
NP PNFIEE § AT I Z B TE — R WA 86 AP

GIFIEE j AP F R — 35 fl B9 AT IR AT IIAE
A5 7 5 F1 8 &7 91 Z (B A7 7E — 4530, B J2 5 5K 1 )7 91 44
S[CLSJ&[SEP], M M; =0, W M; =—oo i+ 5H L F .
0, if ¢; € {[CLS],[SEP]} or q; .k, €C
M, = or{q; +k;YEEUE’ (6)
—oo, otherwise

Hod, g f kR DNFINN query flkey . E B BES A
iU 1 3, E SRR R AR T 5 A T AL b AR S R B
ZIR R R AR T F I o AT o Ze3d WAE
BB W o) /v EE L PTM % I X R LR

Z B LM 5, 75 S B AT IS I8 T T
A bR SO HA T S L SRS B ORI 2 ) 4% e L ) R X
T LCLSIM A Rk 4t Fo,={[CLS]I[CLS]E X"}, 7E&
T Z 21 Multi-Head Attention J& , 1% In] & il & T T A J7 51
BYRFAEAR B 0 73 2R AR 55 B B ROCR .
3.5 ETREHIRML

WP 2 2o B 75 BT 7 o & 51 AR 0 45 02 9 4 B R Y 5 —
Wy, G RRG L IRIE R T ik K2 5% K AR,
B G RRUIE AR 4 U T 1 AR A ok ST IR AE TR 1 — R SR
2R 2 ZE AR B LI DU A 7 4 E B IR . Oyente £
FF5 AT 0 U TR0 K A2 B call. value 9 AT 3K 42 42 B
ok, ORI G AR T R A A SR AR o A i A R T AR DGR AE
WRAFAE W) Storage XS A BT R A8 1 , W A7 7E T A .
sGuard™* W 2 FIAT 5 AT 1Y O 2K, 51 A $a8 o A0 R 5 4 4K
3T T I B WA A S 1R R I R IR R AR A L AR AR AR S
J& SSTORE HAT 761 5 & ) w] fEA7 A A I . Cont-
ractFuzzer i 18 3 Wi & 5 40 % call WA A0 45 W A2 A0 I 19 1A
LR ESARGTRAEARN, @0 EEREAN
PR eh B0 T AU I 19 & AR T LU R

(D EA call. value T,

(2)call. value J& i ¥ S B 25 5 W A7 S50, — 2 &
2/ balance A 5T .
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(D FEPAT transfer FRVERT . E AL balance Y HH A6 2
KA balance /&5 78 2 X J& CGE™ 2 H A — A>T,

il H CGE 975 35 0 8 e A 2 IR AR 47 43 4 , 3 B
R T TR 0 L R SR A one-hot [a] 3 4 AL R 4 B
B G RNR e Ry 1) B R P & 5 N ) £ 28 5 i A
2245 36 BURNb AL 32 B0 & NI 1 dE AR AE Fo .

33 Fo Ml Fu PIARHT 1 5 22 J5 8 Fo, Bl Fo BlE 7E—
A F AR Fu s RE K Fua 83 & MEIZ sig-
mod J7 15 B e 4 {9 A 47 % v, Horb 0 FoR B AR L1
FanAEAR HER T .

F.u=F.®F, 7

y=sigmod(FC(F,,;)) ®

4 IWITY

AR R B AR LLOK By L BU S BE G 24 AT R B O
Al BT S5 43 52 50 60 T Y B0 B R B0 L SRS 5 HC Al A 0 O
T HEAT X L S 06 RO b S0 d R AT SRR A AR A AT .
4.1 HBEBERIWRE

ARG T Peculiar B9 £ 4 X A Edfi 4 ZTE Smart-
Bugs Wild %4 4 i ZE b b 280 b 345 2009, 0 & — A~ K3
P4 dataset-wild Fll — 4~ /NECHE % dataset-vul, dataset-wild
B4 L 203716 1350 A G 24 IR AR HCE KA I 114 U 3
FR% , dataset-vul P4 AL & 1668 4347 B8 A 29 U5 AR A5 i 3
JHIRE B s W B 25 . 5 dataset-wild B0 5 A B9 /2 . data-
set-vul B¥E 4 A B4 2 00 TR A o R S AT RE RS Ml % T A
i B89 call. value SCHES . 334> HOHE 4R T AR 45 37 Al 52 2 1) T 31
R fg gy, Horb A& 1197 & A AR & 684 20 AR
TR AN A71 A3 A5 A T AU i 1 8 e 20 IR ARG £ 8 .

LU A BE S i B 4 Ubuntul8. 04 & 4% . Intel Xeon Gold
5218R 4L HEZR .32GB WNAFLL K& 1 3k NVIDIA V100 GPU, 5
Peculiar — 2, 7R & AE & 29 B4R 4L HBE ML 5 2000 & 29 %K
EVE R I GREE KT A% 80 26 YA 29 BV o i £
4.2 {FfEIEHR

RS -1 Precision, Recall #1 Fl-score fE b 5% 5 (1Y
AL bR B A 46 45 1Y (E 2 38 o TP ) JFPUBR B M |
TNCE M 1 N (R B ) 11 5545 8 #9 . Precision, Recall
Fil Fl-score BYITH A WTF .

.. TP
Preuszon—TierFP 9
TP
R“alliTiPﬁ’FN (10)
Floscore—2 x Precision * Recall an

Precision + Recall

4.3 EWHER

P AR SCHE R T ik S 11 R I D7 5 A dataset-wild
B 45 bR AT SR ST L, AL 4T 8 Bl G A9 AR I 3% (Oyente,
Osiris, Mythril, Manticore, Securify, Slither, SmartCheck #
Honeybadger™), 2 F %k F 3 B 2% 3 (9 J7 ¥ (DR-GCN,
TMP™) L K 1 0 3 F I 2 A 8 )5 5 Peculiar, #£ Peculiar
OB 1l o B SIS B AR AR A LR R 1 A,
MR 1 WG LLE Y Peculiar A9 K 0 20 R & B AT B,
A 3CJ7 2 40 LE Peculiar A — i (9 $2& FRRCR . A SCT7 8: 1

Precision, Recall 1 Fl-score 43 ik ] T 96. 2%, 97. 7% A0l
96.9% , It Peculiar 73542 T 4. 4%0,5. 3% F 4. 8% . A LA
A SO R AR A I8 B HE R IR M IR i R AR A . X R Y
Fil T TN R TN SRR A T I I 4G I 5 1 7E K Y
B 5 A A BT R TN R

1 7€ dataset-wild ZOHRAE b (94 B H g

Table 1 Performance comparison on dataset-wild
CHLAL 06D

Method Reentrancy
Recall Precision F1
Honeybadger 50.5 87.2 50.9
Manticore 50.0 49.7 49.9
Mythril 51.7 50. 2 49.7
Osiris 53.8 59.0 55.3
Oyente 54.1 65.6 56.4
Securify 54.8 52.6 53.4
Slither 65. 4 52.0 52.6
SmartCheck 70.5 79.4 74.1
DR-GCN 80.9 72.4 76.4
TMP 82.6 74.1 78.1
Peculiar 92.4 91.8 92.1
Our Method 97.7 96.2 96.9

g Y 2B IR (6] Ty 0 AU T A BE 7 R A S
7k 5 HA 9 Fh o7 B (Oyente, Osiris, Mythril, Manticore, Se-
curify, Slither, SmartCheck, Peculiar Il Honeybadger) 7 data-
set-vul BUHEAE L HEAT S04 T b, SR 25 sk 2 g,

22 £ dataset-vul B 4E b1 RE L AR

Table 2 Performance comparison on dataset-vul

LA %)
Method Reentrancy
Recall Precision F1

Honeybadger  50.5 64.7 23.8
Manticore 49.9 14.6 22.5
Mythril 44.0 37.4 26.4
Osiris 46. 3 41.5 27.6
Oyente 47.3 43.7 28.4
Securify 52.0 55.0 32.2
Slither 61.0 61.0 50. 3
SmartCheck 54.2 53.6 48.3
Peculiar 82.6 84.1 83.3
Our Method 88.3 90.3 89.2

M 2 T LU AL GER 8 B 7 ik (Oyente, Osiris . Myth-
ril, Manticore, Securify, Slither, SmartCheck #l Honeybadger)
B 2% IUAE AR AE 35 MR P 2 Fl-score VAT 32. 404, X R W4 48
AR 0 7 92 E T A B X A s AR AR ) RS L 1R 4
AR B R X R e 58 R A Ty 1 A W O 5B —
ANREAR b o FIWT & 20 b AT call. value B FH AR —E ST E
AU 1 B0 I HLsA 25 SR AN 2 ) i B A G R L B IOR
REBAR & 29 1 F UK R . WA SC7 A 7E dataset-vul 21
P4 A Precision, Recall fl Fl-score 43 H 35 E] T 90. 3%,
88.3% f1 89.2% . 5 Peculiar J5 ¥4 It , Precision, Recall I
Fl-score - 32T+ T 6.2%,5. 7%/ 5. 9%, XKW, IEZRH
TN GRER L KRG 28] i i LA AR A SO
WEET LR S0 O R AL i R KOG R BRAE AR AT
HAW A A A call. value KEFHA —E &4 =AW
0L, R, 7R SCOT I 78 B S 0 M Y Bai 4 b oA TR A g R
g
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R T BN T b B B R T SR R RN A5 R AG T g
IR TUIRASCR AT TIB B 9230 X Lo . B S8 XA & G 1R
A5 P 10 5 B AT S 5, SRS R RAIRBE AL 080
Hd AL B R R AT 928G . AR SCLL Peculiar Jy 9256 (1Y
MLk LA F NS 3 RIS 4 BT

%3 7E dataserwild O 3 A5 0 25

Table 3 Results of ablation study on dataset-wild

A 20)
Reentrancy
Method
Recall Precision F1
Peculiar 92.4 91.8 92.1
Peculiar+ek 96. 2 95.0 95.6
Peculiar+ek+cs 97.7 96.2 96.9

F 4 AE dataset-val $HE 4 T RLAF 5T B9 45 R

Table 4 Results of ablation study on dataset-vul dataset

CHLA 2 6D
Reentrancy
Method
Recall Precision F1
Peculiar 82.6 84.1 83.3
Peculiar+ek 84.0 85.4 84.6
Peculiar+ek+cs 88.3 90.3 89.2

HILEM L, U L KA Cek) B 19 1 R 7E dataset-
wild 0% % b ) Precision, Recall 1 Fl-score 43 B 4% F+ T
3.2%,3. 8% Al 3. 5%, 1E dataset-vul %4 % L i Precision,
Recall il Fl-score 43 42 7+ T 1. 3%, 1. 420 F1 1. 3%, X3
% G20 P BE 0% 1 — 25 8 AU U TR0 AR 0 1) 15 B 38 0 e 4R o L 4
FHRAL BRI RO . A T KR Celo BRI & 29 U1 8
PE AL PR Ces) B H (A BY 7E dataset-wild ZUHE £ L 1) Preci-
sion,Recall fl Fl-score 2342 F+ T 4.4% ,5. 3% M1 4. 8% . 7F
dataset-vul $U#5 % F Y Precision, Recall fl Fl-score 43 3] #&
THT 6.200,5. 700/ 5. 9% . X R & LU R 8977 %A
A8 TR B A A B T L8 b T TG S B0 X R AL Y T
Yoo AT AE IR B R R L E— 2P Al A L SR
G 2940 Fr 68 4% B8 A 80 B2 THBE Y Y 3 A U 3 R DU 28R

5 MHXIIE

LAY A — A A% 4 Uy R B 20 Y IR L Oy-
ente, Osiris, Mythril, Maian, Manticore fi FH % 5 $47 0 77 2
HEAT IR A I, 75 24 50 A 45 L AT AR L AR S E AR
B R J7 2 BE 88 AR U S A IR IR B S RS A S
Securify FI Zeus fff B 246 56 1 J7 123 58 2o @ A $ 21 IE B
SRS BIRIA AL . Slither 1 SmartCheck # H fff FH #2452 #7
A7 AT IR IR A M . ContractFuzzer $1 Hi 48 FH A58 I 328 A9
75 FCHEAT I IR A L 3% 07 28 % 4 3 O e Sl U B B A B
I WAL A T R AR AR L

T ARk AL A 2% > R 2% o)k J Ui L 72 45 45 75 2
TR, e B AR T LA T AT L, Xing 45
it AP = U0 R 6 B B BRI SRR AE L 1 I BL AR 2 2T 1 O
ORI e G 2R A M b hE B SR A AR i
Jg A . Tann %270l ) LSTM (4 7 1255 52 80 & 29 1 1R 14 )7 5]
2] RRAE RN A 202 A B R T T L35 T R 2 Ak T
o AT — B2 A T TR B 2 0 R AT U I A 0 1 T
%, Narayanal. & 42 B H [ 2l 25 55 2% 19 7 35 ok & I 3
1, Zhuang 55 32 H Al 1] P A 22 060 26 A R D0 7 vk, 4 & 29 P Y

2 0 T RN RO U T SCI Ak O IR S5 M AR JE BEAT RRAE A 2] . De-
tect'™ fil Peculiar FJFH Z£ NLP #1732 I FH B9 311l 25 £ R %
KW TE TN TR AL B LR o — P R T T
13z 1k BE

HERIE AR TR T U ZRBOR AR SRR Y
BHeA AT AR S, 5SOH N TAEMIL . A H R
S AT BN GRER LS Bl AL ge ) L AR 32D B
AV U R A 0 g 2 e SR R i R IR A G BETE R R AT
AU R AR T G 2 5 BRI IR T O 1 08 X R R Y
R, SEYG 2 R AR SCIHT W Precision, Recall 1 F1-
score ¥ BIKEN T 96.2%,97. TV M 96. 9% . A SCRH K
LR I R B R 5 1% 58 10 & AR RLG BEAT 8 RS 24 T T A
W BTSN IR BRI 7R Rk R 2D 4R TR
TR P Y 90 AL 00 B ] o o IR H A 26 28 9 ) 1) i 4 L ok — 0
AF 5 HCAD 26 B 3 3R] 1) A6 0 7 7%
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