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Detection of Malicious Behavior in Encrypted Traffic Based on Heuristic Search Feature Selection

YU Sai-sai' s WANG Xiao-juan® and ZHANG Qian-qian®

1 Consensus 30 Research Institute of China Electronics Technology Group,Chengdu 610096, China

2 School of Electronic Engineering,Beijing University of Posts and Telecommunications, Beijing 100089, China
3 Naval Academy Library,Bengbu, Anhui 233040 ,China

Abstract With the proportion of encrypted traffic in the network increasing, there are more and more malicious behaviors hidden
in the encrypted traffic, which makes the situation of network security more and more serious. Encrypted traffic with some mali-
cious behavior contains a variety of traffic characteristics, among which there is some redundancy. Redundant features will in-
crease the detection time and reduce the efficiency of model detection. Based on the principle of heuristic search strategy, this pa-
per selects many different features of encrypted traffic and finds out the representative combination of features. Firstly, the fea-
ture importance is sorted according to the random forest algorithm,and the features that have a great impact on the classification
results are selected. Then, the similarity between all features is calculated by Pearson correlation coefficient.and the relatively in-
dependent feature combinations are selected. Experimental results on the data set CTU-13 show that.by screening representative
feature combinations,detection time is reduced and the detection efficiency of encrypted traffic malicious behavior can be improved
without decreasing the detection accuracy.

Keywords Encrypted traffic, Malicious behavior, Heuristic search strategy,Feature selection
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Fig. 1 Flow chart of heuristic search strategy
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Table 2 Experimental data of heuristic feature selection scheme
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Table 3 Evaluation results of feature importance
FE  BERT HAEEEE | F5 HIEHS BAEE B
1 f7 0.1867230 7 13 0.0345650
2 f10 0.0649120 8 f1 0.0285750
3 12 0.0578830 9 /6 0.0216230
4 19 0.0453178 10 f11 0.0114720
5 18 0.0406320 11 f12 0.0083750
6 /5 0.035602 12 f4 0.0067370
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Table 4 Calculation results of feature similarity
/1 /2 /3 S /5 /6 7 /8 /9 /10 11 12
f1 1.0000 0.5100 0.5000 0.0960 0.8000 0.6800 0.2800 0.0990 0.8000 0.8300 0.3000 0.2900
12 0.5100 1.0000 0.5600 0.0110 0.5200 0.4900 0.2400 0.0920 0.5700 0.5600 0.0990 0.0730
/3 0.5000 0.5600 1.0000 0.1500 0.5000 0.4800 0.1500 0.0058 0.5400 0.5300 0.2500 0.2200
f4 0.0960 0.0110 0.1500 1.0000 0.1300 0.1000 0.0400 0.0200 0.0800 0.0900 0.5700 0.5400
/5 0.8000 0.5200 0.5000 0.1300 1.0000 0.6100 0.2700 0.1200 0.7800 0.8500 0.2900 0.2600
/6 0.6800 0.4900 0.4800 0.1000 0.6100 1.0000 0.3000 0.0310 0.8500 0.7900 0.1900 0.1600
17 0.2800 0.2400 0.1500 0.0470 0.2700 0.3000 1.0000 0.9000 0.2900 0.3000 0.0710 0.0580
/8 0.0990 0.0920 0.0100 0.0200 0.1200 0.0300 0.9000 1.0000 0.0700 0.0900 0.0130 0.0160
19 0.8000 0.5700 0.5400 0.0810 0.7800 0.8500 0.2900 0.0730 1.0000 0.9700 0.2600 0.2300
f10 0.8300 0.5600 0.5300 0.0880 0.8500 0.7900 0.3000 0.0960 0.9700 1.0000 0.2700 0.2400
f11 0.3000 0.0990 0.2500 0.5700 0.2900 0.1900 0.0700 0.0130 0.2600 0.2700 1.0000 0.9700
f12 0.2900 0.0730 0.2200 0.5400 0.2600 0.1600 0.0500 0.0160 0.2300 0.2400 0.9700 1.0000
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12 different feature combinations

A B AR A K
£10
f10, 17
104 £7, £9
104 f7.£9., /3
f10.f7, 9.3, f6
F104 74 f9. 3, f6., (12
104 fT 4 f9,f3, (6. (12, (11
S10. T, £9.f3, 6. f12, f11, f2

104 f7, f9.f3, f6. 12, 11, f2, /8
0 F104 ST f94 f3, f6. 12, 11, /2. (8, /5
11 SL0LfT5f9. f3, 16, f12, f11. /2, 8,5, f1
12 f10ufT4 1943, f6, (12, f11, f2.f8, f5,f1, 4
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Table 6 Experimental results of feature combination screening

EH B R/ R E/ A E/ Y% B E /Y% Fl-score/ % EATE 8] /s

41 93.327 34.573 95. 785 65.426 78.476 10. 697
442 94.336 30.353 96.522 67.895 81.336 16.783
443 95.735 28.562 96.736 71.437 82.717 16.963
44 95.976 26.255 98.568 73.744 84.473 22.508
45 97.477 11.394 93.588 89. 368 92.533 23.694
414 6 98.436 10. 332 97.373 89.576 93.768 22.535
447 98.658 8.154 96. 426 91.897 94.563 19.283
4148 98.326 7.803 96.337 92.594 94.672 19. 587
49 98.973 4.967 97.556 95.533 96. 730 25.675
214 10 99.356 3.656 97.810 96.573 96. 943 25.973
411 99.073 5.326 96. 646 94.672 95.658 26.753
24 12 99.325 4.875 97.437 96. 790 96.798 26. 856
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