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Overview of Android GUI Automated Testing
YANG Yi, WANG Xi,ZHAO Chun-lei and BU Zhi-liang

Key Laboratory of Computer Vision and System of Ministry of Education, Tianjin University of Technology, Tianjin 300384 ,China

Tianjin Key Laboratory of Intelligent Computing and Novel Software Technology, Tianjin University of Technology, Tianjin 300384 ,China
Abstract With the increasing number of new types and versions of mobile apps,the traditional manual testing methods can’t ca-
ter for the demand. Therefore, more effective automated testing methods need to be proposed. In the process of automated tes-
ting, the GUI (Graphical User Interface) of Android apps plays an extremely important role. GUI automated testing has become
the focus of researchers because of its excellent test coverage and ability of crash detection. In this paper,the current research on
GUI automated testing is sorted out and summarized,and the representative automated testing framework is chosen for detailed a-
nalysis. The selected automated testing tools are classified,analyzed and compared from the aspects of testing strategy.explora-
tion strategy,crash report, whether to support replay, testing environment, supported event type, whether to use source code,
whether open source, and system event identification method. At the same time, some representative automated testing frame-
works are selected for contrast experiments to explore the testing efficiency and their advantages and disadvantages. Finally. the

challenges faced by the current research and the future development prospects are proposed.

Keywords Android, Automated testing, GUI testing, Testing tools, Test case generation
| al= S R I T . BTN T DU A a1, L
=

ORI A5 L TR R T B IR R L TR A e

b R 4R 4R B b gt R 2020 4R 12 L FRE
E AN E s A APP(Application., # 3 B 5k’ i D £
O 345 Y, M EW I K BIKOR FE A LT L 1 £
APP (¥ BT & 35 A 1 5C ARG B AT R0, R Rz S, L R
PRBE DAL IB £ [0, 0 FH P Al ok AN g 1 £ O sk 0 T A 4R
RN T 3 Z 00 % APP #E 47 58 3 L 4 1A DU 3R AN T sk i Y
— ¥,

% 30 h FH AT 43 A TR A S A . A T

KRBT A . WK 1A . B 34k IR 4 S 3K 2l i ik
oA I HLAS AT BT A2 . i GUT @ sk ik 2 @ sh ik
DU i — 28, 545 48 1 T T v A L LR AR T 04t A
ASFIF R, wad it [ sh ik B R 4 7 AUT (Application
Under Test, M B FARE ) 89 GUIL, I 4 4% HE 2 B7 4 1 5 v
SRR AR ) AR A TR A I A A L 3k B R [ A 4k
XA R JLAETR T N B R ST A . 2 AT ik R 4 320
B I8 GUT W T2 19 38 47 8 J2 K K T B 2 26 4F PC i

HAEWH . BRI LA 4T H (U1536122) ; BHE #“BH 47 B J1 2 3F 20207 # 45 L 1 (SQ2020YFF0413781) ; KT H A Bl = & R 3 4

(18JCQNJC69900)

This work was supported by the National Funds-joint Fund Projects(U1536122) , Key Special Project of “Science and Technology Helps Economy
2020” of the Ministry of Science and Technology(SQ2020YFF0413781) and Tianjin Natural Science Youth Fund (18JCQNJC69900).

WAEVEH M EH (zeljut@gmail. com)

210900231-1



Com puter Science THHEHLE Vol 49,No. 11A, Nov. 2022

PN 53 P 247 L AURD B I A 45 O R B AR T L T R
TH = A ) F P 506 R G5 B Android B # (ELSE I 9% B
HRAED L IHEAT,

Android B I EY H 92 I 508 47 78 Android 3 % b
{49 LT 4 Ty RE L AT M RS AR S . AR SCHE R Android
GUI A g LMk i E A WF 5 TARBEAT 2008, EZBRUL T iR 4F
A ARFR M L 3l B BT S T A 2 OR Y RE E
FT VRN A9 A 28 Do X BE 23 A o 9 2 8 23 HE SR 48 1 T 58 3 L
SCH AT SR W PR R B TR AR R SR
FREE SRR S 2 I TR A APP PR 2 TR T 3L &R
SR BITTIEIX 9 A A A B R X 28 A gl kil i T R
BEAT A TR A W) 09 AR BE L R AT 1A B9 23 28 L B SR
FC B B A SO R B AR R Y K BRI 35

ARSCEH 2 WA T A SRR A R D AR A 3 e
THege GULIK 5 8 3l GUI I Y AH 7] 5 5 A8 8] s, JOF HL
Xt B Bl AR B AT 428 N 9 A A BE O T T 35 1 3 5
o P A4 E SRR T 26 Ty T (A ] A7 i TG T S E O T
PRI A 58 3 5 T 46 ) 280 2R 35 A A SR AT 18 40 A 2 0 G 3k A
et FE R AR o B AR B9 B 3 AT RE 282647 X L2 5
54 RS 3 T PR B A SR AT AU R R 1 3 Ak 1 HE S
A0 He S 88 7 PR 55 R ] A 475 20 T o 0 F Aol A T 30 X A
ZRAE AR [ 1A AUT 47 645 B A Acdvity BE3E 3, 9F T
SCE G R AAT T s B m B T AT GUT A 3l Ak i 1 il 9
PR BA 1] RE R BT I L DB S

2 B ERHE

A 3l A I3 5T N 52 BB A BE AT LA 43O 4 S B B
S8 — A B B R £ 0 3 B B AL A 2 T O A S o/ [l B B
e T BEE A2 o A5 ) o A HEAT SRR O TR B fe R 11 O =X
SEe il B IR A AR HE4E 47, O HoBR DR A R Th AR, SRR L
A LA Sy 5 Rl 447 05 8 3 e ok AR BB 1 L TR B T A A
HIIIRE . BB X AUT M — LB RE AT Bt 97 K 17K Y
TR o E G Y DU A — R AR )P IR S I
AR T RN BT I A T RGP A LI R AR R 4 3R] R
MR 1A B A 15 3 i e, 78 00 it A8 v — B B, Ul N R
R e A G A AR AT R SR

55 A B B A A R R B B K s R G RS [
D88 K 25 A DX A 0 2 55 4 e B A S 2 i o B, T R ST A
B 08 . AR A A D RE S AL A (R K R AR A A
Pt JBCAE — A 25 Al A — B 25 R AN [R] A B8 A 0, U
R U B S R W TT A R

55 = AP B M HE SR B B, B 3l Ak D HE 42 e L R
JEW F] Mercury Interactive 2 & F 1996 4E 52 il i) winrun-
ner* HEAL B J& — 3K I g M A HE AL, S8 T A% 8 i A Y ik
il / 1. BEAE AR I AUT RE 5 IE & 32 17 LA SRR 75 35 ) 909 2
fE. 2007 4F Android 1E 3 & 7 IR AR RS ), [6] i % 78 T Mon-
key"* , MonkeyRunner #1 Instrumentation 3% 3 >l iz HE 24 ,
HHp Monkey 1] AUT &k PHBEHLI H P FH . AFZIEE W
GUI g5t , g T g Wik, 0 3& H Ti#EAT R Wik, ez )5
B9 AR W5 N DU A Ak D e 0 B AL 3R 3 AT Bl
Machiry %542 Hi () Dynodroid™® fii B T B AL 5% w& . {5 & 47 1
Monkey 9 AL A TN BE . 3 4F 3k T & A 51— B X BE AL
SR AT BCHE H AUT (#9300 328 4 55 236 9F 3 A 13 3 K06 B2 1

. FFR N DU bR B A U B T T GUT A Y 1 HE
8RBT G SR I RE 98 BB AUT 24857 GUI, 7% X iF #% B
&R 64T 34 A 7 A2 R — D AR W e 2. 1) AUT 4 A A
ML DA BN S A S A, BT GUI B TUAE 42 1
BURIAR LA Li %4 1Y DroidBot™™ , T 4 T B A= B IR A
B A RNl HOR [R) B3 3 AR A P il (User Interface, UD
AR BRI EN A SRR E R . B
LA 2 BRI R e DF IS N EDESE T B T REAL Y
J5 A TR J7 vk 2 05 ALK ML 2 2 A B A Ak
WAE SR TP & 22 h . Ardito 557 T & (9 i U AE 48 £ T HL
TSR] L L RES A A Android R F R B R R . H
T R A W ], 9 A T RN B g S I A O 7 I
AUT H AR {52 AR5 F0JH 7 FU0T . 3R A Ak 24 32 00 A
IR Tz HE SR AR A TE O T R B0 W) — N R Y
BYAS 6] RRAS B PAT A 3 0 I3 AN -7 2 T 3l 4 4 ik

500N B B R TR S HE B B, LAV A AN TR] B I 3 HE 2R
LR, HEAT Z K AR AR A DAL AE AL, DK B4R B
72505 i A 5 AR AR B Y

3 BHUMKIERSERSH

3.1 % GUL IR 5% 3) GUL Uik By 3T LE

58 GUT L 7E PC St i A7 19 07 A AR 7 0, R4 2
fe 4 GUI IR & #8 3h GUT M3, 24 A A9 3% Al 0 15 K 4B
AR T < [l 8 A 0 3k T B i 0 3 P 900 8 Oy v 38 e
ST AE AT A A R 43 BT L X A T T A 3 R R R R
DA e I 4

¥sh GULINR A AL 58 GUT IR BR 7 5 2% R 3L AR 1 2
AETN I M RE I D A, 30 B 25 BB A sh I 45 H B (8 PR AE
WAFTEE — L X 5],

(1) DU AR Jo AN [R) o 5 WL I B 35 58 O, 1T 28 40 1% 2 4 A
W] 8 A B 22, DT A J e B8 i B R R 5 T RS 2 I
AN BR BB FAE B B — R A B R,
LB 0 ST 4 S ) 4 4 o foF T T A R BN A B

(2) i I3 55 AS T - A% G5 5 1) 66 P b o L e 1 2 I 8%
55 R 5 T B 2l o 14 i 3 A e PC S B N &
A, ELPANZE ) 238 b 4k A5 0 25 B A1 1 B [ AR RS 8 i
M S R LR

(3) %t AT7 AN [« At 8 54— Aol P B 0 5 396 47
AEAE A s B T Bk WAy 2 A0 3 T S
fie R AT 20 i 2 R 2 R A s 2 U

(D % A A AR AL GE 3 1 g A B KB o 3 3%
RS 4 25 L HAth 2 (load, focus, blur %) , 1M #2 3h v JH 1)
A A SRR AT A T 2R R 2,
b B T O A O B S A D R e R
TR H A A

GO BAERGEARR : PC 3 19 #:/E R 5y Windows, Mac,
Linux % . % 3hvi i #AE R 40 Android, 10S 4%,

(6) % Bl 1) & WU A F 1% 58 GUL IR, B8 8 i 3
A PUH B T A R T 5, e A kL R
28 SU G | P 0 A R 5 5 ) % s A P
AR
3.2 Android B 31{L MR EZR B o 2

Android H Z4L MR HE S X Android APP #E47 H 311k

210900231-2



% 2% Android GUI H sh kiR 4 A&

DA T H, R HE A 2 X, @ 46 HE 28 W] L) 43
Sy A Dy Re M I AE JL RN AR DU REAE R . LAl e i 4 %
S FH T DU A 2 1 R ls B B L 451 A, T T — AN I A A 4L
B | BB il 3R U B AR 5 I IR T AR I HE AR N B
F W Re  E2EH T H S 46 W H 1 09 45 B R BT . %
AN AL I 2 7Y, n] LUK A S T RE A sl Ak I HE S L 1 R
ALK AESE 224 H B A HESE L R & A 2l Ak T HE 42
etk A 2 A IR 28 |22 4 /38 3 3 A I AHE 22

3.3 Android B Zh{L X AE 22 B HF1E

AT K AR W AR R RS A R R SR L
MR BT RPN 2 2 6 APP IR RS 2 & JF I
RGEFMRBTTE O DR B f REE R A B R LB E
WA s T A
3.3.1 MK Kw%

4T, Android - 5 B EM A SRR EZ 4 326 1
A R AR K Gk, AT A T B A 40
A~ Android H Ak HE 2, IF5F 3 Fh I 58 w9 o5 L
T BEAT AT S R 1 TR,

(D E & B & TR AR5 X APP #4701 77
BRI PR XA AT 43 A 5 77 A i L 7E I AL |
Aol FH S Bk A3 A o DT 77 A 000 4 R ) s A i e Y
SORAS B0 D0 3 40 T IORS A AR AUT 9 2SR 88w, BRI
TR AP b e SR g 00 B A A TR Y 0 e T
W& B HE 240 45 Intent Fuzzer™ , ACTEve'™ , EvoDroid " 25 |

(2) B At . JB 3 3R e O A% KL APP 8RS, R AE
D 72 P WS T S Bl ik A ST GUIT A5 B i it T3 5 B 3)
A AE 42 5 58 B Bl AR T A, BT S MR 2 A2 B, X A iR
SR YO R X AUT By 2SR AR, X i i bR #8439 APP
HRREHEAT A RN, F 5 & WA L, HORE B B R KRR AR
e g 7 ] B G 0 4K 5K W 1Y 4E 22 445 Monkey , Dynodroid,
PUMA", AgileUATMM? 4 |

() B At < K & Ml A T B I A PR s il =2 1)
5 a A B DG APP [ N, 2 H T AR R By
Be JUskFI M APP NER RIS ATRAS . BB A TR & U 3R
W& B HE 22 2. 4% Stoat™ ,ORBITM , Sapienzt'®) 4,

O&E |

[ oxe wmus

P13 ) a5 g o L1 B
Fig. 1 Proportion of three test strategies
3.3.2 WER%

Android N F B2 ¥ 7632 17 B 23 77 A K i R AL W A,
GUT #y 4R T LA 2 Fp A 5] e 00k fil %, BAT & L B0 5.
P BRI 3 P 9] 1) % 2R S R R 1 e ) OR TT
A SCOR BUAF Y A B I HE B8BTS PR R RN 3 4 Fib
BEALIRFR SR L TR A PR I L R G R R Al oK
W JF AN G 5 26 5 A R A R A fH — SE )

A A S 1) (1 I AE 2 2 A R S IR 1y 0 0 3 45 2R A
DT 09 JC R F 1, T SO R R AR R B TUAY R E S e T
VERE . DO 7E D X0 R oy o 5 0 B g 00 5ROk A il B
T g A RO T A A

AR K B 3l Al T 3 Y & TR R Sk B 58, Android U IR i
UL 1) SRy P S L OF AT R G A HAR O i A
W7 N Al AR v, S TR RE 2 MR R B APP
BRSOk 8 22 1 FF & N B I Bty £ P S0 57 800 104 R R SR
IS0 PR B 2 AL AR & kX APP 4TI, Bk
M SR .

(DBEPLIRR KM, BEVLSR M 2 H Ay ) iz 9 0
KM 2 — ) Z B TR AT R S8 SQL B E R 4
Android i FIF27 S0 5. B 3 Ak 0 G HE 42 58 Ao B 4
2 kORI SR B LES 2 — R3] GUL A & 2% 25 %% s $AT
5 HAb SRS AR LT Ry Rt g, B AR ™ A T AR A
Bz I T R e 5. Hh B SR P pHE
41 Monkey, Dynodroid il PUMA

Monkey J& Google & flk ) — 4~ iy 47 T. B, ol 12 17 1E 4
LA B S BRI &, Bl R G kIR DR BE ML B T P S B
PR B A T A A SE L X IR TE B AT By N
PP HEAT AT, Monkey [ £ 5 J2: B8 1% 75 45 Bt [ia) Py 7= A4 44
AL A IR H A L BR S JE Monkey T3 i X 52 A R AR
A AR B B A A 2 BE AL Y, R8T RN DR A S
PERY B AN BE#EAT B E i A . H Monkey M2 6 i # 17
sl A, B R B R R M. £ X% Monkey B BL™ 4 B 3
P73 AT e 2> 1 57 # 4R AR [ i 2 4 Bk % 20 AR [ 1 7 101 A )
H, Yan 20V 5@ 5 X Monkey #5472k, 38 3% Monkey X T 471
TSR R E A S HF B2 T — Bl g X Android B H ¥ 89 ¥
G0 Tk B T B A A DA T R R R S A

Dynodroid #& Machiry Z£7E 2013 4E 82 1 () — A2 FF 7T
R TR & WA T BE AL 3R s, (A2 AH Lk Monkey 9 B8
Bl A BN g . ARG I H R R b i 0 Y 3 O W T S R
GUI 4544 , DynoDroid fif % iz & f5i X A H1 5G9 R 58 4 1 .
It FLAE D3 i 2 A b AT ACEE 0 R S 5 o R B A
UL K B SOK U B R ACE 7R SR R ) T R R
M A . 5 BRI Dynodroid ¥ [ 3h 4k i A 1 T 3h i
AABGE & o i U T N AR e v o 2 A SR 5 B B0 A
WA A S AHESR BT 0 Tk A 3 58 B 7E. 5 Monkey
AL Dynodroid $& {4t ) 5 £ 55 8 g, 7 A= 19 % A 51 5 m
1 185

Sasnauskas & & T —4> 2 KB AL AE 22 IntentFuzzer,
P T — USRS AT RGBT AL S . XA
HAE AT RGBT RN R, B A RO AE
MZ Android i IR Pk SEHT W 9 A I A % . BRHE T
V5 BEPLIO 77 15k 5 Android 4144 (8] 19 38 15 T 4F G I ok i)
ZW& T Android 4b B H: Al 380 m) B K O R B9 AR B AR AL
FRZ3 BT 0 SR L AR A . SRS I A 5 T 1) R AE T
FE PR FIORT BE 456 T B2 Z AN B0 L SR T 0 S B T A
7RI T

PUMA i J] T Monkey K 47 AUT SREHHEK XD
A 53 M HEZE S Koam A 6] 1 2l 25 43 BT AT 55 #E AT SE 4k L S04
Xof 2% b 25 R 1 B R MR HEAT AR BT, SRV P RE SR R R R
IR 4 7 PR 24 DA B A 4 R B A X R P 32 AT I bR A 1 G

210900231-3



Com puter Science THHEHLE Vol 49,No. 11A, Nov. 2022

i 7] DL AT 438, I S R sh a2 47 i i A B & ek, 1 Huang
ZEL220 A O N B AL DU CART) BE 6% K6 0 35 4910 34 20 b
Sy A A BN A T, TS 3R 7E ART A e e A6 I fig

(DFEFHR P BRI, I TR g AS APP 1Y
GUI FX APP B4 1 S Ik ok , DT A B LA ] 1812 X3 19
BEAY S RAALAE AR L, JE T AR 4R R B R A Y TT AR B
AF /D S RERE, Al T APP B & £ 748, B 8L i iy
RUPE A MER , F 5 0 P BE A RS R E R RS, X2 A T
YERI ST an R .

A AL 5 APP I A 45 & 19 28 W) B Weyuker $2
L E I T AR A R R SR GG LAE A AT AR SR L Li SRR
19 DroidBot {5 FH 3% 45 1 19 € 22 R W&, 445 182 2 DR 285 0 fi 2% IR
B P AR N — A RS T A S i L
PER APP IR ZS 1 [ 5 46 AT =1 1] ) 38 )77 [0) 81, DroidBot
BRI A0 A5 2 S T 3 45 R APP B0 ™ 4 1 sk L 9 H7E B
A R 4 HE Z8 0 FH T U APP #E4T 303 A9 17 B R, DroidBot 2
HET — R i o PR AR R A A 2t . DroidBot REE N
BT A A A TR A R P A A A fi &
MR F 07 1 IR G 7 . FRATT AT Aol T 9 T e 40 A 3 L
Fa bR R AL T A e . X P A I B APP
R RS TR RS AL IR R R L H T A S
BB A PR B AR R — [/ — 2 AR 5 1] AN (6] 25 R 1 155 0
R B, AEH AR R, % 5 /) DFS LI & BFS 8247
B AN A3 T R, BRI, 8 AR X A 2% i o AR R R, A0 v
FLOATE S, R mEA R L R E e B — AT
RE” A A F A UT AR, 3 i 1 A% ¢ 1 3 [ J7 2 el 47 76 1R
KA JR BR A T A 2 BRI RE B4 RS B R AR B A A R
R Tl iy ST , B ) R R T RE R R AR T JO TR AR
TIE 18— 25 DU A ) 81, Lh K ) 3606 24 18] B,

RS A% 4 3k 7 AR I e, 1 Bk 8l B R A BA T
KW Fastbot™ 4 1 T £ Fh i & =0l 5 550, A 5 N 4
UCB 8 ¥ \MTree 5 ¥ DL J NStepQ %5 3%, % J ik b i [n] 50
B A L B T RORL B GUT I £ 32 3 F WL 19 77 K
IR B E 7 Y BR 1 53 — 18] 3T, Fastbot ¥ 14 #E KB N 7E 5t
RGN F 4338 B = o, £ P i SRR UL 5 B MW
B AR TIRE . X — X R4 TR A HE 2R TR R A
#2540 Droidbot, 4381 5 7H 8T — 2 A WA iy A 5 4 7 1R
R85 0 B U, 3 B0 I A AR b Bl N B 32 AT DL R S e
IR 25 SR = A 2 30 T BRI

Choi 2532 1 19 SwiltHand > & —Fh [ gL BA , M
F R APP A BN AT 51 . % B AR B A 2 ) AR R
WHE] 2 2] APP AR RY, Fi 4l F 2% 2J AR A= 15 7] APP R
PR P A [\ B Be 98 i 1] APP 7628 BLi i A i
PAT AR . Z AT I A SR 3R 5 0 IR 75 22 880 R 3l L
FHRR o DAAE R 23R A0 B bR 25 1T A 30k A1) L Aotk 245 5 DA ekt 52
RS B 5 3 SR 5 B, T U L A e U L R R A T
bR 2S5 460 BT 0 1 I TR B AR £, 3R F Ik, SwiftHand i —
i BE 05 B /N6 0T I 8 U B0 B R R 2 2 Sk L Of kA F R
Jo SRR o R i i B R TR R BIR A .

Su T Stoat, X JE—FIFE APP L P AT Bl AL ASE 280 1)
R H G S0 H Tk ik GUT R, Stoat #I JH APP 1)
AT S A5 700 3 A1t A 0 3 A il i DA 30 v A 2 SR T
£ B AL 19 F {2k ¥ 5. AndroidRipper™’ . MobiGUITAR™"

(R WP ) . ORBIT F1 AMOLAPS fii F IR 28 #L 3k £ R
APP R AF B AT A B Al (8] PR R GR 0k CAn R B A e 1 R
S TR RO R SHE B UL BRIt H M fE
Z 3 T — BRIl . MonkeylLab™ f& #5105 F7 (MR AT BR &5 L DA
GG B R E L B A2 A T S ST A

Salihu 4548t T AMOGA™"T 5 W , 1 & — Fp i FI TR & .
e A A B APP /Y GUIT BE A DL 47 35 T A5 20 (7% 0] 4
KM . BRI T —FOR A AT B R R R BB AR S
AFFAHCHR Y UL ST R W F 450 %, 7818 17 1) 2 45 3 3 AT
FF T AR N R F 04T o X R0 3w T LUAR e il T3
o] TR 1 O 58 B P i 5 B R BB R BE )2 A 2R N R F B A
A1 Y )

PSR APP (I Re s T &2 24k . %5 2 P [l i 3447 28 B
YMER) APP ikl £ , Ravelo-Méndez 2532 ) 755 — AN IF
] FH Y B 3 % K T H Kraken™! , HAE % 37 1 APP UEAT
O F 20" 8- VBRI

(D) RGIRRKME . T GCR K Wl 4F 5 PAT 5
SO A B BARSEAT I, 280 5 A TR I PR R R 45 5
o FH s o3k BT G DR AR X R B R AT DL GE o R E A
KIRARR APP 15 B0 R @ 84 . 00 AU e T 07 LUR A BRAR
fith > & BT WD SR w HE LIAR R B9 APP A7y, Hoh B A
Mk A HE 22 f1 $5 . ACTEve, AndroidRipper, A3E Depth-
First® &

Anand 5F7E 2012 4E4R ) T 88 — A RE R R KM 1
MHAHEZ ACTEve, €3 i S0 #5434 1 J7 SR AT 19 fif 5 %50
e AR ) O T SR 5 51 2 8] B4, S T RE 22 b
54T 3 DT 2 fiff B AR R JE (R8T, 2013 4F, Tanzirul 542 T
ASE Depth-First 13 75 i . i JH #2575 5370 #7k XE APP )
S AT R A BN R R . [ 4F, Amalfitano 542 HH 9 An-
droidRipper i I T 3 TR M7 ik s 8 50 #r GUL S 44, &
B 3 2R R B a8 T AR R R GUT, H Y2 15 21 24 51 1B
FH P ST P A fh TP X S0 T 0 R 48 2 R A AN TR R
oz I B8 7 B DU 2K ) A A SO A R RS R R AR

FHSIAT R — R AR P 2 BT B R A (AR S R )T
AR (0 4 0 G 4 D A5 S A A B R, B AT TE AR
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4 E BT EATELEH THRERFHF I MFES
HOHE B H AR . Mirzaei % T 2016 4£ 48 th 9 SIG-Droid ™"
TEZE Pt T 3 HF Android B RE 7 M A5 55 AT 51 5 % B T
T ) SR WS R4 5 BAT 45 Al ok » R gt A B il A, (B
LA P ) TR A S 48 3R SR I S A IR IR 2B 1T A T RE B
P51,

(O FHABHE R, AHEH TR LR SRS . T HL
a2 R B AR AT kR . HohO AR B
THRUL R AT AR B S BN 260 2 ST AT s RASR BBURT I8 R B
Hehe I T 2R 0 S IR AR S B Al 018 37 240 U A5
HREH S RYERE . REPLE ) TR AT S o) R R
BE 2 ) SR AT LAAR A4t i H 3 Android By H 24k U il

Hu %5 F 2014 4F$2 758 — 4> 6 AT 5 T 98 R IR R R g
A MHAAE SR AppDoctor™ 7, I 44 48 R B vk 5 i K B kA 45
B RS R R R LA R RS AR X
T IR PREE AT MR A . R LT Rk iR
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KT P KR AR R B KA, Li SR T 2019 A 4R
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2] B TR A I 3K N B R A 6k 4 S AR . Huma-
noid A] DLAE N 2 RIS T80 58 1 i) ok A b 0 D 42 ) 2 22 4L 3
Xof HBEAT D8 e HE DT T /5 280 % b 2E s R 4% 15 ) F 2R
AR A . HZKAERE B AT R E FA LR RS
TR LRI FE R GRS W, A7 H A T Huma-
noid Wy LUA I B 19 56 T I AR P47 2 19 N8R 48 5 09 DUl
W7k Adamant™™ B REAS K F P 7R T APP B R AR
g AN IR AR B R v e AR BTN A R A (LS
Humanoid #f kb » Adamant [0 313 72 8 8 & 0 SR, 75 2
TN B 40 55 AR R 0 3 0 A O 52 B . Amalfitano 455 3@
B T ¥ Android BT 09 A 3k GUT R %K 5 4K
MEHAHSS & $2 T jJuGULAR A, X FIR & GUI IR R
FeAR ] LLAE B 3505 2 B 55 ARRS AT R A B ) 4% U et T T
PLA #0004 B2 R AR DU RE 7 o H AN e A T
RIS SR R I 208 B A RO S R R AT L 2 R H At Al 9 8 1
BLIEAT AL HE , Packeviius 255 $2 H T —Fh [ 3h 46 R0 5E 05
1% TT IR A T e ORISR A 00 Bk A B R G
KM APP 78 H At 3 4 5035 28 Bl ik &5 1 J2 75 Be 9% 1F 8 s
B35, 2020 4 Wang 2452 11 19 Combodroid-'") #E 42 {fi Fij %&
THRMEE S0 3 3T 2w Fh 7 5B A 4 R
K HA B SO A, NTTTIR AR APP WA 24Tk .
3.3.3 AiRMRE

M AUT R4 S5 IR 2856 BT 2R i B 455D i, B
Sl AL IRAE BRI 58, I8 kAR 1 R D SR B R R R
W EEE S AR RE debug F W RN R H B
FETC Ry S A0 Al SR . — B, A A R IR DL AR
BEIG B SCAS B I 3K 52 B0, (A 30 40 HE 2R 4 i R 4 5 1 8 L%
WRTEAAAT I E T, F RS A AT I 55 B T
fite AUT FEAER IR, 4 R T JF & N 535 e &k 30 1] A8 A Dl
[ R, P2 = AL B AR . e A TAEM T,

fii F Monkey #E47I38 . 78 AUT HBLS % B 00 F 45
BRIE RS HERRLEm 21T Wi, 3% i logeat fir 4,
R H RS T RUAE H AR b R R B OGBS IR E 7
PRALE W BEE . DroidBot BY M 25 5 ik HTML BT 5 3
DU SRR B 7 I i R RS R B R, A AR
BT bk U — A ) B B i AT SRR YT iR A is
AT BRI A T 0 22 ) 1 0 A% ik A AR AS e e 0 < 7, >
TR PR 7= A S B 3 3 O S IR 7 A 0 R A A A R P

TR EE AT LIS R SE R . Liu 48 1 09 A T 03K 2 15 1 8 AR Y
B CTPHY Z A & A s T GULARZS &, 7T 5 F 43 01 i
FRT AT R A BT A s W A, AR 0% e I ik i AR
rP I A S L A T A R A e A 1 A 1 P BE AR L O
1 DG AR 3 e 2 SRR b, 4 P AT DAGE SR [ A S
VAL T 8 2 SR P B PR AR A0 - CP UL A L H Tt XY
24 R VAR N AR P FEAR TR & B MERE L B O Android £ U
A R AR (19 e 25 1 5 ) B 4 4 00 3 e R FOORG . ] DL
B sh AR HE 4L 5 R 45 B 3h A e 4L 45 A, 61 A0t uiau-
tomator2 5 pytest-html #1454 , i i ¥ Jin--html = report. ht-
ml S5, A O .
3.3.4 RGIAHTHK

T AHE 28 A= B — & 510 AT 3B 04 I 1)L 3k A RS B iR
FATIAT . — B AR R 7R P & A R 0 RRE 420K T i
FECRE I — RIVRAE, DT & N G R 5 iR
LT Re w] LLES B T & N 5L TR v Hb o A B0 4 R kAR 4L
B G T AT R K A 0 DB AT I A R T AR I sk R
RAHEHE . FHIBTRE L BUHG - APP IR 25 78 3% i A 8 g B B
AH TR S A Bl b 4 B HE SR, BB OR AE S0 A A F A
L5 S5 ) 2 AR L B ) 9 T
3.3.5 MK IR

W PR B 48 76 8 F B sh Ak MR HESL X AUT #47 GUL
KBS APP 21758, EZAF NWIAN,

(DEZLRE AR B ik & T PR i il . 76 55
£ PR B TR 647 I3 , B A% T S b VA JRUR P 7R ] APP B
R EAE

(2) B F8TE T B B AT 19 AR A A5 400 1 50 1 4 2 ik
B9 HE RS B 4 . AT LUE AL Android 3809 ¥ 3% #5557
Xt APP #EATMNIK R R PE AE T JC 1 B AU E ML AE AE Y A
LN N e 2 1

—JAF B, I AE XS L T AR R AT AR O RS R A S
B LB AT 00, R IL, 78 T HE 2 %t APP #4703 e, 7 5K
WERENIEIT APP HITIR SR FEXLEHEE, AME T
APP WA P AE B 45 1 T B R M T 6 IR A D
WL EEES RS BTN EA —E iRt A REER
J2 R A T SR AE AL R AT, AR T B R R R A 4 T,
Jg CPU 3% 4+ 2 5% Wi Android Wi 7 1 19 5E 25 Br 7250, R & B
B BRI 43 B 23 3 20 AUT B e o 18 kIS5 2R 7™ A2 52 ),
3.3.6 AHFMHFEMHER

TEDR AR v, S48 P AT D0 9 i 580 , 70 3 b

(DGUIZHEM 48 5 APP I T H M, 1% A& . K
e B FEHRAE,

() FGF A48 APP PFRAH P 9 B A% 38 55 18 4 35
LA R R T R AL A

B)UAHM FEH P ES APP G TR, F 8
FH P AT SCAR K A 1 ik 5 2 S A

TS A A B T 2L A AR e X — 2 T N 2 R B R
5 0 Ak H T B4 R o A 5 O SR L R 8 P A e R A
B Yo . MORER A3 1 B 3l AL G HE 22 HORTAELHT P A 4
WA B FERMA T HMAE IFAZERBEEMMCASE
PE o SRR B U B A 7 K B0 A H 1 AN A2 1 JE 015 B, A
B P % 5 SCAS {5 B R AR E W09 00, AE K 2 A b 2
) 30 2 37 5% AR A% B TN 5 40 b 150 D IR R
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P B #E M A AE QL A XA 35 % . Pan % F R Y Android
R % T B ACVTool™ R85 & |1 I 12k 41 kv B 1% % 7 =5
R aT B A B A2 7 R RE AR B L I HE AR A AR
BRI E . WALk FEM I EMMA kit 5
FE I A R I A 55 % (H H A 3 B AR K43 APP
HR xR ACHS AT T M SE AL B . 1 Droidbot W 2 AE 28 I RE T
BB VAL 7 1%, HCE S R HE AR AR S T B0 98 B ok 2 Al I i
AR R 78 DA AR P BE A S S DU A A A
A ik 0 R R I R 2R Gk 1 R P M AR R
3.3.8 ALITR

TR A 2 AL I HE 42 0 R AR 2 A A AR TR
MHAMES W TR IR BE S PR AR L A I A& KAt B A

AR ) T SR FE e A B B AT R TRl AR T R AR Z
I 1) B AR 320 A AT A BB R Y R R
3.3.9 RAFMHRMNT A

F G AR 7 v 48
RPN

(D WS ST A8 R4 APP 424 (3 U5 104D St 46 0 5 14, 8
T AT APP, #2543 A9 D0 502 4 IR 498 58 10 1 I ) A R
FHBEBAFEMF A, (AR T 480, B L N BLER
S7E APP & A i v HE A7 hn B 48R , 5 B N 5T s 3k
APP JEACHD , AT TG 125 #E AT 3 25 43 07, HL 3 25 43 17 19 45 2RO
R — 5 H & e B ST LR R A T RE S IR 45 54 0T 9 B =
AR,

(BB A5 16 APP s 171, Zh & # /0 Hrif & GUI
FHTE I BRI A AT RR 0y S R A R . B A A BT It
SR R 0 B b 43 A 0 S S A A T B AR O
FER IR L  FE SR ET A5 K, OF B AT AR A7 76 TC vk il & 19 F 1
Mu 454 H 19 CoLaFUZEM™ g5 H 8h £E sUAT 84U A 4R R 3K
SR T A R 30 A 40 A R 5 BT R Dy A A B
A, 5 HMEGUER fuzzer ML, % T E AT DL R 5 ]
ERIDE R I A FE LRI, Koroglu 542 H T

— A58 4 [ S I 38 16 2 20 3K B0 19 3% T B A9 DU A= AR R
FARLEAD-Android™* , H: 3l &2 gl 25 047 8 0 7 A2 07 . 9
5 LTL 2820, 3 2% 2 ey it Fi 5 4k 2% 29 2 UT W35 550 2
DLAIE,

B FEE G T A FR S TR S TS G . *ﬁﬁ
FEIEAT WA AT PR IEAT B S 0T L SR A A A BT B R AR
RS S B iEh TR & RIEKZ, h%%&k
At 1]

T 1A T IA M A B IR ok A 5 4
B 40 P HHES AR, B3 WHIRARENTE 1A
A AAE S (1) BLAAR A 28 4 BT AW LE .

W APP Hh 1 R G5 51 18 A

F 1 AR L
Table 1 Comparison diagram of automated test frameworks
System
. X . Whether . Whether Whether .
Testing Exploration Crash Testing Event eventiden-
Tool Name . . playback . to use open o
Strategy Strategy Report . Environment Type tification
is supported source code source
method
Monkey Black-box Random N N Both GUI/System/ Text X N Dynamic Analysis
Dynodroid Black-box Random J X Emulators GUI/System/ Text N N Dynamic Analysis
IntentFuzzer White-box Random X X Emulators System X J Static Analysis
VANARSCna[”] Gray-box Random X N Emulators GUI/System/ Text N X Dynamic Analysis
Android Ripper  Black-box System X X Emulators GUI/Text N N Combination
ACTEve White-box System X X Both GUI N X Dynamic Analysis
A3E Depth-First  Black-box System X X Both GUI X N/ Combination
A3E Targeted Gray-box Model X X Both GUI X X Static Analysis
Crashscope[m: Gray-box System NA N Both GUI/System/ Text N X Combination
GoogleRoboTest 'Y Black-box System J X Both GUI/Text N/A X N/A
MobiGUItar Black-box Model X N N/A GUI/Text N J Dynamic Analysis
Swifthand Black-box Model X X Both GUI/Text N N Dynamic Analysis
QUANTUM)  Black-box Model X J Emulators GUI/System N/A X N/A
ORBIT Gray-box Model X X N/A GUI N X Combination
MonkeylLab Black-box Model X N Both GUI/Text N X Combination
PUMA Black-box Other X X Both GUI/System/ Text X N/ Dynamic Analysis
JPF*/\ndroidH” White-box Other X N N/A GUI N N Dynamic Analysis
CrashDroid"°%] White-box Other J N Both GUI/Text N X Dynamic Analysis
Collider White-box Other X N Emulators GUI NG X Static Analysis
SIG-Droid White-box Other X NA Emulators GUI/System/ Text N X Static Analysis
Thor[sﬂ Black-box Other X X Emulators Test Case Event N N N/A
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(3
System
Testing  Exploration Crash Whether Testing Event Whether Whether eve};tidenf
Tool Name . ) playback L. . to use open .
Strategy Strategy Report | Environment Type tification
is supported source code source
method
AppDoctor Black-box Other N N Both GUI/System/ Text X X Dynamic Analysis
EvoDroid White-box Other X X Emulators GUI N X Static Analysis
Sapienz Gray-box Other N < Both GUI/System/ Text N Ni Combination
DroidFuzzer->t) Black-box Random N X Both GUI X N Dynamic Analysis
(}UIRipperi‘;ﬂ Black-box Model N X N/A GUI X N Dynamic Analysis
Humanoid Black-box Other N < Both GUI/System N N Dynamic Analysis
AndroFramel?%] Black-box Other X N Both GUI/System N/ X Dynamic Analysis
Droidbot Black-box Model N N Both GUI/System X N Dynamic Analysis
SmartMonkeyU” Black-box Random X X N/A GUI/System N/A X Dynamic Analysis
Stoat Gray-box Model NA NA Both GUI/System N N Static Analysis
EXtendedRipper”m Black-box Model N4 X Emulators GUI/System N X Dynamic Analysis
Fastbot Black-box Model N < Devices GUI X Ni Dynamic Analysis
Jabbarvand[sﬂ Black-box Other N N Both GUI/System/ Text N N Static Analysis
TrimDroidw()i White-box Other N N Both GUI N N Static Analysis
Combodroid Black-box Other N N Emulators GUI/Text Ni N Static Analysis
Kraken Black-box Random N4 X Emulators GUI/Text X N/ Dynamic Analysis
Adamant White-box Model N X Emulators GUI/System N N Combination
FARLEAD-Android Black-box Other N/A < Emulators GUI/System N/A N/A Dynamic Analysis
CHARD Black-box Model N N Emulators GUI/System/ Text N X Dynamic Analysis

4 SKEERXTEE

A S 55 {5 I TE He 3 R A ApkFab RV I8 T 16 F A
2 5 ) AR R AT AL 3t 167 A, I T B AR
LR B Z I T H GRS #4717 HE 22 P 58 19 X L SE 5
435 M : Monkey, Droidbot (dfs _naive) , Droidbot ( memory _
guided) , Humanoid, Fastbot, i 5 3% 2% : Windows10 # {E
Z 45 ;CPU : Intel Core i7-6700 b3 2% ;16 GB |4 ££ ; Python3. 9
WA TE S s GPU: GTX950M; Pycharm 2020 ; 7% # 5 f 5 ,
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Fig. 2 Comparison of Activity coverage of different test tools

D APKFab. APKFab[ EB/OL]. [2021-12-10]. https://apkfab. com/
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RE Az LI R 2 B, G R R R R )T R R R L X A
Monkey 7£ I i 57 91 B A 8547 (0 W0 103 35 % . SR T Monkey
T B AL SR s 25 7 A K i HOA SE R AR i A 1, &
FHUE M Monkey 1 Activity B 5% R AESH B EH E . Fastbot
4k Fl Monkey, SR VR B 35 12 > 535 18 19 Pl 9 /R 4 AL
A 3 A5 A (0 R ORI, X GUT AR A 55 4 2o Bl A7
Bk R AUT MR e v In) ., &4 Bl 8 5 > Flsi L 2
SIAREE A RRYE LR AR A0 O X P BT IR R XY
PO HAES I A5 B T = 0 Activity B 55 LUK T
Humanoid, Droidbot 7E i A 3+ 4 22 Fif 2 X % %7 04 FH - 5L i
B e UL AT 23 07 5 LAAR N 1) SR s 2 18 m A T, O 7 2 T
S5 AT TP S T A A PR A ST 33 agh 0 A5 G A AR () 0 30 32 1
[6] Y I A= A% B 35 4 80 AH HE Monkey 5 Fastbot K K ¥ /b,
Droidbot #2815 A [a] % s >k £ me U il A L 2350 Sy dis_
naive,dfs_greedy, bfs_naive, bfs_greedy, memory_ guided, A%
W BT AR M dfs_naive Fl memory_guided
RGOSR HEAT X L SE 86, HoH dfs_naive J& L ERIA MR R R 0K,
-2 A /NI 25 4 i 504 S ZE 45 T memory_guided f& Droid-
bot T 2021 4F dr 7 £2 Hh B SR, (0 1 77 WL 2 20 ok A i)
ARRL B HL 121 3 L 5 1 TUAR TR L T 2 B/ I 2 B AR 414
AN, A O IR R RN, L E memory_guided Mg 1L
BT 22 AR SR AR LI R (R Activity B 585 KA
fr#t e . Humanoid B Activity 7 35 R A X 88 B IR E
2 FHEARMANE G M BT, DGR RR A —
FEER R W 2 B9 &0 R . Humanoid WM Xt BT/ EE
Droidbot #4174 E » Droidbot R i >4 Fif 1) 155 B 4% 46 14 A4 i JL
AT BE B S A ZE . Humanoid % 4= 1 (4 28 14 8k 17 00 5 9% Hi
P RS e B b A R RE AN 28 A Y 3B R K RE Y b B AR
Humanoid 1) — Z& 31 #2557 £2 35 A 38 19 AR, O 58 A7 /]
ABIR R 2 A7 %O DB
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