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Study on Privacy-preserving Nonlinear Federated Support Vector Machines

YANG Hong-jian, HU Xue-xian, LI Ke-jia, XU Yang and WEI Jiang-hong

School of Data and Target Engineering, PLLA Strategic Support Force Information Engineering University, Zhengzhou 450001, China
Abstract Federated learning offers new ideas for solving the problem of multiparty joint modeling in “data silos”. Federated sup-
port vector machines can realize cross-device support vector machine modeling without local data,but the existing research has
some defects such as insufficient privacy protection in a training process and a lack of research on nonlinear federated support vec-
tor machines. To solve the above problems, this paper utilizes the stochastic Fourier feature method and CKKS homomorphic en-
cryption system to propose a nonlinear federated support vector machine training(PPNLFedSVM) algorithm for privacy protec-
tion. Firstly,the same Gaussian kernel approximate mapping function is generated locally for each participant based on the ran-
dom Fourier feature method,and the training data of each participant is explicitly mapped from the low-dimensional space to the
high-dimensional space. Secondly,the model parameter security aggregation algorithm based on CKKS cryptography ensures the
privacy of model parameters and their contributions during the model aggregation process. Moreover, the parameter aggregation
process is optimized and adjusted according to the characteristics of CKKS cryptography to improve the efficiency of the security
aggregation algorithm. Security analysis and experimental results show that the PPNLFedSVM algorithm can ensure the privacy
of participant model parameters and their contributions to the training process without losing the model accuracy.

Keywords Federated learning, Privacy preserving, Homomorphic encryption., Support vector machines, Multi-party secure ran-
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Moon 16 1.0x10 2 1.0X10" ¢
Circle 16 1.0X107 2 1L.0x10 °
Ring 16 1.0X1072 1L.0x10°
BCD 16 1.0x10 ° 1.0X10 7

5.2 fEEIMEES AT

A AR AR A BT AR O R R U A B R PR RE . BB IR
T 2833 B T UL S I A A0 b DI s A I SVIML AR R e
2V RO B 43 25 68 7L IR — 2B X bl oA VR0 AT AT B RS B BL
1 FedAve #1574 303 H 9 PPNLFedSVM 4 3% Bt Il 45
B AR B M RE

B RT Rem B RO B 25,5 5 R
Hoh 10, JRFE R A TE A5 AT, BEHLREEL 80X M S 5 5 & 5 A%
BT, IF LLBCR AL i 80 %6 (Y B0 HE S I 4R 4 L 20 26 1 B0 SR
WA,

Al S B B R A — et RO B R 10 RO B
ST 45 B0 P (B O S A L I i R 4R b B B HE R e
T 3R AR g 0 il 0 A TR R

B SE U TR AT R AR 9 P B L U LIRS A5 R TR 7 B4

F T WSTIT BRI G A 1 A R
Table 7 Accuracy of model trained by mapped data

HEE I+ WA 5 E#HE/%
- gamma=1,random state=16,
Circle 95. 30

n components= 100

gamma=1,random state=16,
Moon 94.71
n components= 100

. gamma=0. 1 ,random state=16,
Ring 80. 71
n components= 100

gamma=0. 1,random state=16,
BCD 72.63
n components=>50

MG e g F i, il 18 PPNLFedSVM 22 9% 91 45 iy
R FEAS SO 8 I 9 A7 0 4 B Ui T Rtk fg v
W Bk 2 T 95, 30%,94. 71%,80. 71%,72. 63% , ik
TASCHRE B AR L PR B SVM AT AR 2 M R0HE B B I 4
Hhe

SRJG 43 8 FedAvg B8k . 5 A SO $2 19 PPNLFedS-
VM B335 7R A TR A B0 48 T IR AL . I 43 31l iE s AS TR 33 3k
TR ERE LR B A W E 7 iR . BT AT,
% PPNLFedSVM HiL Y45 H i A0 , 5 0 F FedAvg 521
SR PR AR ST T 4 AR & B RE LT e 4
AHTA]



Computer Science THEMEL2 Vol. 49,No. 12, Dec. 2022

095
094
090
092
% 085 *
o 080 *§ 550
075
088
070 —»—FedAvg —»—FedAvg
Z PBNLfedsvM 086 T PPNLEedsVM
065
0 5 10 15 2 2% 0 5 10 15 2 2%
ERRH BRAE
(a) Circle (b) Moon
075
0800 =¥—FedAvg —%— FedAv
ZPPNLfedsVM 070 { —— PPNLFedSVM
0775
0750 6
060
g 0725 M
W 0700 ‘S 055
0675
050
0650
045
0625
040
0 5 10 15 2 2% 0 5 10 15 2 2%
ERRE BRAH
(c)Ring (d)BCD

P 7 R R R R SR A b (A

Fig. 7 Model performance of two algorithms on different datasets
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Fig. 9 Time difference of a single iteration varies with the scale

of parameter
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Fig. 10 Communication overhead varies with the scale of model

parameters
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