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Classification of Unreproducible Build Causes Based on Log Information

MA Zhao, LIU Dong,REN Zhi-lei and JIANG He

School of Software Engineering, Dalian University of Technology, Dalian, Liaoning 116620, China

Abstract Reproducible build is the ability to recreate binary artifacts in a predefined build environment. Due to the role of repro-
ducible build in ensuring the security of software construction environment and improving the efficiency of software construction
and distribution, many open source software repositories(such as Debian) have carried out software reproducible build practice.
However,due to the lack of sufficient judgment information and the complexity and diversity of source files,it is still a time-con-
suming and laborious challenge to determine why software can not be built reproducibly. In order to overcome this challenge, this
paper studies the classification and detection of software unreproducible build causes based on machine learning. This paper stu-
dies four typical reasons for unreproducible build.namely timestamp, fileordering, randomness and locale. This method uses the
word vector generated by word2vec to represent the text log,and then cooperates with the logistic regression model to learn and
train the text corpus combined with the difference log and the build log,so as to realize the automatic classification of the causes
of unreproducible build. In this paper, the algorithm is implemented and tested on 671 unreproducible build Debian software packa-
ges. Experimental results show that our method achieves a macro average precision of 80. 75% and a macro average recall of
86.07 % ,which are better than other commonly used machine learning algorithms. In addition, we also analyze the relevance and
importance of difference log and build log. Result indicates that both of them are significant for the classification of unreproducible
build causes. This method provides a reliable research basis for automatic classification of unreproducible build causes.

Keywords Reproducible build,Cause classification, Difference log,Build log, Machine learning
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Fig. 1 Basic workflow of reproducible build software package
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env TZ “GMT+12” “GMT-14”
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Fig. 2 Classification framework of unreproducible build causes
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BAE H S B A E 2 005 B OF B A iy 22 5 H MR BT
TAMSE . TR B, BB RS make fiv & R BRI HEA /B
FFEEPRCLE 3 PRy 14T 1215 I E H &
3 o ¥ i 4 B L A L TT LUK 7E R — B 3T IR B A
AR FE R B EMIERERF T, REERA
P HEPRET o A DA ROAS Bl S (H i A BT g N
build i 4 2GR , BRI 6 5 A i) — A WA B 2l BN &
XFEE R AR

1. /usr/lib/cmtk/bin/epiunwarp

2. readelf --wide --notes {}

3.@@ -3,8 +3,8 @@

4. Owner Data sizeDescription

5.GNU 0x00000010NT_GNU_ABI_TAG

6. OS: Linux,ABI:2. 6. 32

7. Displaying notes found in:. note. gnu. build-id

8. Owner Data sizeDescription

9. GNU 0x00000014NT_GNU_BUILD_ID

10. Build ID:77cbf03cfe35200eede9a555ade74fed 15{d9f46
11. Build 1D 8{2d45e8d2e6006c7bf1934df4bcd6c2eda5d9c9

&3 cmtk 25 HE R K

Fig.3 cmtk’s difference log fragment

. make[ 1] : Entering directory "/build/1st/cmtk-3. 2. 2/0bj-x86_64-
L[]
. make[ 3] : Entering directory "/build/1st/cmtk-3. 2. 2/0bj-x86_64-

4. Building CXX object apps/CMakeFiles/mk_adni_phantom. cxx. o

L]
.cd /build/1st/cmtk-3. 2. 2/0bj-x86_64-linux-gnu/apps & &. /usr/bin/

. Linking CXX executable. . /bin/epiunwarp

1

2

3

4

5. cd /build/1st/cmtk-3. 2. 2/0bj-x86_64-linux-gnu/apps & &. /usr/bin/
6

7

8

9. /usr/bin/c+ -+ —fopenmp [ -+ ]—o.. /bin/epiunwarp

10. make[ 3] : Leaving directory ’/build/1st/cmtk-3. 2. 2/0bj-x86_64-
11.[]

12. make[ 1]: Leaving directory ’/build/1st/cmtk-3. 2.

2/0bj-x86_64-

Bl 4 cemtk BRE HE R B
Fig. 4 cmtk’s build log fragment
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Hiy A s ZHERI SO AL binaryl, binary2 ., S8
iy 3B R result
/o BT PR« /
. diff_log < diffoscope(binaryl, binary2)
. diff_log < process_diff_log(diff_log)
. build_log < process_build_log(build_log)

1

2

3

4

5. relevant_build_log < retrieve_revelant(diff_log.build_log)

6. text_log < splice(diff_log, relevant_build_log)

7./ REAE T A A < /

8. corpus < preprocess(text_log)

9. word_vectors <= word2vec(corpus)

10. feature_vectors < build_feature _vector(corpus,word vectors)

11,/ * BRI Zpidh = /

12. train_data, test_data < split(feature_vectors)

13. model_parameters < tune(train_data, maxIts, multi_class,
solver,+++)

14. train_mode <train(Logistic, train_data, model_parameters)

15. num < length of test_data

16. while count << num do

17.  result <= predict(train_model, test_data)

18.  count <= count+1

19. end while
20. return result
3.5 SHMRL

R T IS T4 i S B OR L RRAE 1] et A 1 AR B I Skip-
Gram BERL, e ] 4 1 48 £ B 100 48, AR B BN
10, TEMASYI R, A% SCR T 28 R R X 2 F S 8l &
HEATIE AR B P IR B S A G . FEATE LRIERT , %
B VIR B0 S v R 23 08I 4R DL PR AG AR B PR e L A A
YL, 32 %8 1] U9 35 2298 0 19 2 806 3 f K% IR maa-
Its GE AL EBES R penaley ML IR S EL solver 4124
FRIEFESE multi _class KEBINE S class_weight VI K
FEARMTE ZH sample_weight,

4 SLIf

ARSCSL I A RN A RS . A SRR T 671
AT R A 0 B, O R L AR A 5 A
ZRAEMWEA &K, BEIEEE X,

D={ly+ly 1y oo} si=1,2,3, 4
Hr D Z2IRAMAEIEE, B — BRI B E ST, L R
— PR IC R R NN BT A A R N A R 25 R A AR
AR A K,

SRJG X THARAE D A L RO RREE R R o —
SRR ) &, KX SE R bR E LR -

X={x)s20 02550225} 2j=1,2.3, 0+ (5
Horpr, X ORI A SO B R AE 1 =, xS R AE
Gy j PR IN B RFAE 1) 4 A9 2 B0 A

Tk g — T I ZRay B, i 28 Wk #k17 Z
B AL LA e 3 f A 2850 % DAk 5 B 2 P S B s 4R AT
A
4.1 BIBWE

RIS % SR 24 ] TAE B 48, P & 671 A
R R A A AL, I B 4 2 8 4 Debian Y 5 R B ER
% 4i (Bug Tracking System, BTS) 32 ## 2 1. Debian J&
W — 8 43 gk 2 A A R R] B R M AH G RN T AR A A L sk 2 b
TXFHERTEEMENFEEECHEE, ZEIHELT 4
ST F AR R, 43 ) I B (462 AN L SO IR
(118 4> BEALE (50 ) FIiE 5 EE (41 ). K5 N AT
EEMARIE T H CInE 1 rhB YR 1058 2 FIBBR 3) k3K
FRAA N Y 22 5 B AR RTA 2 B AR MR AR Al 42 .
SRR AL 5 ¢ 2 2 3 By B A R 43 S I R4 L 5 UE 4 A K
. IERAE I TRER A I 25, 50 TE 42 T T 08 R 0 70 S 45 L) 4
FHERE , D4R FF 0 BT R A7 AL . 55 208 B 1Y /2 , Debian
A 16 AT AT A R T (H R T EL AR R IR T
TR TG 1 4 R 4 T B AN ] B A A 2 ) RO R AE AR IR B 5 Y
2 TEE I 22 P 3 R R TR Ay 3 28 ) O s ) R4 A A 2 T
PRBE T JC vk A B B A TR D
4,2 TEZMEIFLLEX

A SCHE Y B 85V S 7E Python3. 7 il Java 17.0. 1 Hi sz 8i
B, 2861 Windows10 Intel CI(R) i7-7700 CPU @ 3. 60
GHz,32GB WfENLER Lis 17, H BB N R 4.9.0



114

Computer Science THEMEL2 Vol. 49,No. 12, Dec. 2022

B GNU/Linux FS28, A XH B T Gensim # TF-IDF i
word2vec BIEBIR, IF IR ZAHMUE APT#: DR 52 % A
AR DL d v Al B AR R B AR S R R ML
J& sklearn g8 57 FIPFAR 2 Bl 2% S fE A

WA I MBS 4 Fha FIMAL s 2% S Bk o 2K dn i
AT LCHE L8 S5 ) S L AP 3R DU 7 DR S (R LAR AR, X
Tl T RS 3 AR Al 22 A8 USRI 3K 4T S B AL LA
PRAESE 50 1 1 o 1A B D S i B A A e A 1) ALY 7
B AR SCIE IR T WA BEE A B I WA AR R 43 i AR T
HHEMAEZMERENSREEMNETZR BRI
TR AR A R TG A AR AR Y T B
4.3 {RfEIEHR

AR 3 A R REOR B 46 A R A R TR TR TR
BE—A25 04 2 bE e SR 2 48 (macro average) 3R 7
R NP R S €T S W D] = A G P g <Y R e o ]
FRIEAR T . 16 n 288 - (n>2) ¥ o Fe 8 e A
n A ZAYRINE IR AR B 0 A A JORE R, A 2RIRE
FFE I 2 A,

Fo THRBHEME

Table 2 Two dimensional confusion matrix

. i RS
RARRE BE—CE#D) BEHEZ(RHD
J&BE—CEFD H I TP & R ] FN
BB = (R D f& I | FP H R H TN

T R R e X A — A S B RS R L X BT A B 2R
SREARTFE L HAH 70T

1,1y TP
Poe =" 2Pi= 2 55 T pp

Horb TP, &5 ¢ AR W 6 W v L 0 ToU i) Ji PR — A <2 49>
FP; J2 55 ¢ AR ¥ 8 B riofis Jit R — 4 3 35000 S Jt Bl — g 52 491)
A

(7] B, 75 7 249 45 [ A2 S o A — > S B30 4 A5 [0, T %
P A B SR AR BE L R

7L n 7L n TP,
Rueo = 2R =20 2 75 RN,

Forpr, ENG 25 0 AR VA 0 O vp S R 000 S PR — 0 52 1A
TR F A6 b 2 5 S BORS B NR - 2 A (R B 9 A

(6)

N

By SR AF
2% Py * Ry
oo =P o+ R @

Y FE R T2 8 B A48 b, B 1R TR A 22
iER U NI S A c2E 3% NI B S (LR R 7 S
4.4 MRE@E

FEATIFFE v, TR AT 3 gk A LR [ R, o T 4R O ik AT R
£ 1

WS IA) A 12 2% b L &% 27 20 43 2 03 10 i A TR0 il 2

WS 0] 1 2 . 2% Pl AL AR 2 20 4 S B0k A8 20 2K B L 2 °F
Y mR G FE 3 8] 2

W5 () 3. DA 3 H 75 R 22 5 H A5 AP 42 B 45 4F X 4
2Pk BB 19 52 i T 2

WS ) R 4. A% 5286 I 5 0y A A0 A L Ab 5T B R R T

o A A DR A 0 AR el 7
5 LWHER

AT HAMNIE T SR S5, IE XS 4 B R AT T
ml %
5.1 FFSIEE 1.1 A B L8

EWFFEE 1 FRAT I8 T AN T 2 52 b S R 3 2658
LR TSR] 3 3 F T AR SCER M A R ) Al 4 Rb B
AU YN G5 I [ F0 0 35 I () b i) 28 5%, 75 UL Y 2, R Y
TEAME BRI LI IB AT 10 W I X{H .

3 LIRS AL SR T Hoe

Table 3 Comparison of calculation time between logistic regression

and other algorithms
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Table 4 Performance comparison between logistic regression and

other algorithms

CBLAT . 95
Algorithm P hacro Racro F1l-macro
X F &AL 59. 89 75.65 66. 85
A ek 72.18 83.24 77.32
VS i1 65. 90 81.65 73.08
[t AL 2% A 73.52 84,55 78.65
% 4% )2 80.75 86.07 83.33
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Table 5 P values of T-test of four machine learning algorithms
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Table 6 Comparison between algorithm and its variants
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Table 7 Results of cross project experiment
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