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Dynamic Spectrum Decision-making Method for UAV Swarms in Jamming Environment

QIU Wen-jing' , HAN Chen® and LIU Ai-jun'
1 College of Communications Engineering, Army Engineering University, Nanjing 210007, China

2 The 63th Institute, National University of Defense Technology,Nanjing 210007, China

Abstract Unmanned aerial vehicles(UAVs) are widely used in the military field due to their low cost and flexible deployment,
which are usually carried out in the form of cluster network for cooperative transmission. Because of the broadcasting nature of
wireless transmission and the line-of-sight transmission characteristics, UAV swarm is vulnerable to malicious jamming attacks.
Moreover,due to the scarcity of spectrum resources,the UAV swarm needs to share the limited spectrum resources, which will
introduce severe co-channel interference. Therefore,the problem of cooperative spectrum sharing among UAV swarm is not only
threatened by the malicious jamming. but also limited by the mutual interference among UAVs. Specifically,an optimization prob-
lem is formulated to maximize the sum rate of UAV swarms in the jamming environment. To improve the effectiveness and relia-
bility of the UAVs’ transmission, this paper proposes a distributed spectrum decision-making method based on the coalition for-
mation game,to deal with the external jamming threats and the internal mutual interference. Thus,the dynamic, efficient and in-
telligent spectrum control can be realized for the UAV swarm under the jamming threat. Meanwhile, with the help of potential
game, the proposed anti-jamming coalition formation game turns out to be able to form the stable alliance grouping,and achieve
the Nash equilibrium.

Keywords UAYV swarms,Spectrum decision-making, Anti-jamming communications,Cooperative communication, Game theory
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Table 1  Simulation parameters

Parameters Value
Area Coverage XXY=1kmX1km
Jammer Effective Interference Zone dn =0.3km
MaximumlInterference Power p;=3W
UAVTransmit Power p=1W
Path-loss Factor a=2

Te NHLAT 5 BEHL A A1 AE B b XI5, 45715 20 %0 46 43 A6 4o
A 20 iR (M=10), 44 T4 2t i, 48 45 o #2550k 44
F Y JC AALEE D [R5 20 4L A B 2 (b) B 7R (N=5) . %541 5%
B 1B M A B % N, =[0.01,0.03,0.1,0.3,1]JW, K& 2
ATAT, SRy T REAR A P B, 8 B A AT A 3l S [ A5
A7 AR [0 431 23 (19 I8 B AR I e

105
5
8 .10
K
> 6 4
4 o
2 I o 1 1
0 0
0 4 6 8 10 0 4 6 8 10
Y Y
() To NHLR) I 7 (b) FE I i JE A HLAE FH A% 43 21

B2 JoTHems Jo A HURE L B & 8 21

Fig. 2 Location and frequency coalition of UAV without jamming
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