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Selective Shared Image Encryption Method Based on Chaotic System and YOLO v4
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Abstract
image encryption scheme based on YOLO v4 and hybrid chaotic map encryption is proposed. By utilizing YOLO v4,the uploaded

Aiming at the information security problem of sharing images on social platforms,a selective region of interest(ROI)

image is automatically detected and the candidate bounding boxes to be encrypted are provided. Then the image areas selected by
user are encrypted with the proposed hybrid encryption algorithm combining cosine and polynomial mapping,so that only legally
authorized users can access the sensitive information of the shared image. Through the secret key issuing and authorization mecha-
nism, the protection of sensitive information of the image forwarded by a third party is realized. Statistical and security analysis results
prove that the proposed scheme can resist various attacks,and the processing speed can meet the real-time needs of online users.

Keywords Image encryption,Shared image,Chaotic map, YOLO v4.Region of interest
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Xk[10] 7.9991 7.9994 7.9992 0.000059
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Table 3 Comparison of image encryption processing speed
({3 . ms)
END W Xwkl[7] X #[9] Xwk[10]
ARE OM+N) O(MN) O(MN) O(MN)
N 1 1 2 22
256 X256 10.9 19.9 66.8 61.7
256 X256 34.7 88.4 256.9 155.9
1024 X1024 122.5 326.5 988. 4 602.7
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