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Data Center Power Attack Defense Strategy Based on PCPEC

OU Dong-yang' s ZHANG Kai-qiang' . CHEN Sheng-lei' , JJANG Cong-feng' and YAN Long-chuan®
1 School of Computer Science and Technology, Hangzhou Dianzi University, Hangzhou 310018, China

2 Information and Communication Branch of State Grid Corporation of China,Beijing 100761, China

Abstract Currently,due to the wide application of multi-tenancy, containerization, virtualization and power over-subscription in
data centers,the possibility of power attack is becoming increasingly higher. The main means of power attack is to run malicious
codes to increase the power consumption of servers,storage device and network equipment to exceed the power limit of a distribu-
tion system. And it causes server failure or circuit breaker trip,or even the interruption of the power supply system of the data
centers. In order to reduce the risk of power attack on data center, this paper proposes a power capping method of performance
equivalence configuration(PCPEC). This method takes advantage of the difference of power consumption in different configura-
tions of virtual machines to implement the equivalent replacement of virtual machine configuration. Experiment result shows that
PCPEC can reduce the dynamic power consumption of the server by 22. 2% ~29. 6% ,and the performance of most virtual ma-
chines increases by 2. 12% after the replacement of resource configuration, thus effectively reducing the impact of power attack on
the data center.

Keywords Virtual machine,Data center, Power attack,Power capping, Equivalent replacement
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3. Datal = get(Power, Ucpy) 5/ /3K 15 IR 55 %5 1 5% 5 Ty € F1 5% U
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10. Data3 = calculate ( ST D_powery,s ST D_cpums
Nor_Mean_power,, ,vm_cpu_temp)

11. data3=Normalize(Data3) ; //F| i libSVM I3 — L4

12. for j in length(data3) /T do:
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T ) AN BT R 40, AR 55 8 LA B R SULPIL R A ) W IR S I L AR AR

b, AT Al 7E 28 A R b S H B R B R BRI 0 A . B

W Q kR — AN T B ok R e X WS B AR e T E A

SRR R R A e A T, R R, B R

S5 an M DUFEAR T B (A . 5 Tk B S50 WE UR G & 1 D AR T

AN 3 R,

EiE3 UREHDUAE

A BIRBCE S RIS R B E conf

il i < o BE R BL 4R 5 Cand_conf

1. Cand_conf={};

2. Power e = get_Power(conf; sconfy ,+++,conf,) ; //# £ A~ A 6 B &
T RE SUAL R SR IR 55 2 14 D) 6

3. Data= get(Ucpu » Umem s NoTiops » Nora, ) 5/ /35 £5 K UL 1% 52 1 9% U
GINIES €

4. Poweryy, = {(Data) ; //Flill i AL L) #

5. PEPEC=get PECPECO);//M PEPEC % & ¢ Ui 15U HL 1 5 5
fic &

6. Q= BuildQueue(Cand_conf, PEPEC) ; / /% 37 )i & 2% BA 5]

7. Q=Q. sort(W) ; / /K45 g SABL 11 D) FE B KRR 7 BEAT IR S Sk )3

8. if Powergerver =>P_Thr do:

9. Cand_conf=Pop(Q);

10. if Res_limit(conf)do: // 1 J& Ik 55 %% FILHE $LL AL 179 ¢ 38 B o

11.  Update(Cand_conf,conf) ;

12. Update(Powerym) ;
13.  end if
14. end if

15. return Cand_conf;/ /& 7] f5 2% 4 fiz 56 9% U5 e & 45 &

3.3 SHRBEERELRITM

AW — G WNFR 1 FTH I E RS 4 LT 505,
IR 55 #8347 — 4 Intel (R) Xeon(R) Gold 6230 CPU 80 #; #
LFALH A, B4 T 173 GB RAM LL K K/h K 48 0GB (1
SSD #E £ . iR 45 #8 19 CPU 3K 8l %2 B N userspace 3., AT
Al PCPEC %R L & B e L3 AE LI R 55 4 L8 1 3
AN B IRE FER, fFERRNLE s Z 5, CPU #4f ik
PR T 2 #EABIL F) B8 30 o ol HE L RB o T [ 9 CPU B 2K

1 TR A
Table 1 Experimental server configuration
4% A5
BUERG CentOS Linux release 7. 6. 1810(Core)
CPU # & Intel(R) Xeon(R) Gold 6230 CPU @ 2.10GHz

CPU # # 80
W Hynix DDR4 HMA82GR7AFR4N-VK 173 GB
w4 1% 480GDB SSD

BR b =z A ol libvire T8 45 ) 4B B P9 A7 08 4
i, JF %% BU CloudSuite 2 ¥ £ 7 # /Y DA (Data Analytics)
IMA (In-Memory Analytics) fil DS(Data Serving) iX 3 A
A TAE BT S

ZJG s 8 A1 S I 3k 24 Fh A [R] B R U T R 4K
TR EEAER, BERES R ML 2 575, T X4 CPU
T2 BSORT PR A X8 B 5 45 0 R SULAIL 9 ) 6 LA B P BB 1) 52 I, R i
T 4 2028 WA/ RAE BT 195258, J5 4 4R A KNS —
SO ST L 3E A A (A A S I HE AT X LI B R CPU M
PALAE T B HABLIZ AT A () 26 28 T A £ R 1 5 0

xR 2 BAPLGTIR R E
Table 2 VM resource configuration
i W& #1 BLE #2 BE#3 W& #4 BLE#5 BE+6 W& HT BE =8
ST cpU W% /GB CPU HR#&/GB CPU W#/GB CPU W#/GB CPU W#/GB CPU W#/GB CPU W#/GB CPU W#/GB
vml 2 10 3 10 8 10 15 10 4 15 5 15 9 15 20 15
vm2 4 10 5 10 9 10 20 10 6 20 7 20 10 20 25 20
vm3 6 10 7 10 10 10 25 10 2 25 3 25 8 25 15 25

TS TER 2 P 24 FOR[R] R UPL BT IR S BT 2EAT AN 1)
AR A 3B 17 SE i i T 22 G SOf 1 e LA AR I A 1
A5 2 HE SUHLTE A [ B3 IR AL BT 1817 2 Fh 2 B S 4R i S AR DL e
PERESE b o 3 Tl AR B2 28T HE FULHIL B4 D)) 6 22 1 A0 BE 22 18 2>
A 3 s, Ko 2L @ Ag R 1R 3 Fh 61 28T K UHL I D 46
FZEME M B AT TIP3 Bl 5 BT AU A0 Pk RE 25 (o0 A5
HE FLHIL G P8 BE Hh 5X (D 3T 515 31

40 10
: HHREE

35 — A

30 ! b
z B i 06
» 20 ‘ &
§ 15 ' - 0a #

10 T : !

s = [ ] + 02

o : t I ! 0

DA DS IMA
RERE

Fig. 3
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Power consumption and performance distribution in the

equivalent interval of different workloads

JNIET 3 W7 LU H o f2 $LPL D) 76 22 8 D 60 280 28 B i 5 A [
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I KZEST DA A DS 7EAS R 2R B & T (4 52 0L ) 48
ZAETE SW 2247, T IMA SR DI FE 22 E N T 20W, i
4N 1 25 R 9 R 7E T IMA J& CPU %5 48 #6738, % T i 0l
ML CPU A% 50 2% 1k 3 SR, i 42 PR M 8 R A Th e 22 9 Rk g
5. TERBIRIEREEEHEBZE. FH PCPEC 5% 52
PRAF AR AR T M 55 25 ThAE Rt Ak

IR VR TC T 4R v 3 TR DML T R B K Y 3 A e IR L
BRI R 3 AN C B R 4 o 4 A v A e TR T Y
1B, D v 3 Y B o dee R — A TG B HE AT R e, T RE fe R
R B UL 26 3E A7 T TR A, B IR S5 A 0 D) RE AR T
B . 3 UK B (E 3% R R 45 AR T AR M (E Y 80 %0, R X
JIR 55 %% 19 s5c A5 R T 26 g 80 06 . I 2 8 ik 80 06 W AL 5 %
IR 55 4 2o 45, W I Y IR 55 2% D RE b M RT RE B DR e 1 T
FEBIE
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Table 3 Configuration replacement results of three load virtual

machines

DA DS IMA
B BB H%W BHE H%W H%E
o BE L wE [ g

vml 25120G 825G 2[10G  2[25G 10]20G —
vm2 15125G  7120G 410G 510G 25[20G 20/15G
vm3 25110G  6/10G  6110G 25[10G 25/10G  9[10G

HAHE/WV 732 57 137.9  97.1 182.2  140.3

e T 5 4 S R 0L ML ) R 2% (R P R 2% (40 A TR A ] 4 i
%L 40 45 T A PCPEC 5 % 8 )5 ARk 45 2% 19 3h 28
UIHE B Ay g5 T R 4L C R e S 0 Pk AR AR Ak 4 A, T
LIES, R DA M IMA B vm3 £ WH K & & 605
PERE FRE T 0. 17 % A1 1. 29 % . il H Al J2 400 4L #2546 4 g
YHEANFEEWN A, Bk EFT 2. 12% X%t
F AL LA KR 55 25 00 U602 — AN 4 K 0 B Ak L 7 ORIE M fE
Y EE TR BT BRAIG R 55 45 10 T E L i H Ak 7E & 4

s
N o

s Orignal conf
w Power capping

DA DS IMA

THHR
() DIAGIE AR 43 76

e vl
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M B /%

DA DS IMA
TSR

(b) ¥ g A2 Ak 4 A
&4 R AUUAL T A 40 T #E R AR (B 5 1k B A Ak 3 A
Virtual machine configuration replacement power consumption

Fig. 4

reduction value vs. performance change distribution
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Comparison of server dynamic power consumption under

power capping and DVFS algorithm
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