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RCP:Mean Value Protection Technology Under Local Differential Privacy

LIU Likang and ZHOU Chunlai

School of Information, Renmin University of China,Beijing 100872, China
Abstract This paper mainly focuses on the mean estimation problem in differential privacy query. After introducing the current
mainstream local differential privacy design scheme of numerical data mean estimation, it first introduces the random censoring
mechanism in random response technology to reveal the basic principle of mean calculation under local differential privacy,propo-
ses a utility optimization theorem about the variance of mean estimation,and gives a boundary optimization formula, which im-
proves the interpretability and operability of utility optimization theory in this field. Based on this theory, this paper proposes a
practical , concise and efficient mean estimation algorithm protocol RCP for the first time.which can be used to collect and analyze
the data of intelligent device users connected to the Internet,while meeting the requirements of local differential privacy. RCP is
simple in structure,supports data analysis tasks on any number of numerical attributes,and has efficient communication and cal-
culation,effectively alleviating the practical problems of complex algorithm design,difficult optimization,and low efficiency. Final-
ly,empirical research demonstrates that the proposed method outperforms other existing schemes in terms of utility, efficiency
and asymptotic error bounds.

Keywords Local differential privacy, Mean estimation, Random response, Random censoring, Utility optimization
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" e+ Z[j]—1—0, # 1 HHAR BE4E M 8 5%
f(x. )= .
& — 1438 —0d Table 1  Attributes of HHAR dataset
TELBUEST oy B LR BRI 6, =1.0, =1/ B e 4 WA
. /El Index B O WATH
e ALE?X Arrival_Time B H ) 35t R B o
#i 2 RCP_Multiple H11Y /x, R T 22 0 B L PR ) Creation_Time [ e 2] A A Hy B 1A
x HRE N o R E
TE 61 =1,6, =1/e ALIRAG y HRBR y R H
1 /me—2n A z R BN 2 R
<ag;::—( — /lj—,,f)+cgga<s> (18) User RBAP B4 N aBlD
¢ Model HAREWFIN/ FXRES
. met — Device HERK B W ERE
E*y(I:,{.:(E)zmaﬁ[ﬁETR EQIE S S C—f sd= Gt F P OIE 7 AT By E B
el 5.3 HiEWALE
e °
B Y Rp— WA~ B SC A 1 51 44 AR ] FRATTAL LA T AL in 3 3 25040
IR o N S i y : N
R R " A4 Phones_accelerometer. csv 4 191 & 78 048 N 25 .
Gopr = CGipl s =es s G ) 19
R RN 2R PEA T RCP S35 sl 1 5222 F R, # 2 Phones_accelerometer. csv fy %
B R A R — B Table 2 Data of Phones_accelerator. csv
. . . g oty Index Arrival_Time Creation_Time
TR 4L TFAREH) RCP_Multiple X} i # “4fi”RCP 0 1424696633908 1424696631913248572
ﬁ%wu E(] //,\l, 1&”7‘5‘%% 1 1424696633909 1424696631918283972
A A 2 1424696633918 1424696631923288855
G — MY — : : :
V‘”(/‘ IS Ge = n 20) 13062475 1424778553395 92263861839000
B 90 BT 3T RCP L 0 2 J8 1 22 40 KR 05 3 55 b - —
r _ » s ik —5.958191 0.688065 8.135345 a
y/jﬁ /lj 1}'{1‘]‘%‘2;9}";‘%0 5.952240 0.670212 8.136536 a
A —5.995087 0.653549 8.204376 a
5 XLIRiTEfH : :
1.379043 0.0 9.959755 i
5.1 LIGMEE
- Model Device Gt
AP i R BB 9 K ALBEECS: B Modd Deiee o
%ﬁEZ’K)L%{% E‘Jﬁﬁﬁﬁ*ﬂ?ﬁﬁﬁ‘f ﬂ:iinj,] : Windows 10 64 nexus4 nexusd_1 stand
PV #EAVEZR S, Inter (R) Core (TM) i7-6600U CPU @ 2. 60 GHz nexusd nexusd_1 stand
2.81GHz,24. 0GB W 1¥ ,Python 3. 9. 7, Numpy 1. 20. 3, Pan- camsungold camsungold 2 bike

das 1.3.4,Scipy 1.7.1,R 4. 1.2,
5.2 HEE&E

FATTR M AN 27 BR S 43 4 9 UCT Bl g 5 FE v i 4
P B EAT T2 58, BT R B A L AF A 1Y e T LA R
RN S B iR B 5 A8 B 4 (Heterogeneity Dataset for
Human Activity Recognition, HHAR) , 1% $% #i& % 7] 7£ 0 JH
R BRSO A B 1y i TR 30

ZEE AR T T I S B A AR B T B U
% Hi L g E A i CHRETILRE BB TR & A K PIA

18 F A% A O T A RS SR80 1 32 i 5t .

FH T 9236 19 Bl 45 MR i T 1L 114 4% 8 54l b S I, B
LA P 8088 CF . 1) Phones_accelerometer. csv, 13062 475
2510 5% 3 2) Phones_gyroscope. csv, 13932632 &ic 5%,

SO ERAT SRR A AR [, 2 10 AR, Ik 1 g,
1 Gt A 6 NHUHE, BI bike, sit, stand, walk, stairsup,
stairsdown, /3 B T AL AR L SR 1Y 6 23 3, WA SO &
KW SNAA 200 JTARZEEATIIL R . oo ys = 9 B B B, &
TR AR AR SRR 1 25 R A AR ?ﬁ{l]’[ﬂﬁ’ﬁﬂ%ﬁi accelerometer Fl
gyroscope LAY 6 ZEIE BN 20y, 2 VBN LI EOHE , 3 20 )
oy sz BEAT B ELAG TR 06 TR BT 12 1 B OO B

FAT 5 BIHEHL accelerometer #1 gyroscope 4Ky 6 284G
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I B5CHE R O S B B5HR AR M 4E S n=2 X 6 X 3=136, Jy it LT
ZTEE R B R 20y, = BD) AR AR AN Ge 26
IR Ay 45, W3k 3 g,

3B ER R ISR

Table 3 Attributes of experimental dataset

accelerometer

bike sit stand walk
p_a_bike_x p_a_sit_x p_a_std_x p_a_walk_x
p_a_bike_y p_a_sit_y p_a_std_y p_a_walk_y
p_a_bike_z p_a_sit_z p_a_std_z p_a_walk_z

accelerometer gyroscope
stairsup stairsdown bike sit
p_a_up_x p_a_down_x p_g_bike_x p_g_sit_x
p_a_up_y p_a_down_y p_g_bike_y p_g_sit_y
p_a_up_z p_a_down_z p_g_bike_z p_g sit_z
gyroscope

stand walk stairsup stairsdown
p_g_std_x p_g_walk_x p_g up_x p_g_down_x
p_g std_y p_g walk_y p_g up_y p_g_down_y
p_g std_z p_g_walk_z p_g_ up_z p_g_down_z

D http://archive. ics. uci. edu/ml/datasets/Heterogeneity+ Activity+ Recognition
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S H, FRBEARRARE LR, BEA MR BNEE
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M e=0.1 B, 40 FE 1—30 5 S E HHR4E b AT RCP_
Multiple_Opt 5§ 5 Ft 5 2, 15 3 H ¥ (E 14 31 4, 28 5 A
D I8 4 W UTE 4 B 48 L9 RMSE #8475, 03k 4
FFE

#£ 4 e=0.1 R RCP_Multiple Opt %5 5 876 1—30 5505
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Table 4 Comparison of RMSE indicators of the mean estimated value

of 5 algorithms such as RCP_Multiple_Opt on test datasets 1—30

when e=0. 1

Dataset Index RCP_Multiple_Opt RCP_Multiple

1 0.059470 0.088126

2 0.060536 0.093125

3 0.058431 0.087182

28 0.059143 0.061416

29 0.063140 0.103135

30 0.065233 0.098432
RMSE mean 0.060946 0.087023
Duchi-EVP PM Harmony
0.094 008 0.065735 0.088181
0.102180 0.072534 0.075326
0.091314 0.057236 0.096142
0.089816 0.072175 0.091512
0.082037 0.069048 0.112139
0.068138 0.072126 0.058325
0.084699 0.071142 0.081232

M FE 4 T LLE H,RCP_Multiple Opt £ 46 35 43 55 48
R AR R AT L, R Sy PM B 1 RCP_Multiple,
Duchi-EVP Fll Harmony % ik i 2 B A X 4 22

T SCRI A Friedman £ 56 $4) r [ 38 501 1 PEREAE e=0. 1
RS EADFEZER, X BRI BEFMEAT « B4 0.01,

2 4 o R D i B B ek o P RO, & RMSE
PEREHE bR B 5 BB 0L AE T A S BOHE A A4 NN B R
WATHER R AR LR EHE A BT L (B . BRI
fEe=0. 1 W76 & B0 d & L He & MOF 42 (B B
% 5 s,
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SR 1 RMSE 45 b0 6 4 Opt 477 %50 Pt 1 5 3 % 3 Bk R B X ] [ ; esﬂ]a_m

Table 5
RCP_Multiple_Opt on test data sets 1—30 when e=0. 1

Ranking of RMSE indicators of 5 algorithms such as

Dataset Index RCP_Multiple_Opt RCP_Multiple

1 1 3

2 1 4

3 2 3

28 1 2

29 1 4

30 2 5
mean rank 1.4 3.833333
Duchi-EVP PM Harmony

5 2 4

5 2 3

4 1 5

4 3 5

3 2 5

3 4 1
3.7 2.4 3.666667

¥ k=5.01=30 AT [, ft AL (23) .74 5] Friedman %5
P& 54. 587 %M p (R 3.966 X 107" /N T o, K A
W2 [ fE 2% S W . H RCP_Multiple_Opt P #8192 HE 4
T HARS
5.5.2 Rl e &M T A TSN

PATRIAE I 07 AR B B TE e=0. 2 8] e=10. 0 Wi 35
FRHEA 45 B AN Friedman K 3625 5. 403 6 B3,

#£6 AFEM e F RCP_Multiple_Opt £ 5 Ff 8 5 19 28k 51 3
Table 6 Mean rank of 5 algorithms such as RCP_Multiple_Opt with

different e

3 RCP_Multiple_Opt RCP_Multiple
0.1 1.40 3.83
0.2 1.37 3.90
0.5 1.44 3.78
0.8 1.47 3.90
1.0 1. 60 3.83
2.0 1. 80 3.60
5.0 2.13 3.50
8.0 2.67 3.43
10. 0 2.23 3.40

Duchi-EVP PM Harmony
3.70 2.40 3.67
3.77 2.67 3.70
3.81 2.37 3.59
3.83 2.47 3.37
3.63 2.50 3.43
3.47 2.86 3.27
3.33 2. 80 3.23
3.53 2.57 3.20
3.67 2.73 3.27
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Wang i PM J& T 4> A s AL, i i e L[ —1, 1] 58
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if PM 5 RCP_Multiple_Opt # . R& & 33 4k J§ RCP_
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KAET, Bk PM 7EAMEG 1 LA B A — @ 3

RCP_Multiple_ Opt Z LR FAZL F 5 Duchi-EVP, Har-
mony A1 RCP_Multiple #H Fe A7 B A7 B &A1 3,
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Table 7 Test results of 5 algorithms such as RCP_Multiple_Opt

with different e

€ XIZ p-value significance
0.1 54,587 3.966x10 ! True
0.2 61.120 1.687x10 2 True
0.5 55.013 3.228x10 1 True
0.8 45.723 2.813x10 Y True
1.0 41. 920 1.733%x10° 8 True
2.0 25. 280 4.419%x10 ° True
5.0 14. 480 0.005911 True
8.0 14. 853 0.005015 True
10.0 12.293 0.015300 False
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Fig. 3 Comparison of statistical value and p values of Friedman

with different e

R, — IR p EHAR/NYE K JE RCP_Multiple_Opt %
25 09 Y HE T R A R A L NS 2 NI RL T T 25 0E
{H 2 F RCP_Multiple, Duchi-EVP il Harmony J& T[] 28 %l
B I B 22 R IR AR SRR,
5.5.3 A Fl e &M THAT RMSE & K4 5 47

F 5T e=0.1 B A RMSE B . $ FRKH e=>0.1
W 5 FPA k9 RMSE 214, s 8 fr gl ,

%8 A e F RCP_Multiple_Opt % 5 Fp 8 1 19 RMSE ¥ 1i
Table 8 RMSE mean values of 5 algorithms such as
RCP_Multiple_Opt with different e

3 RCP_Multiple_Opt RCP_Multiple
0.1 0.060946 0.087023
0.2 0.042970 0.053252
0.5 0.014739 0.019028
0.8 0.010299 0.012596
1.0 0.008400 0.011980
2.0 0.005041 0.007023
5.0 0.004217 0.005981
8.0 0.004 369 0.004622
10.0 0.004179 0.004739

Duchi-EVP PM Harmony

0. 084699 0.071142 0.081232

0. 052240 0.045901 0.050133

0.021552 0.017623 0.018670

0.012454 0.011414 0.012317

0.011128 0.009587 0.009924

0.006709 0.006432 0.005873

0.005836 0.004 720 0.005370

0.004689 0.003905 0.004 485

0.004 892 0.004 245 0.004501

[ B, 30742 fR e B8 3, B F 4" RC PRI £ 08 44 575 No-
DP. No-DP {1 RC B3N, IF A4 % 22 47 B FA MR 75 38
4y s No-DP [l 1 Jr 2 B3¢ 12 i 4 RCP LI Al T 07 2210
T,

¥ No-DP 435l 76 W ik £ 48 48 L3817, IF 11 5 RMSE ¥
B &5 0,004 289 K ZAH R % 8 th 5 F 357k RMSE
E AT LR, S5 R A 4 s .

) -®- RCP_Multiple_Opt
0.08 -m- RCP_Multiple
5 4~ Duchi-EVP
-+~ PM
006 Harmony
Q) ~*- No-DP
s
IS 0.04
002 -
N
=}
0

K4 AR e F RCP_Multiple Opt £ 6 Fi51 3 RMSE ¥J{H Y 42
Fig. 4 Comparison of RMSE mean values of 6 algorithms such as

RCP_Multiple_Opt with different e
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Table 9 Total communication time of 5 algorithms such as

RCP_Multiple_Opt when e=1

CHLA : )
Dataset Index RCP_Multiple_ Opt RCP_Multiple

1 76.543 144 73.130275

2 74.214661 71.390276

3 78.458522 73.068251

28 73.509330 81.281316

29 73.724164 77.974089

30 76.951257 80.962113

Average total time 74.959208 76.843696
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Table 10 Variance analysis of total communication time data of 5

algorithms such as RCP_Multiple_Opt

Sum_sq Mean_sq
Algorithm 224.381995 56.095499
Residual 1059. 154270 23.536762
F-value p-vlaue
2.383314 0. 065394

F 10, p H 0.065394>0. 05 Ff- A & DLFE 48 5 AR % .
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