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Approach of Web Application Access Control Vulnerability Detection Based on State Deviation
Analysis

MA Qican, WU Zehui, WANG Yunchao and WANG Xinlei

State Key Laboratory of Mathematical Engineering and Advanced Computing,Information Engineering University, Zhengzhou 450001, China
Abstract Attackers can exploit vulnerabilities in Web applications to implement malicious behaviors such as disrupting applica-
tion functionality and Trojan implantation. For the detection of access control vulnerabilities in Web applications, existing me-
thods have high false alarm,leakage rates and low efficiency due to the difficulty of extracting code features and inaccurate beha-
vior portrayal. This paper proposes a method for detecting Web access control vulnerabilities based on state deviation analysis,
which combines white-box testing techniques to extract access control-related constraints in code to generate Web application ex-
pected access policies,and then generates Web application actual access policies through dynamic analysis,converting the detec-
tion of access control vulnerabilities into the detection of state deviation. Using this technology to develop the prototype tool
ACVD,it is possible to accurately detect the types of access control vulnerabilities such as unauthorized access and ultra vires ac-
cess. Tested in 5 real Web applications, 16 real vulnerabilities are found,and the recall rate reaches 98% , which is about 300 %
higher than traditional black box tools.

Keywords Web application, Access control vulnerability,Logic vulnerability,Finite state machine
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<?php session_start();

——————————

Lindex.php

die("Access denied!");

$add = "add_user.php"; }

$del = "del_user.php"; else{...}?>>

echo "<a href=".$add.">Add User</ » 3.add_user.php

a>"; A <?php add_user(); 2>
echo "<a href=".$del.">Delete >
User</a>";} > 4.del_user.php

<?php
include("functions.php");

"<a href = edit_user.php?userid=" .
$_SESSION[ user'].">Edit User </ delete_user($_GET("userid"
a>";} 2> ) ed

S.edit_user.php
<?php

—— EARAERBEX ggitiuser($7GET["userid‘]);
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$_Session["userid"]=null
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Fig. 4 Implement FSM state transition of demo application
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Table 1 Open-source projects for experiment
id Project name Files Lines of Code
1 SCARF 25 1913
2 Wackopicko 52 4044
3 Bloggit 24 3132
4 OpenlT 25 26150
5 Events Lister 37 2076

4.2 BAHHE

i R A T B ACVD X 3£ RG5> ni 72 v 8 47 17 W)
o ol R TR RN L S5 SR AN SR 2 BRA . AR SCERA N T RS AT
afi B g I 5 AR SO B JE A T B R MR R 22 B i B A AL T
HLAE L Web R FH P A7 28 22 5, SO S o JF U, 6 3% K15
JER T HAE R SCR W KT EH g R B, N L B s Dk S %

S SRR 2 I A, FE 6 6 A R FH R R O AT 1
BRI, & BURR T H ACVD 76 % 77 18] 42t U 317 4 46 300 o, %)
P HURE FH AR5 04 BE A% 2 B4 1 1R 4 o) T TR S A S B T e
5, RE B X U ) 45 il e A SE B S A 4, 2 N TR A TR R 3
TEAETRN R . 5 DetLogic 32 56 $0H o 47 % b Al 1, ACVD
XoF 7 I 4 1) Y R 64 4 DU 2R 85 F DetLogic, H W & 48 F i
A5 Br i K I 45

F 2 T A A5 R B Xt L
Table 2 Vulnerability detection results and their comparison
Project name Number of Number of ACVD found DetLogic found SDACV Number of
request response Vulns Vulns Found Vulns Real Vulns
SCARF 1348 1333 8 9 1 7
Wackopicko 2401 1539 2 3 Null 1
Bloggit 2710 2678 3 Null Null 0
OpenlT 1433 1401 3 2 Null 2
Events Lister 1321 1082 0 Null 2 0
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Fig.5 Efficiency comparison of ACVD and DetLogic
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