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Ransomware Early Detection Method Based on Deep Learning

LIU Wenjing,GUO Chun,SHEN Guowei,XIE Bo and LYU Xiaodan

State Key Laboratory of Public Big Data,College of Computer Science and Technology,Guizhou University, Guiyang 550025, China
Abstract In recent years.ransomware is becoming increasingly prevalent, causing serious economic losses. Since files encrypted
by ransomware are difficult to recover,how to timely and accurately detect ransomware is a hot point nowadays. To improve the
timeliness and accuracy of ransomware detection, this paper analyzes the behavior of ransomware family and benign software in
the early stage of operation and proposes a ransomware early detection method based on deep learning(REDMDL). REDMDL
takes a certain length of application programming interface( API) sequence that is obtained by software running at the initial stage
as input,combines word vector and position vector to vectorize the collected API sequence,and then constructs a convolutional
neural network-long short term memory(CNN-LSTM) neural network model for early detection of ransomware. Experimental re-
sults show that REDMDL can accurately determine whether the software is ransomware or benign within seconds after it star-

ting to run.

Keywords Ransomware, Early detection, CNN,LSTM, API
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Table 1 Encryption API called by different ransomware for the first

time and its corresponding sequence number

EX B A B A B & APT XM F 5
LockerGoga CryptString ToBinary A 3601
SAGE CryptAcquireContextW 3615
GandCrab CryptAcquireContextW 9804
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Table 2 Runtime required for benign software to complete the

first API sequence of length 1000
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Table 3 Runtime required for ransomware to complete the first

API sequence of length 1000

BREECEFHED F 3 B % B K /ms
Alphacrypt(9) 1180
Cerber(14) 1076
CryptoShield(8) 1138
CryptoWire(11) 1185
Crysis(13) 266
CTB-Locker(8) 1357
Gandcrab(12) 1138
GenericKD(8) 637
Lockbit(10) 1660
Maze(11) 573
Mzrevenge(7) 1515
PolyRansom(12) 1422
Prolock(9) 1219
Ransomware. Dharma(10) 1154
Ransomware. Eleta(11) 1123
Ransomware. FRS(9) 1092
Ransom. HelloKitty(6) 1297
Ransom. LockerGoga(12) 907
Ransomware. Kraken(11) 1750
Ransomware. SAGE(9) 1170
Ransomware. Santa(7) 1422
Ransomware. Wlu(9) 1123
Ryuk(11) 532
Spora(9) 203
SATURN(10) 1092
Sodinokibi(9) 828
SilentSpring(12) 109
Teslacrypt(8) 1692
Troldesh(9) 172
Wannacry(16) 1107
&P 3 B R E AT B E/ms 1016.05
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Table 4 API monitored by REDMDL

API No. APT 4 # API No. APT 4 # APT No. API 4 # APT No. API 4 #
1 CopyFile 8 GetSystemPowerStatus 15 LCreate 22 ReplaceFile
2 CreateFile 9 GetCurrentDirectory 16 LRead 23 SetEndOfFile
3 CreateMailslot 10 GetSystemDirectory 17 MoveFile 24 SetVolumeMountPiont
4 CreatePipe 11 GetVolumelnformation 18 OpenFile 25 SetVolumelabel
5 DeleteFile 12 GetdriverType 19 QueryDosDevice 26 SetFileAttributes
6 DeviceloControl 13 HWrite 20 ReadFile 27 VerQueryValue
7 FlushFileBuffers 14 LClose 21 ReOpenFile 28 WriteFile
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h,=o, * tanh(c,) (8)

(5) & )ZE . REDMDL ¥ i — J2 i ) 09 FRAE AR BE i A
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(6) i 2. REDMDL il Softmax pR T Y 15 51 i
LR TN 25 5L L RO R I AR A 2 B R R id R R M. B
PATHEBANE L 1 iR,
&% 1 REDMDL
HIA S /TR APL )Y 41
i Result / /#6045 5
. BEGIN//i£HU API J¥ 41
e,=word embedding(S) //$ZHL S 1 ir] [n] fit 4 15
. pos= position embeddingS) // $&HL S {947 B 7] i G 5
Z=e,+ pos //H5 {35 B il 45 A0 1) 12 A0
CFr=relu(Wy * Z+by) //iid %t Z #0474 BUEAE A SRR AR 48 FE Ty
. C; =MaxPoolingl D(Fy) / /i i % Fy Ak 75 B REAE S B Cy
.F, =relu(W;, ¥ C; +by)
. C; =MaxPooling1 D(Fz) //3l izt X} Fa it 1645 B FFAF S B Ce
.F;=relu(W;3 % C; +bs)
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X=LSTM(H) //Xf H 32 BURFE A3 B R 40 4 X
. Y=FullyConnected(X) //# X by —4m i Y
. Result=Softmax(Y) //T Y J& ) R P A4 J& B2
15. END
16. RETURN Result
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Fig. 2 CNN-LSTM model used in REDMDL
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Table 5 Experimental samples and division

R R KuwEF

a2 FR AR wwmag smmwx OF
Alphacrypt 7 2 — 9
Cerber 11 3 — 14
CryptoWire 8 3 — 11
Crysis 10 3 — 13
Gandcrab 9 3 — 12
Lockbit 7 3 — 10
Maze 8 3 — 11
PolyRansom 9 3 — 12
Prolock 7 2 — 9
Ransomware. Dharma 7 3 — 10
Ransomware. Eleta 8 3 — 11
Ransomware. FRS 7 2 — 9
Ransom. LockerGoga 9 3 — 12
# Ransomware. Kraken 8 3 — 11
£ Ransomware. SAGE 7 2 — 9
% Ransomware. Wlu 7 2 — 9
1 Ryuk 8 3 — 11
SATURN 7 3 — 10
SilentSpring 9 3 — 12
Wannacry 13 3 — 16
CryptoShield — — 8 8
CTB-Locker — — 8 8
GenericKD — — 8 8
Mzrevenge — — 7 7
Ransom. HelloKitty — — 6 6
Ransomware. Santa — — 7 7
Spora - - 9 9
Sodinokibi — — 9 9
Teslacrypt — — 8 8
Troldesh — — 9 9
A S 20 8 8 36
) K 10 4 3 17
B %t E 8 4 3 15
z R e 12 6 6 24
1 T A& 22 11 12 45
W AR 10 5 5 20
Hof R 18 12 13 43
%4 266 105 129 500

VI8 11 T 1 %5 REDMDL F £ 0 B2 50, 8 2 5 P 25 i
ISR 45 AR 0 D 2% 4 0 ik 4 43 R T 00 it REDMDL %



396

Computer Science THEHLEL2  Vol. 50,No. 3, Mar. 2023

A1 F A A Tl R T AR A S 1 2 4 o 88 2% 1 AR AR 1Y [R] 5% e
A ) R A R 2R A R T AR A T 8 W 2 Ak R R AE I
AR D A9 AT e
5.3 iEMiEtR

AR SCAH FHHET % (Accuracy) A 7 % (Precision, P) , 73 [f]
F (Recall ,R) LA K Fl-score(F1) 3% 4 A~ F W 8 A5 € 7 1
B A RS B2 PEAN B8 B L TH B D vk n =t (9) — A2 iR

Accuracy=rm—LPETN 9
TP+ TN+ FPTFN

P:% (10)

R:’I‘PTFPFN (an

FIZZXI% (12)

5.4 RGZER

AT B4 BT REDMDL X 82 8 f 28 Fh K ok i #h &
AR R 25 . tbAh, o8 T ALY REDMDL £ A [l APL ¥
G 0 T ARG DU RCER  ZA SCE T 3 B0 AG: Y0 %) 9 0 12k A B e
PER U, 85 2 23 9% B 9 1000,2000,3000,4 000 3 i i H
G R ARG 0 A %
5.4.1 B RBMAEAENER

& 3 %5t T REDMDL FEAN[R] n T A I 48l 2% 9 424 28 Al il
AT B0 Accuracy B, W& » fH7E 1000 £ 4000 {15 [F
WA REDMDL I 8 B 9 Accuracy B, X2
KK 7E— 58 30 B P 8 i i REDMDL BE % 35 5 21 0 2 1 4%
FEAT R 30300 SR HE AT 43T B OG R A AR L X B F RS T A
RIS BE . (HJE o MBUE AR B K oY o (i Kmt, Hoxd
L0 APT 3 3K 4 & 3 4 3K 0 52 5S4 i 2 By B s on 8 J
19 APT J3 1 (il 22 4K 14 52 180 2% 3 A i R 45 T SCAR Z 05
HEM APL $0m & KR, A5 R EAAAT 80 X 5R B
) 3% REDMDL (9 4 I0KS 2 &7 R A 2w, e oh, A
SR A A R o B BUE R B KL R I K e (ER
f##3 REDMDL % AR K 19 73 41 5% 48 it &, 3k 1 oK Ok 34 fin 3
S 530 88y 2R A T R A I TRD DA T VR i R TE R R R AR
SCAE o g By B 2 mRE LR T R

098

e
©
-4

Accuracy
o
o
IS

AN AN

o

1000 2000 3000

APIF 3 K&

~
S
8

3 REDMDL fEA [ n TG 3 3R 50072 bR A 4R 45 31 19
Accuracy
Fig.3 Accuracy of REDMDL for different n values on ransomware

variant test set
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Table 6 P,R,and F1 of REDMDL for different n values on

ransomware variant test set

API ¥ 7] K & P R Fl1
1000 0. 900 0.982 0.939
2000 0. 930 0.964 0. 947
3000 0.963 0.987 0.975
4000 1.000 0.975 0.987

P4l REDMDL fy 46 i A B #: , 4 3Ci8 5% T REDMDL
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REDMDL H n 5 BUETE [l 24 [3 000, 4 000 H H BRIAE 7T % 2
4000, F 7 B, n 4 4000 B, REDMDL #6; i 28 F A A
A TP BRI RE AR BT 75 2 1) SR A A 1 BRI 5. 5135, 3X 3% B
REDMDL R 7£ — FC A 18 17 J5 BURD 9 e 280 ) H 2 i &
B 2 R

# 7 REDMDL TEAR] n F K 0 88 Z 5014 25 o 24 T 45 114 B i)
Table 7 Time needed for REDMDL to detect ransomware variants

for different n values

CHpfS:s)
API 7 3| K & LR ! 91 Bt 5] i B R
1000 2.386 0.093 2.479
2000 2.894 0.125 3.019
3000 4,604 0.159 4.763
4000 5.322 0.191 5.513

T #E— 24 B REDMDL X 8 2% 44 (4 86 00 25051 A
SCA Accuracy R B RN 5 T4 S Qin 5 4R A 2
F TextCNN BRI i Cis A B9 APL JF 51 K % 52 4 4000
P15 REDMDL #H[F]) . Chen %5000 $7 (it B 9 4600 J5 3 RE-
DMSJT 43 2855 4 . N-gram , AP1 R 4 i} 8] 43 5] 3% 5€ S H 3¢
AR B RS RS B 19 RF Bk A-gram  7s) FEAS SCH R K
PRAE R AR 3R AT % L S0, S5 SR Sk 8 A,

* 8 AR IFEEM BRI FMIRE 09 Accuracy FIRE H i 7]
Table 8 Accuracy and detection time of different methods on

ransomware variant test set

VRS Accuracy/ % A B /s
TextCNNL39] 97.1 5.338
REDMSL26] 98.1 7.004
REDMDL 98.2 5.513

hi# 8 nf 4, 5 TextCNN #f kb, REDMDL H f# H ()
CNN-LSTM #5750 it 4k 15 19 Accuracy {8 & 1 1. 1%, 1 BF %
T R H B B A B 4 0. 175 s; 5 REDMS # t, REDMDL [
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Fig. 4 Accuracy of REDMDL for detecting unseen ransomware test

set for different n values
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Table 9 P,R,and F1 of REDMDL for detecting unseen ransomware

test set for different n values

API 79| &k P R Fl1
1000 0.867 0.945 0. 904
2000 0. 944 0.971 0.957
3000 0.963 0.975 0.969
4000 0.975 0.975 0.975
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Table 10 Times needed for REDMDL to detect unseen ransomware

sample for different n

(B 2 s)

APLFHIKE  FrREE A0 E A B 1A
1000 2.386 0.108 2.494
2000 2.894 0.142 3.036
3000 4. 604 0.158 4.762
4000 5.322 0.191 5.513
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Table 11  Accuracy and detection time of different methods on

unseen ransomware test set

ik Accuracy/ % o E /s
TextCNNLE35] 94. 6 5.340
REDMS26] 95.2 7.004
REDMDL 96.3 5.513
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