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Container-based Intrusion Detection Method for Cisco 10S-XE
YANG Pengfei, CAI Ruijie, GUO Shichen and LLIU Shengli

State Key Laboratory of Mathematical Engineering and Advanced Computing,Zhengzhou 450001, China

Information Engineering University,Zhengzhou 450001, China

Abstract 1OS-XE network operating system is widely used in Cisco core routing and switching nodes,and its security is very im-
portant. However,its design focuses on the traffic fast-forwarding function and ignores protection for its own security which
makes it faces great risks. In addition, the existing intrusion detection methods for traditional I0S system have problems such as
poor real-time performance,inaccurate detection results and incomplete detection coverage when transplanted to the IOS-XE sys-
tem. In order to strengthen the security of the IOS-XE system, this paper proposes a container-based intrusion detection method
for Cisco IOS-XE system which can monitor the router states and requests in real time by deploying a detection container on the
router. It solves the problems of configuration hidden attack detection,router https control traffic decryption and router state real-
time monitor, which helps to detect the intrusion behavior of IOS-XE in real time. Experimental results show that this method can
effectively detect common attacks against IOS-XE routers, including password guessing, Web injection, CLI injection, configura-
tion hidden and backdoor implantation. Compared with existing detection methods,the proposed method has higher real-time per-
formance and accuracy,and effectively improves the defense capability of 10S -XE routing devices.

Keywords Cisco I0S-XE,Container,Configuration hidden attack,Command injection, Intrusion detection

- ternetwork Operating System-eXtended Edition) & 4t ) 1Z 1%

15T TE ) Web 1 A Ffl4y 4 4742 0 (Command Line Interface, CLI)
Cisco 23 A} J2 % th i S B LTl 37 0 2 2 i Be s SR A 1 L A2 TS5 T I R AT Ay A0 0 S I M A 2

JEm S E AT . B T B Y I 4 T B B R, ek B I0S-XE J& 10S [y 34 58 il B8 )32 B T 5 & Ik 55 B i
BT A T W AR A ) (R L s R o S I a2 IR 55 B Eh A RAR B 55 8 R 485 45 B AR B X TOS-XE il
AR IR 5 5 45 . 7 {5 A F) T-Mobile 544 (1) 2 P gk 10S 9 3eah FA I 5 75 38 43 &3l F /9. Lindner™ JF & T —
STl AR BOR MR S BRI P E BB ER . HET R CiscolOS FGE Y HUIE R 4E Cisco fi B &K (Cisco In-
B XF Cisco B i1 a8 B AR KR P BCR SE 0 T IOS #4fE R 4. 12 formation Retrieval , CIR)  HFI T TOS A0 5% fifh 3C A A1 3k
LT B AR AE B BRI AT B R A I L R RE R 1OS-XE(In- SHAESEAT ARAT R A B LR $2 00 Lin 42 T — R iR R 4

FF5 H 1 .2022-03-29 iR H 1] .2022-09-14

EAWH B Z AR5 H (2019-JCJQ-ZD-113)

This work was supported by the Foundation Strengthening Key Project of Science & Technology Commission(2019-JCJQ-ZD-113).
A5 VR XU A (dr_liushengli@ 163, com)



MG LA — M F AR Cisco IOS-XE RS A K0 7 %

299

BB X % H 152 Bl AT MR I R A X RGN T %
P T8 1) A b R A 9 S o b i P R 7 TR 9 8 ke IR
0 R A AT N I Cisco A A FE IOS-XE R4 il T
45— Ji W3 B 48 (Unified Threat Defense, UTD) it 55 i &5 Snort
AR KM &R 4 (Snort Intrusion Prevention System, SnortIPS)
XA 52 B a8 R A G I s Damiris™ A 48 T 4 X Cisco-
10S-XE [ H 5 (19 B0ty BOUE 77 2 - Doz A7 e 558 3l G 8 4 7
THT A I P 4 38 4715 5, I R B bl 4% 42 At 50 B0 B2 4 D fig
ARG 0 F A SCHF IF 04T B AT SR IR AT .

X M HT Cisco B AR AR U AIF 58 LA 2547 0 FlA
G5 RBLT RUT . 1) 24 i AT 5 00CR F AR R A 10S #R 4
ARG, BRI T e B A ) IOS-XE R4 HEBHE G
RS2 I A 0 BE 0 AN 2 5 20 G T 8 R AS BB AU TOS-XE
RYGTZAAAEN Web FE AR A CLI 4r 44 Al W F)
PO

X BRI, AR 3C 2% 3 IR % Cisco SnortIPS A7 K6
N A e J7 22 5 Hh B T 2 i b M D00 R Y R L R R T —
P T A0 IOS-XE R AR R 7, 38 43 91 24 6
BEXS Cisco 8% R & (4 B 5 A ] J7 v, 38 B0 R AR D i 8 K
0 SR et 52 B S A 0 [ A T SOG T B Y TP M ik A B R AR
B 3 2, ) i 11 5 AR A 3% 28 Y Ul i S I R AR B A A R
HEATRLI

ST B UE A SC T B A RUOME L A SCRR AR Clisco i &% 3
W Ik Bt T ARAT AR S8, 5 SOk [4-6 1 52 07
EHEAT X L, SEER 25 R SR WY AR ST vk T A DN S I R
PEJ7 T ROCR B, L H R X R IOSXE REE 2 A 7E W
Web 11 AR CLT 1A &3 7 09 M 147 8O- B4 .

ARSI TTER N T

(DB T —F 3 T 2851 10S-XE F St 1 55 1 46 0 7
2855 TSR XE Cisco B 4% 19 B 47 4 BIF 5, B8 92 BLXT 1
A iR TG L LS TR A S A RAT S AU

()3T 10S-XE %48 UTD R4 H e A I 2 58 i & 19
AN T LUA ORI % R G0 ) IZAFAE R Web FE A CLT i
At

O T —FidE 1 F 10S A 10S-XE F 48 19 e & K
Tk R I 7 12, REAIGAE 00 A9 TC B e i

2 BEEMASHEXTIESH

2.1 CiscolOS-XE R FHI B 2451

I0S-XE R4t /& Cisco 24 ) #E 9 5 T Linux 09 8095 8
e 2 G0, R 4y EE0 M, SEB T F S R 08 SF 16 Y 43
B 1OS SP Ut R (TI0S daemon, 10S) £ 57 & B,
TR R T 10S 48 R H 4 B S RE

TOS-XE [ ph 41 235 5 R 25 20 (1) 25 2 - 3 F DI AX 1) 1 9001
(Kernel-based Virtual Machine, KVM) il Linux %& #8 ( Linux
Container, LXC), A, 3 F KVM [ 45 4 B & 1l 57 (9 79 1%
MRS HET LXC 4SR5 I0SXE 2%, I0SXE
RGN T CLIE O Web #0223 2 88 0% L 45 4%
5 10Sd Z [] 38 3 J 182 0 VPG (VirtualPortGroup) # 47 ¥
MK,

Cisco IOS-XE RGN T XM ITME I, 72 R G H Nk

T guestshell &% . A /Y dohost i 5 10Sd #E 2 H A pnp_
python_server IR 55 22 ]38 3 unix 245 @ 57 % # , dohost 4=
K% http 3R 2| pnp_python_server, pnp_python_server i
AT cli-exec 1155, IR 45 A 1 45 23R [0 45 dohost, AT 5Z 31
M guestshell X % 1 &% () i 4 25 ) FAC B 1B 0L
2.2 Cisco SnortIPS % 2515 1T HLIE K 5R P4 53 4
2.2.1 EATHE AT

Cisco A ] T 2014 4-4E ISR RN i #xh 5l A UTD, 3
B SnortIPS A4 SC L T X i By Al . SCRRC7 1A 48
T AR RE T UTD IR 55 19 10S-XE B i & E 1Y 3 5%
Y5 AL FELE SnortIPS 25 4% 5 P& 1l #% 2 [A] 2 7. GRE (Generic
Routing Encapsulation) % i . ¥ i 5% £ 38 % A SnortIPS %
28, CBRLSIHRAA 48 T 10S-XE &4 Snort AR R 4
B TR B O vk, i O vkl i Bl B UTD R 45 il % %€ Snort-
IPS 75 4% . 855 Cisco 24 Al 42 At i) A M0 AR I of 2o 355 B 4 6 17
iRl

W 1 R . 10S-XE i i 4y il i VPG # 15 SnortIPS
FEASER: N GO B 1 B2 U0 B) ) 4% B0 4 5 246l UTD it &
RZELVWE Go DB T UTD % & . WK 508 2 8 256 al
GRE #% 3 & 7% #] SnortIPS & #% . & %4 T 1Y Snort JF 7 K
55 G RS DU AL D0 T RN S R 00 RO AT R L ) DR A kR
FRE T

eth0 ethl

2 2
192.168.35.2 172.18.0.2

VPGO VPG1

192.168.35.1 172.18.0.1
—HEN
GO Gl

B 1 UTD ¥l % i g 42

Fig. 1 UTD data transmission path
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Table 2 Running-configuration achieve method

%7 BB RO %

Show running-config

copy running-config bootflash:1
write terminal

more system: running-config

[ B I

snmp % #2 3 B running-config

S T HEAR 1 i 00 T BRI AR SO T — RS B
W T A W 7 1, % 7 B AT TE A FF SRR R R A 42 2

AR WMEE 1 iR, TCL WA i 28 bl 3 3%
system H1/{ running-config SCPF#EAT R, 2R J5 I A RC4 i
BTN SO N A AT N B SR N B R (925 AR I, X
ol S A T vk R KR 224 i A T B R B 1 R R A T
TCL A PUAT M T TCL B A fif B 7%, W TCL H Ay 3¢
PREEE SRS 290 2 A 00 TC 78 B e g o 2 A 0



302 Computer Science THEHEL2  Vol. 50, No. 4, Apr. 2023
L1 T TCL MR B 3 52 3k B B T DR B rh AN R A T A2 0 RO T A [e) R S

i A :config_filepath/ iz 47 Wid & 4% * /
it : encrypted_data/ * fil %% J5 AL & * /
. fp<—open(config_filepath)

. file_data<—read(fp)

. close(fp)

. encrypted_data<-RC4 (file_data)

[ T e A

. return encrypted_data

e P A DU R Rk 2 R, 4Gl P A rou-
ter_command_execute #4755 1 JUr XoF 7 (%) B SC BC H 3R IR
A A5 B B Pl A% 00 LSBT G B U B S A AT
JC A B A2, 2R WU T BE A TC S B s BT o X T i vk 3R
) A T B HEAT X DA ) 2 S P 45 2 7 8 52 I B i
Bk 2 T RO A Ak
B ctel/ * L 1 ARG « /
i it : TRUE or FALSE
1. encryped_config<—router_command_execute(tcl)
2. decrypted_config«<-RC4 (encryped_config)
3. tn<TelnetRoute(route_ip)
4. result<-router_command_execute(tn, ‘show run”’)
. compare<—Compare(decrypted_config, result)

. if isTrue(compare) then

. else

5

6

7. return TRUE/ % there is no config_hide attack * /
8

9 return FALSE/ % there exist config_hide attack * /
1

0. end if

i B e B T R an & 3 s . Bl 3 () 2 A IOS-XE
B CLIMAERNEITRELS R B 3 2HTHE 1
RAFH BT RS S5, @ AL 2 XA R AT
Eb X, AT LA SR P e e T A )

license udi pid CSR1000V sn 9AQFR28GNZG
license boot level ax

no license smart enable

diagnostic bootup level minimal

!

spanning-tree extend system-id

!

!

!

username cisco privilege 15 secret 5 $1$Lwne$BEVxrXtmal02KsttG9gN50

redundancy
!

(a)

license udi pid CSR1000V sn 9AQFR28GNZG
license boot level ax

no license smart enable

diagnostic bootup level minimal

!

spanning-tree extend system-id

!

!

!

username cisco privilege 15 secret 5 $1$Lwne$BEVxrXtmal02KsttG9gN50
username hacker privilege 15 password 0 hacker123
!

redundancy

!

(b)

P 3 L RO I AR

Fig. 3 Detection result of configuration hidden

il I, AT L5 4215 4F router_command _execute ) BE XF 1% H1 #%
REA M SR TS,
(2) T OCSEFPLIC (19 TCL A 921 32 3
Bl 2R EE B RBUR ,TCL A A SR Bl 2 AR % B 5
B —3 ., TCL A2 #% i ge 4 il g 7 b Ry O7 25, s 2
W 7€ Cisco fif i % - Rl H TCL B A 52 30 ) 48 22 L 5 38 44
HE T BUE SRR AE 8 N A BT TCL AR 92 30 %8 8% i %
R4 R A . Cisco i i 4% N AF 1B 47 19 TCL I 7 $2 B aT
LA B G D0 N 5% ) i 45 S, T 24 i A Clsco B4 N AF T 42
B TCL JEAS 32 B T A% 0 B A SCAR SR B B4R 43 BT H R
TCL T4 SCGE AT M % B 7 M fp oy X Hobon %128
T8 F B SC TCL A 2 336 i i 2 BE 98 15U I 48 19 the
SCPE. R B AT AT LA BRI A B AR L tbe ST AR B
B BAFIE , HAR RS FP A7 76 “ theload & @ beeval{ } " F 45 &8, H i 5
FEARWAEHE S TR A B AT, IR F SCEkC21 1 B A 21 the
SCAF 0 A 55 7 3 S I A 5 X TR S el 19 SO L 2 B AR
FAF R proc ) R ITEL IR A AE T DA A . X T4 5 L
Y TCL SR & Tk B e i S, e 2 W22 N T e &
I
HE 3 TCL AR %
i A :command/ * copy system:memory/heap * /
B il cnull
1. tftp<tftpserver()
2. router_command_execute(command)
3. while(TRUE)
4. buffer<tftp. recvirom(4096)
5. if isHas(buffer, keystring) then/ * K FILHg * /
6. tel_script<—extract_tcl(buffer) / * AR E * /

7. writeTosqlCtel_script) / * 4555 8 FE « /
8. if buffer. len<(4096 then
9 exit()
10. return

i I0S-XE 3847 TCL BIA 59 4L B k47 23 47, 7T LA
FEIBAT Y TCL A (R A7 TR B 8% heap X, SN £
BATHY TCL A 3 B8 Wi R J7 5 . — & 1 i “ showregion” fiy
A1 78 heap X 38k 49 46 #b ik L 4% J5 F FH “ show memory” #iy 4>

LN A 25 IRVECHRE 2% vk 1 B o T 18 TR T copy
fir AT 0 3 S0P B G B9 heap SCHE L% SCHE S heap 25 ]
N — B, R/Ah— 8 1 GB~3GB Z ), T # 58 M5 ol
F)FH R S T LS B TCL AR B0 b s 2 7, R R v

Bk 3R T TCL M AR sZih 2 By 2. 38 3 router_
command_execute iEF2 [A] % }% g #§ system H 5% T 9 heap 3C
P IR BRI heap SCPEL 454 the ST &4 5 1 TCL 4
A BYRHAE . S8 TOS-XE B i 28 N A2 AT TCL A 19 A
Bk E 7 TR BT .

() RGE MK I

ARG EBEER G FE RN I0S-XE BH BTl RES
Pike S G T NU

SCHRC2200 40 7 s i a5 AR 2 A B R I O vk L 3% 7 R 2
FEXT TOS F 48 #5248 56 B M, (8 00K 2 [& 8 A text A%
Bt. I0S-XE #4114 10Sd #E B FEPAT I A v in gk T 500
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EA B S EEE R, BUE E R T RETE M S A B R A
AT L 7 B A5 BE 1 0 A BT R TR LA A
A text ARAS B AN 22 TH 1 o

RSO Y IR T %7 N B h R B AR B SR R M R AT
Ay, B SERE ST IRWAJTE . — 25 sh i85 X
PFREEHM, 5 Cisco B FEEER —BG 217
TG PAT RIS R T 2R R B AW RAEEIT TR
R BB BEN . ASHEE T 432 4> Cisco 24 A 17 10S-
XE RZGEFEF, Hh ASR R4 4 121 4, CSR R [FEF 211
A~ ISR FF B 100 4>, BT B R4 hash {H . 10Sd 3CF
) hash {8 , LA K28 09 2h 5 85 B2 2 19 hash {8, - @1 W1 G &R
g3k,

7] B, 75 25 2% v 52 I A5 3 10Sd #E 7 A0 5 i 285 19 e oA 5
A B RS B 1y hash {8, 5 R 5130 Y hash {H#AT 1L
XoF o DT B 2 R GE A A5 2 7 e A
3.2.3 B ARR

% £ 5 0k e AR AR b S AR S R S 0] I AR AT
o0 26 4 0 L R 32 4 L TR P AR R S AR R A L B R AR
H A5 3 3 6 0 P 4R R AT 5 B s P a4 i
B H P B SE, ARSCFH 28R archive A1 EEM )
REZE B AR B M H AR M55 2% 0 A CLI 1
AW ITAEE

BACGRBRWT . DI i #% H R RE . 3w e H B IR
S, AR T 0y B R IR 55 4% ST BRI H AR AR B 2 Bl E A A
WE A5G P i A FRC S B0, SERT AR IOH P R CLT i
AP A A2 A5 B 5 3) 1 B8 53 2R R SRR ) I 7 A 8 S 2
W H &, TR A R
3.3 WHITAHE

R ST FH 5 RS W0 0 S ARG I A 25 G TR A R D O =X
SEIRE AARAT NI A . R AR 8 X O T AT Ok ST R
AEFLIN , 4 Wl 2 1) 45 855 0 AF B0 000 FH DS IE L D)0 2 S AR AT
o 5 SRR IR A BT IE B HRAE AR AR, Y MR B S I R R
R Y 22 5 5k B 0 7= A AR E R,
3.3.1  E A HL

T FH ARG 00 e 2 20 A A R A 0 o A A AR T o A A
BEAT AR . I0S-XE RETH M ARIT R FZEALFE Web
TEACCLIFEA IR 1A A 45, i o o 4 96 580l 5 3 9 4%
BT, F l fg 15 FHAGE 0 B8 0] == 3 T )

3 AR AL

Table 3 Misuse detection rules
%5 HAE %
1 Web i K # & Linux % 4 @ 4 Web 3£ A
2 CLI %4 % 4 Linux £ %44 CLI A
3 EATEE AR PR PR R B IR P
4 show running-config A HATH R E A LB EA 2 7 B E 4
5 Bt hash 58 FRE|EWELEF — & B 5 %
6 TCL B & # 4 4 socket.exec,ios_config 4 & % TCL & 11
7 REHEL LSRG AU M EF LKA X S Y& &0

il , eI B 1) Web 15 7] 38 3K o 43 & CLI 44, W]
PIHIE A Web VAT B Web i 3R t R B % A7 78 CLI
AT o 1R AU A U 2 N B R B i AT S b 4R S 2L 4G T
LI 2 AR SR 0 B X FE A L 0 R ARAT S B R AR

T iR AR, Bl Bk B 22 1 5 Pl 2% il O Tk el 4 7R L TT AR
8 T 7 vk $2 B o R A I o 158 R ARG 00 R 000 4 AT kb T 1 A
F G5 BE S R TR T
3.3.2 JFwAAm AR

T 0T D S R ) R R R e 35 R 0 A T R R T
FHAT MR F AR, RS T YO H R AEH PR
YEAT R L 22 5, S AR AT R K

% ER & U0k 0T 2R A Sk T e S IR B IR
ANARAT A ARMEE 2 BT ok A ARAT . B AR SO
ot AN TR AT Ry RRAE 15 8 R [ A A0 R () T 25 A LT S AL
T E A B E A 2 1] P A TR (H Y 3 AR R
A A B4 AT S T T A R AN TR (. A Y S R 0 R
45,

A SRR

Table 4 Anomaly detection rules
%5 S BT FHMRE
1 HA#®ME 0.12
2 & it X 4 0.11
3 & B ACL 37 I 3% %1 7 & 0.11
4 1# il request.event,tcl,autocommand % 4 4 0.10
5 KPR E 0.09
6 B o B8 TP ik AEF HLE U (22,23,80,443 LA By 3E B 0.08
7 BB 0.06
8 b B E B A BAT A 0.06
9 e S e B B fn GRE W B & 0. 06
10 Bl telnet,ssh 4 it £ 4 2 4 4 0.05
11 4k T4 Bf 5] B (08:00—17:00 BA4h) By # 1F 0.05
12 FE A 8y TP 3k & % B o 0. 04
13 E#m A EHATINE 0. 04
14 7 3 0 Bk 0.03

LTS HAT A ARG I A T R AT RIS 4T A 15 0, PR b i
I
3

B RE £ B 1 L S B 4 25 09 A 3 2 i T A
3.3.3 ATAFEH*

e P E AT AR R 4 i7s . 1 S8 R BB I
FRIEER IR AE B I 5 DR MO0 R AT S ST B A SR A D TS
O B AN ARAT 5 15 U)K £ B AR 5 S LU A A6
FUVE L 0 S5 4 D E S0 0E A7 AR 355 2 A0 {8 3 1 1 U 1o
EDRE iR

& B4R %

AR i BLAE R

- !

# T EL IR

REH S

A

0

4

i

Web & 7~

B4 A7 HE AR

Fig. 4 Behavior determination process
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AR T3 T B = (D R
fu»:{L rex M
' 0, x2¢€X

Horp i FoR Xt e oh 28 O AT B AR AR 0 [ 5 id L% TP
b b AU g 10 2R T A TR O 5 o s DA B R b AR
B AR A TS S, X BRI AW E S, £ (o) FRIRAK
e

S w3 AT i = (2) BRR

gY@, z€Y
gi= (2)
gis z¢Y

Hbi e & XH B Y FoRFHEMMES,Y () CFRIL
T S RN A B A A, g ARR P R R E(E, W
TR O LM B 1B — A 2 U B i 2 72, 4 VB AT 56 A
JEZ A 23 B0 B DR A7 B BCHE R b, Hb i id D (172. 16.
1.2,23665) 1 P X i s 3R D A 3 4%, 4 Bl D il 55
WML P E 2,6 M7 % MZHAPHRAREEg N
0.25,

g5 b ARAT RAE R () FR

2, fi(ot+g=1
Fi(o)=]1, 0.25<f(2)+g <1 (3)
0, fi(x)+g,<<0.25

R T A U R RIR R AR SCAR R SE 8 (I 4. 2.3 ) R
BIME R 0.25, HF (=0, REE, BF (o) =1/, %H
e RBEBR R RAEAR: YF (o) =2 Rl &k

He
=]

i3

o

4 FTIHIEML

4.1 LW E
4101 FRIFHB KAk
T B AE AR 3077 B Pk g L 7E TSR4300, ASR1000 52 A %
i #5 A1 CSR1000v K 4800 fy % b #8528 7 3l 26 5%, i 4 %
Web fir &AM CLI iy A& FEASEAT AL I . 7 I i X3 A6 56
TR 64T T 2 B, BRI SR B an 3% 5 fr gl
5 AT R 51 %

Table 5 Vulnerability for test

& & &N i 5 % E
16.3.9 CVE-2021-1435 Web

16.3.9 CVE-2020-3211 Web

16.6.4 CVE-2019-1862 Web

16.9.3 CVE-2019-12650 Web

/]\2;4130(:)% 16.11. 1a CVE-2020-3224 Web
CSR1000v 16.6.3 CVE-2019-1753 Web
16.8.1 CVE-2019-1754 Web

16.6.3 CVE-2019-1755 Web

16.8.2 CVE-2019-12666 CLI

16.9.5 CNVD-2022-14605 CLI

PR AN NE 5 fros, K A BB R EH 0T
BT R HE R U5 45 2R R BB AT I0S-XE & 48 i)
i 4% s B R Bod & B AL T X B g R AT 0 R LR
R T TABEA T I A

@

el

& .8 &
192.168.1.1 172.16.1.1

41 R A 10S-XE# i1 # R B EHB
192.168.1.2 172.16.1.2

&5 X4 b
Fig.5 Test topology
(Rl iF 6 AAE B Cisco B i #if AR R ISR 7E TOS-XE B
M DHEAT &2 B0, I BEAT SE 0 X L BB X L T ik N 3k 6
B,
6 SN LT

Table 6 Comparative methods of experiment
X PO W J R ST
1 2018 [5]
H k2 2020 [4]
%3 2020 [6]
4.1.2 MXF %

AAGRINT \ 5, 7 # a8 e B R0 3 BUE 5
BAETNRE RSP AREIN RS, R RS HKE S
LU AR 2 P 25 % B e BEAT AR R R AT AR s e S U
[A] K R S8 1Y Web T RE . X I 25 SR ik 47 53 # .

4.2 KGR
4.2.1  HHERERAmK

R T B UEA SCTT VA TR SR AR T E AR, R 7 P iR
B 29 Fh B RRAE (19 B X R AR A 10 A P TR A AT
S0 FHF K, I 5 3% 6 iy 3 B s vk E AT BOHE 4 2K e T i X
L, BRI S S anE 6 iR .

35

30

2

20 + 96 90 A
LR CBCECE'S 8

15 - u EARE

» u RHIEE

5

FEL K2 FHE3 AX
Ik

K6 i RAERE XTI
Fig. 6 Data acquisition capability comparison
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PEAT T 5 IEH AT HAER 8 AL (A 1 545 2.
Hi'5 3 HH5 4 b H R RRE, X T E R R A T 2 AR 4l

Hrp A IEFAE LT B OO B h S AT R A
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T RBERE
Table 7 Common attack characteristics
%5 HEAE %5 HEAE E R HEAE
1 CLI # A 8 B A BB 15 AP EF
2 Web & A\ Al A 9 H&H#®E 16 FERE#FT
3 TCL J& ITH & 10 B BT A A B 17 it %I 4
il request,event, tel, o aw F R 8 w2 BB
4 autocommand % f & & 4 1 5 A% 18 (ssh,ip nat %)
5 10Sd £ % % % 12 ACL 5 % 19 Jk P 1
6 [ AE 13 SEHIP R R 20 Bm R ERR
7 BEBE 14 T4k Bt ] B DA SR E 21 77735 1 Fi
%8 IEHETIRE BB 0. 25 B, A6 ) 25 0 1 412 AR X 4 L 1R 4R A8 AT 4% 52
Table 8 Normal management characteristics S P Y B E R 0.3 B ZEAR I AR AT R D i s B T A
By wefn | &% wEAx AW . EIE A SR B 0. 25,
1 3 TIE B JE R R 9 BEBEANEE
2 T ff B B R 10 EEEARE #9 BEWNE
3 T IPFEF 11 3 1B R AT Table 9 Threshold determination
4 IAEIP % % 12 TR CH - - - - —
Eq f I 5 A 1%
5 Tk PR E 13 ) X B 1 :;[ ;g}ﬁrj Eﬁ}%ﬁz‘ ii %:zw iii EAE/ Y MR/ Y
6 ACL # 1 14 e IR AR S —
7 EEEURA 1s B 0.20 4 4 8 5 0 0.0 62.5
= = i o 6 6 8 8 2 25.0 100. 0
8 B R 16 EHEE 1 1 8 7 1 12.5 87.5
0-25 6 6 8 8 2 25.0 100. 0
U AT R - HE W AT e, T8 4 0 00 500
o ) . . 6 6 8 7 0 0.0 87.5
2R T B Rl S B — A DB AR L BT DL T D AR ST
e A A 127 0 R EREE LT T o

4.2.3 FMEERE
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Table 10 Performance test results
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16.9.3 6 6 8 40 6 4 50.0 75.0 61 6 0 0 75.0 96 8 2 25.0 100. 0
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7 7 10 63 9 4 40.0 90.0 101 6 0 0 60.0 140 10 3 30.0 100. 0

—

MR R, 5k 2 B AT ROCRBAR A TCL A 5L
UAG N, 0G5 IO OB BIOAT SR B 2 XN 8 T R

T Ak YA BE T % T IR TE AR AT O P E b AR AR AR A ML i
R BVHI T AARAT DR AR 5 U ik 3 A Cisco 0



306

Com puter Science T HEHMLFF2¥:  Vol. 50,No. 4, Apr. 2023

A T 8 AR SRR 0 3 88 SC AR R AT B4R 0 T i F i o ik 2
b G A L SO BARAEARAT N IR RCR R AR, 2
SRR I TE B PR A S RS AR IR T BE ) B2 L B = X
I R I B O BE 1, JCEE KR TN TOS-XE ¥ 31 77 78 B9 1 A 2
T SR AG U AE 77 . AT EG 2 o A SCHR S 14 A6 )y 9k A 2 42 A T
T B AT R AR 2 RS BT G I S R, 2 T A T By
KAy 83, 3% P X IR A 17,506 K A5 T P A4S
L7k, BB AT R Z 30 N .

AN R T A SO VA B AT AR X R 2Lk 3
AR 3C T 3 A 32 A st Ti) ORI 52 o P T 5 900 38 280 9 iy A 5
A TE) 22) (FE A IS FE (5 IS AT AR MoE . BEMLIE L 5 Ff
TE AR 7 B 520 R AR, E A I 10 Ik,

TFRS A L SL I AE R AR 11 B g, ol LB W AR SO R
i) R RS 2D . JRIRAE F AR SO e B LXC &4 b oF
KETAREMRSG , RESITHRER T Ird: 2 WS T8 m
Tk 2 e AR LECE T T TCL WA M RS . 81748
ALy 3 3E AL B LA BT A, S SO IS ] FLAE i 0 RE HB
RZ.

11 JFE

Table 11  Overhead comparison
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