wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BFXRERARHBHIAEHRTERR
SR, HRE FRE

5IAEX

S, HE ERE ETXRIEANSHIAERREAR]. HENEE 2023, 50(5): 329-347.
ZHANG Shue, TIAN Chengwei, LI Baogang. Review of Identity Authentication Research Based on
Blockchain Technology [J]. Computer Science, 2023, 50(5): 329-347.

BN EEE (SERXINEE IE SR EENE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETHSIEENEENERESNREIEUHAR

Smart Contract Vulnerability Detection Based on Abstract Syntax Tree Pruning

HENRSE, 2023, 50(4): 317-322. https://doi.org/10.11896/jsjkx.220300063

HBEWAVEZ 2 IRSHERENEBHEFERINESZE
Anonymous Batch Authentication Scheme in Internet of Vehicles for WAVE Security Services

HENRS, 2023, 50(4): 308-316. https://doi.org/10.11896/jsjkx.220300082

EFRERBOTHIWe biaEESIFIRQNTT %
Approach of Web Application Access Control Vulnerability Detection Based on State Deviation Analysis

HEMREEE, 2023, 50(2): 346-352. https://doi.org/10.11896/jsjkx.211100166

ETXRIERIAIESOAZRN

Blockchain-based Trusted Service-oriented Architecture

HEMEEE, 2023, 50(1): 342-350. https://doi.org/10.11896/jsjkx.211100011

XRERFHFETT BiEGR
Survey of Storage Scalability in Blockchain Systems

HENRIE, 2023, 50(1): 318-333. https://doi.org/10.11896/jsjkx.211200042


https://www.jsjkx.com/CN/10.11896/jsjkx.220400169
https://www.jsjkx.com/EN/10.11896/jsjkx.220400169
https://www.jsjkx.com/CN/10.11896/jsjkx.220300063
https://doi.org/10.11896/jsjkx.220300063
https://www.jsjkx.com/CN/10.11896/jsjkx.220300082
https://doi.org/10.11896/jsjkx.220300082
https://www.jsjkx.com/CN/10.11896/jsjkx.211100166
https://doi.org/10.11896/jsjkx.211100166
https://www.jsjkx.com/CN/10.11896/jsjkx.211100011
https://doi.org/10.11896/jsjkx.211100011
https://www.jsjkx.com/CN/10.11896/jsjkx.211200042
https://doi.org/10.11896/jsjkx.211200042

0 'H‘ :ﬁ‘ *’h ﬁ‘*‘ ‘% http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 220400169

E T XREFABF M INEF KRB

WilE  HERE FRE
e kFRTFEAFIRR W4 KT 071003
AhEENHHRALARERLHE Tk KE 071003

(zhangshue@ncepu. edu. cn)

 E REEHRBPTART 2008 Fevag B PRb. ASTIRE P AL P of R X ALRARK, Rs
B M R e BRI A TAE R AN R PSRBT, A G DINEN TARBT —HTEHOERAFTE, 5%
P XAEF XA A TERMEERGEIMAETAERYP R BAEZTE FEBRLAWRANEAKELE, L PHAT
ATREBHRRGEHANEFRZAKRARE, FRA NMNREEOBRREN S EXRERLEZRARNBT Riedeg— A K
i REEEABT O AEGER R A DR A H K PRI A AL 224 K34k 5 )R 09 F 0 ikiE B 67 69 51 IR ; 3 5 A 4 B
W ERER FRLA 2R EFSFRAFTENBTATRREN I D ANERRGAR LR ZB M T Rs S HIGERR
BB AEGFM, FRZTARGZRALY,

LR He sk O IAIE TR R A BAEAR Y 55 Pl 3

REESEES  TP309
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Abstract Blockchain technology was proposed by Nakamoto in his 2008 white paper. As a decentralized and distributed public
ledger technology in point-to-point networks, blockchain verifies and stores data by applying link block structure, and synchro-
nizes data changes by applying trusted consensus mechanism,providing a trusted technical solution for the realization of identity
authentication. Compared with traditional centralized authentication, identity authentication based on blockchain technology can
realize data sharing while protecting the authenticity and reliability of data and the privacy and security of nodes. This paper sum-
marizes the status and progress of identity authentication based on blockchain technology. Firstly, it systematically introduces
some basic theories of blockchain from the technical architecture,classification and consensus algorithm of blockchain. Next, it fo-
cuses on password authentication technology,biometric technology,PKI technology and the current research status of identity au-
thentication combined with blockchain application. Then it introduces the research progress of identity authentication technology
based on blockchain from the application fields of Internet of things, Internet of vehicles, smart grid, finance, medical treatment
and so on. Finally,it analyzes the current problems of blockchain identity authentication technology.and puts forward the future
development trend.
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Fig. 1 Blockchain system architecture
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Table 2 Comparison of blockchain modes
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Fig. 2 Architecture of OTP identity authentication system based

on blockchain
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Fig. 3 Traditional PKI identity authentication process
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Fig. 7 Biometric identity authentication system
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