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Abstract  Software security analysis and vulnerability testing are one of the researching focus and difficulty in the soft-
ware engineering., People think highly of the software security testing using program analysis. This paper began with an
overview of the concepts of the software security testing, then detailed the popular methods of program analysis in soft-
wared security testing: fuzz testing, symbolic execution and automated whitebox fuzz test and compared them to each
other, finally gave an overview of the automated whitebox fuzz testing distributed system.
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3. int x==a * b;
int y=b * ¢;
int z=x * y-ta;

return z;

IS

W2 w2

B 2 B R F R G G R T B, LA o bac B
BB, B0 b.c MBUESTHIN 2.3.4, W3 1 BrR

THREE 2 FiABFRRSLE.
#1 AHER 2 BHIRD®E

SR a b c x y z
1 2 3 4 ~ ~ ~
2 2 3 4 6 ~ ~
3 2 3 4 6 12 ~
4 2 3 4 6 12 20
5 2 3 4 return z=20

MERARFSPIT S, FIRAFSERIEARFHMA,
iR a.boc WBUAS BN « L7, K 2 B THE 2 FTIRBTFH
PITEE.

%2 THBRRE 2 FSHITER

c X

E2.

z

od
a8
o8

ao(Fr+1
return z=a(By+1)

W TR AT AT LR B AR G MR Ty B R eE R A
A RN A BT R T F i07G BR  Sk PUAT B AR AT R 5 T AF
BT ENMKKBBERFPHE—&HS X TIESXHE
A, R EFRA SRR A T4 X184 MBS &
185 54N 43 SO0 L 0 43 3 S A AT A B FE R R A AR Y
B, I, A5 S BT IR _E AT LUR BT BT AT IR
BANTRUEFPHEZLRRE. BRFSPITHEFERS
B AR ATOR M RIS S A,

ANEFEMTHEREH LG, CEHERTREFMEA
e AT BB ATEF T TR, tin EFFIGY® | SE-
LECT™ | DISSECT™8! | KLEE™ , EXE™) | PREfix"", Int-
Scopel'?21%, EFFIGY 1 SELECT 242 H/T R8I HRAB
FHEMT A, B F 20 48 70 448, BE JL R R A H .
EXE #1 KLEE ME LM L BEA BN HFS BT TR, Kb,
KLEE ¥ 27 EXE Zab L, BU8 TIEH MR
2.3 aRERMNR

B AR (Whitebox fuzz testing)™ B —#MEEE T
BRI S PATH .

AEEMTHR W HI, BR THENAERBEANEK
RS RASSNRAE RE AR EFHT N, RAUES
B —ABAR ARG RHFNRRT R, R BRI 1B
BHER, KRBTSR RTAT. BFENTEEY, B
BRI S EHFE#EECH S b, CRETEFNT
HEPHAEENES. W SRETHEEMNES. CHS
SRR T A B —— YR

X—MERFHTBEENIE, §REA—TWHRAA
IR PR A BT FNER BB - PTHR . B
BREGSED, BiREFNBRELAR. RE BBRBARY
EANAREMBR, BB —MHHEA . BUFNE AT
FURRF, BRI —FHNPTBE. BXMIBEET LA
218 RN M TR T IR

B 3 FiARIBFEP, R al0] e[ 1] el 21820 0,
MRRFHBEIR. F SRR b 2 o R F B, %

[ I . R I
R R K R A
W w W W Wi
<R NN
ZTT ! =




PIEEMAR al0]=1.a[1]=2.a[2]=3, B 4 BRBEFEK
BT, BIFH - REATH, SEER 4 PREDK
— ARBRAE AT, BEBT, BT sum BI{E 0, AR A4 R {a[0]
#0,a[1]50,a[ 2150} . P ZRIATHS , ¥ (a[0]#0,a
[115#0,a[ 2]540} Py — U, BB — MM A . e,
¥ o[ 21720 B, R al2]=0, MIFT KA K a[0]=1.a[1]
=2.a[2]=0, I ABITHREF. IR -HBEZ T %,
ERE 4 PR A PATREE T —E .

1. int function(int a[3])
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3. int sum=0;

if(a[0]== 0) {sum+-+;}

if(a[1]== 0) {sum++;}

if(a[2]== 0) {sum++;}

if(sum == 3) {error;}
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