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Dually Encoded Semi-supervised Anomaly Detection

LI Hui,LI Wengen and GUAN Jihong

College of Electronic and Information Engineering, Tongji University, Shanghai 201804 , China

Abstract Anomaly detection is a hot topic that has been widely studied in the field of machine learning and plays an important
role in industrial production,food safety,disease monitoring,etc. The latest anomaly detection methods mostly jointly train semi-
supervised detection models based on a small number of available labeled samples and many unlabeled samples. However, these
existing semi-supervised anomaly detection models mostly use deep learning frameworks. Due to the lack of enough feature infor-
mation on low-dimensional data sets, it is difficult to learn accurate data boundaries, resulting in insufficient detection perfor-
mance. To solve this problem,a dually encoded semi-supervised anomaly detection (DE-SAD) model is proposed. DE-SAD can
make full use of a small amount of available labeled data and a large amount of unlabeled data for semi-supervised learning,and
learn more accurate implicit manifold distribution of normal data through the dually encoded stage constraint, thus effectively
magnifying the gap between normal data and abnormal data. DE-SAD shows excellent ano-maly detection performance on multiple
anomaly detection datasets from different fields,especially on low-dimensional data,and its AUROC is up to 4. 6% higher than
the current state-of-the-art methods.

Keywords Anomaly detection,Semi-supervised learning, Autoencoder, Low-dimensional data
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Vector Data Description, SVDD) ') 4% 3= i 43 73 #71 (Robust
Principle Component Analysis, rPCA)M) [ 8 7 Ak (Isolation
Forest,IForest)™*) | Ja) B % I F 8. 1% (Local Outlier Factor,
LOB) P45 R0, i F 0 il SR 8500 v i & Je AR R 4544
X T EEME LAY R B AR 4 . T AR Ok, R S AR 4k 2
BTV 2 R BT B S R R S Y, A E G 5 4% (Auto-En-
coder, AE) . 78 4r H % % #% ( Variational Auto-Encoder,
VAE)!' ) & 4 [ 4 i #% (Robust Auto-Encoder)™® | 1§ FF
H 4 1 = 1 1R A& A (Deep Autoencoding Gaussian Mixture
Model, DAGMM) ™7 VR B 37 7 1] & %0 i & (Deep Support
Vector Data Description, Deep SVDD)PV 4 - 5 4 45 g Wi B¢
w0 ASE DA L, 3k 2 Ty ik T LN B Bl 2 )2 R
SRR AR R 2275 2% S 5 B0 4 AT R AT e e R e AL
TR PR O P R R AR 25 . G Ah, T W S R R A T
B IO 45 A BOE AR 4 BEAT YNGR, HE LUR] A W] 09 A AR 0 B8R
PE— D4R TG I P RE . 2 B S W AG DU AT SR A B R DT R I N
A2 5 () I A AR 0 B A TTAR T BRI R AL, ) 0, Rudf
SEDEER T — R R B 2 B R R A B Deep SAD,
T[] B ) Ktk T AR TC O DL R AT AR A5 1 2 AR 0 R AU
PEAT NS A R FE T A 0 5 R D PR g . (R B T3S
FH T 1 £ HOH0R AR 00 S RGO PR AR S ARG . A S B A
ST H T RO AR Y 3R HRURE A AR AR i RTR O R AE
AT RE AR H AT R BEA 2 B S R I O 15 o Ak LR T A R
B RRAE 42 B8 2 8 09 A5 L T S ME R B A . R
Qe ) AV 2 A0 R AT S A R T R R 1 )

BERT b3 B R, £ AT RS 2 B S R R DU AR Y (DE-
SAD) . iZ B FLF) F b 55 A AR 10 B0 F1 K 5 JE AR IE B8 L DLk
W 2 ST U S TR B S ARG A 2 T £ R R, Y R Y G D
iR 25 At 5 A Al AL S o 2 WA BE 2 T R A B 29 TR BB
RO/ TE B B 00 R % 2, O S IR A AL R 22 L AT
TR MR . f TR B L T RO T A HE AT S R R L 7R AR
YRR B Fe AR o) B o A 3 S B S R I O v B RS
AN e R B R ALE R DRI 3 R R HE A . 8 S B E
DE-SAD 5 A1 (1% 58 K6 I 14 R 7E AR 4k B4 4 900 T A 7
2 TE o AR R A LAl B R I B R T P B
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HR 5 A P RO 2 75 A7 bR 25 L B S K 2 RS0 LU
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Y2k Zor J AR Bk £ 4 25288 L 2 S A i B 1 & B e Bt
J A (g K W0 D7 VR L G KT 4B (KNND | Bl Bl 4% A (Random
Forest) . 1% FR & & 482 FH (XGBoost) \ 32 11 - HL(SVM) , 24
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2.2 THEREKRN
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R FEOLE MR A . AR B T IR B 24 20 09 =8 kil
o R N e o TR S TSRl S &/ R/ a s o AL Bl
TC W 25 2] AL HE H RIS AR AR 4 B G A RS R A Bk B
KOS A R — PR Y 0 W R A ST B R g
i IR T 245 8 L 2 5 R A RE AR SO TR 45 5 B R S ER
FRAE MR 2K B A ROR FRAE AR AT TG . A S 5 A L g D
A B ) 3k R 2 ) B B B g gL R] LA o) TE A
WIRHE N . fEUIZRAT 10 B S i &5 of , IF 8 B30 R A AL
BT 50 SR AN BB A A A, SR AR EM R E R T
P R DK e S S (. R A e G A T LR
AR LR BT S REEE L ENERRES
1E H BN B AL R 22 B R, TR R4 S W AR AR 5 1
BRAET AR S G A O A M R R 4 A IR 25 S
i 0 S8 A BT R R T LIRS T A R R R
MEER . Zhou HES Z F Gk = WA A g & /T
o =R IEE LT [ U LR i T F RS L Sl e
B 1) AR S R 43 A AV Bk e AR L 100 M 7R e, P I
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45 Z5 IR R A 2 T, I 445 A0 2 R Ak 2 7S R H A 152 22 4 BT 1Y
FRAE 22 AR A o Y, DLt B i 04 7 BB Ak 1 4 R 2
e R G BT A I8 2 2880 R TR & e 397 5 B0 0 B84 R A
AT . Ruff ZPT 4 1T Deep SVDD, SVDD ¥4 fis AV
SRASCHE 8 % R B AR PR AR e W A BRI S L O
i B Bk R 2 2 R W] BE/N . Deep SVDD ¥ SVDD 1 # 28
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Fig. 1 Structure of dually encoded semi-supervised anomaly detection

model

3.2 ¥BEET

Xt F ToAR LS X o5 58 4o H5 /M BN 1) R R 25 2
ST AKAE B A B 0B IS A A T LUK AT R SO
o B BRI 4 A, TR IR

. A
min 2 H Xy Xy H ; (4)
0 .0,

o, 2 K o BOTEAIREAR 0, A 0, J9 Hili 88 A AR TS 2% 19
CEES 8

S5 R FH AT 3145 (6 4 356 53 B V2S00 o 2 T 488 gy S
HOR I fiE , DE-SAD £ B 25 & 33X 3 43 45 A i 088 K ES 4
TEAT AT B AT 2 W 2 ST U 6 o AT A T B 1 S R 1
JEA A TR0 S O 45 O RN (VR SY A . X T bR R K
R IAER T

min 3 ([l = [12)7.5€ +1 )

Hon,a, g ERGREAS 0, F10, 5T A RIS 28 1
%550 y=+1 FoR EH B0 y= — 1 %R W 800, %
7 V0B S T B I 455780 ok 9 452 25 0 i 9 5t
Se M7 T ROHRE Ay S HOAR I L AR X R 5% 25 10 1 A

PEFTAEA L AT 5 S AR BT A 48 0 T8 )2 T E — 20 8 1 W BOHR
P WY 3R A S RO A R R
3.3 WHRIBLAR
hy i — 25 2 RO R 2 ] T of ) RS AV A 3 A 3R R
TEH WA 20 B 4% A 11 B9 B RO R BB 15 4 A A 7R
o TR AR R LASR A IE B B AR 4 v e 4 A, R
1P il 5 1 5 9 WA B T A B A A T R A 4 0T
IE W BdE B B A, B AT . U AR R
min 2 || % [ (6)

0,0,
oo A S P BIFORGDEE A R TS B i A0 B i A
JEFER 0., .0, F 0, NIRIDEE ARSI B S,
3.4 WMKEH

28 2 (1) — 3 (6) , DE-SAD # %1 f5: i H #5 1 2
PRELH

14 A T A 5

M%ﬁ |2 —a |l ;4’;%/1( |z —x; 15 +
5, MEN L

e R W @
N k=1 1=1

Horpr, M 2R AR e B 1 80 s N R A bR 2 500 10 £l
v, € 1 WA RE B B ARZE ;W S BT 4 )R [R5 )2 I 4% AL
BEHEGL BB T EESG | - | 2 R Frobenius 4 Bf
WL LA ZER W — K 6) AL .8 id Frobenius 5H
P 3 2500 4 JR) I 2% AT 3947 T D00 4k 249 3R, 51 300 19X 445 A O O
B LA RPN R BB s s e FD A R R S0, R R 1 453 4%
54 K% oR B B IE N T A AN B
3.5 #EEIZG 5K

DE-SAD 8 Il 2k B B 3 3 S Bk B A ik 1 fr s, K
i epochs R ZRFEIK . batch_size TR fib & K/, &%, X
W 4 Z: B BEHL R B AL L 98 05 78 B — A I At w5l s 4 — A4
YR & Fe HE UK A SR A S AR ) 2% v S 5 /N 3R
JE T e A0 IR 1) A 4 0 A AR 2R ) 25
Bk 1 DE-SAD # &I %
AR X=(x) M N, (M>N)
B AR ACee, ) JHEIDEE (o) FIZIHD %% Ble.,)
1. BEHLT IR AL o, »oa FIl @, IR E S 5L 6., 04 F1 6.,
2. WEAE epochs Ml batch_size K/
3. iterations<=" (M~+N) /batch_size|
4. for epoch<-1 to epochs do:
5 for i=1 to iterations do:
6. for j<=1 to batch_size do:
7 R (DI RBINGEREA x; Lt S a A iS5 15 5]

B B 5% ik A RRAE 2

8. R () TS 2 T T R X

9. NI T Ry i I EC S N
AT 7

10. 3 5ot 2 (7) S5 101 1 9 R AR E T I % S8 6., L6 1 O,

11. end for

12.  end for

13. end for

TE IR B B i AT 3 B 0 A S A A dE
x EARIENFIT A



56 Computer Science FHEHLFI2:  Vol. 50,No. 7, July 2023
= o . S MU I B G AT U TR A . B ol R A A

JUH L MRS o, WA AR TR L 41
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(RS i o W N 8 TR R SN 0 8 O
5 A 4284 L . DE-SAD # # 1T DL A IF 5 £ 19 5 5 4 5K
TN R S B ) S B 80 DA 4 T R A
HERE .

32 9 B A B30 32k S B A o b e T B, AN Bk 2 R,
I B S 4 2% A A0 28 T 03K R AR Y R
B, MR o B T S A A R A R B A R R
W BE T IR R D R AR A R 20 BE N R
MR R 2 HRIE 2R RS2 Th . a8 % B {E
AL RAAS SR [8] (0 58 A5 T 45 5%
Bk 2 FET DE-SAD Y 55 1
A DA ., BV A5 Ao, ) RIS (o) FTBITE &
< xe BRSO L )
LA OIS ] < S5 8 A HH5JE 5 0B i AHE 2,
2. PR () FHEE A B 2, 2 AR B8 AR D TR 0 X

3. R O T < 195 48 s(x0)
4.if s(x)<<3:

5. then:

6. xS 1 H B

7. else:

8. X, S8 5 H R

9. endif

4 KBWEHH

4.1 BiEERETLLE

Sh RS U6 BT BRARE R B Sk A M PR BE L SE SR I T T 2 AL KR
B B0 TS S WU D BOHE 4R L TR R K9S S MR I B e 4R
LA B o F H A AN [R) 400 fy 22 4 B o S G D0 Bl 40T L B
A R 3 09 G5 K A S Bt . B TS e W R T R 4R
8 A HRALTE AR B R LW B R AR 3 REARPIZE
FTR TR G G A MK 4 ok 1 Kaggle P&, &5 9 AT i
B BRAG FRAE L 43 AR K RUAS T AR K P28 . T AT 20 &8
BIFEANME B AN 1 T8 A0 48 SUREAS B, 5 R R AS B R AR 4R
BE LA R S bEAR b SR R R R AR R 2 L B
S W REAS LU A AR

R OERBEETME L

Table 1 Dataset details for experiments
dataset # samples # anomalies # features # abnc.)rmal
proportion/ %
food 66856 466 8 0.7
water 1220 20 9 1.6
pima 510 10 8 2.0
annthyroid 6766 100 6 1.5
thyroid 3772 93 6 2.5
shuttle 49097 3511 9 7.2
satimage 5803 71 36 1.2
mnist-100 7003 100 100 1.4

D https://www. kaggle. com/code/creepycrap/potable-water-71-acc/data

R E1 I+ 1 RORIEWHEA, — 1 RR WA, K5,

Kot 45 AF B R AT A o AL AL B 0 FLAF A AR ME IR S A0 A6 B
Fivy S
X (9
o

Forb . X3RRI B REAS e T o 20 391 32 7 B0 1 57 R 7 3
HABREZZ X Sy b e fb b BT A B RE AR

BR R 2l AR A AL BRI B RO 25 AT R AE 48 7 U1 — 1k
Z[— 1, VIR A7 F] T m PRAS BB B R R E . R AIE 45
AW

-~ X
X_imax{\X” B (10)

S5 B AL 20 Y6 Y s VR S K A L TRy 80 240 B AR
P AE RN LRAE .
4.2 3tk FAESEMIER

S 3 BB S AR MK (TForest) | B35 37 5 [ &8 HL (OCS-
VM) &8 F 50T (CPCAYET | [ 4B 2% (AE) VIR B 2 4%
lia] B B4 18 (Deep SVDD) , LA B 2 W 5 % K A A Deep
SAD % 32 i 5 5 A A R AT X H . ST S8 I M 48 B O ROC
£k T J7 T F (Area Under ROC, AUROC), AUROC 2%
A VA RS [R) BT 45 A58 20 5 0 RS 00 P e A3 R b . O ik 4
WAL 19 52 ), g il T LG v A A R 4 B L 10 RS TR
F B AL, 6 T 54 [ i BEMLFD 7, 3 54T 5 IR L,
REFD LGB R — AT 50 I E .5 F] 50 &~ AUROC &5
FIFHH A ME,
4.3 HBERE

UG A BEUE AN i VR A% I HE SR PyTorch #1474
SR TE Linux IR 548 1 #E 4T 6 ] NVIDIA 20807Ti i,
SEEG T Adam PR AL ERT IR BTG RECH Tanh SR
DE-SAD 8 RIEAT Y1 25 . St F A [ 5 48 48  DE-SAD #5 # (1
o T 2 225 B4 AR 8 B0 4 R AE 4 B 40 AT R B L R A 2R S
T2 XS FR o S G 36 E 43T, L6 TR B HE A b N 2% Il &
B RAER B MR 2 Fral . GA 38 EIZE 100 4 epoch, 7E
YLt B 1, 5 50 A epoch J5 2% 2 2 DL 10 53R, anitk,
ML R WCSIUE 24 2] 2 A3 S oM L BT LLAS B T4 1 I 4 4k
Ho X AR (YR8 S B0 0 2 55 X SCk I FE AR W) B A
R FHEAT IO .

% 2 DE-SAD #BSH&E
Table 2 Parameter setting of DE-SAD

dataset encoder learning ba.ICh " 72 5
parameters rate size

food {8,5,3} 0.0020 1024 1 1 0.5%x10°
water {9.6,3} 0.0020 16 1 1 0.5x10°°
pima (8.5.3} 0.0010 16 1 1 0.5%10°
annthyroid {6,4,3} 0.0020 64 1 1 0.5x10°6
thyroid {6,4,3} 0.0020 64 1 1 0.5%10 ¢
shuttle (9,6.,3} 0.0020 1024 1 1 0.5%X10°9
satimage  {36,24,10}  0.0020 64 1000 1 0.5x10 ¢
mnist-100  {100,50,24}  0.0005 256 1000 1 0.5%x10 °
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4.4 BHERE5HH
40401 KRB E A m A A
B FE R [ BG4 b A T 25 R a3k 3 B Al R s
Pk 50 HSCE Y AUROC 3548, B L 95 %6 B A5 IX 18] (4 £
. 3R 3 RS R RS LRSS SR T R br
ZERAT LA L DE-SAD B8 78 3 o B 4 B R B
e P 0 S8 A6 Mk R L AH Lb ik 77 % . DE-SAD f#§ AUROC “F
BIEE T T 4. 6% . IF HLICEE B sl X [ 4/, & W0 T
PR B A R AT, Y RO B 0 R AR 4B B R Y, G0 AE
mnist-100 34 4E T, DE-SAD 2 3t vk 40 09 1 ik . {548 1L 1%

407 K A ks s Fl Deep SVDD B4 B B L34, Deep SAD
T o 2 T R BCHE 088 BRI S ke R AT S R R, TR O
TEREAERE L= B B SR R R R S R
DE-SAD 2 THMFET W FEMEHIEE EHEARA
P, SEAE R4 J% B T 5 . Deep SAD Il 5 i 2 43 S Fil
IR AN L5 By Be o H 3@ 5 E G 8 2 )1 25 4K 15 455 R ) 4
280G B FF 4R U B AL, 1T DE-SAD A H 1 Y1l 2k, 45 7Y
B RKIEM. 56 BRSO, M A 3 05 5 R
BUAH L . DE-SAD A M1 % /9 57 4 A5 0 0 % L o B2 7 % 4
A7

#* 3 IR ARG DN A 7 2 A B 4R b 2 2R

Table 3 Test results of different anomaly detection methods on multiple datasets

CHA: Y0)
Dataset IForerst OCSVM rPCA AE Deep SVDD Deep SAD DE-SAD
food 72.3740.8 70.840.9 74.3740.7 73.240.7 63.60.4 75.5£0.8 78.5+0.7
water 73.4+2.0 69.7+2.3 72.74£2.0 71.1£2.0 61.4+5.1 72.043.0 76.6%1.9
pima 79.8+2.4 77.644.8 80.34+2.6 79.943.9 66.8+6.9 79.54+4.8 83.5+2.5
annthyroid 90.241.0 66.8+2.0 80.6+1.8 58.5+4.2 54.7+3.1 77.2+3.9 93.4%1.2
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