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Anomaly Detection Method Based on Context Information Fusion and Noise Adaptation

HENG Hongjun and ZHOU Wenhua

College of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China

Abstract The data collected by field devices such as sensors and actuators in cyber-physical systems(CPSs) contains complex
context information. To extract and fuse context information in data and reduce the interference caused by noise,an anomaly de-
tection method based on context information fusion and noise adaptation is proposed. In this method,an encoder-decoder network
composed of adaptive denoising encoder, context information encoder and decoder is designed to model the state-space model of
CPSs. The adaptive denoising encoder generates adaptive noise by fitting the distribution of noise in the data during the training
processsand adds the adaptive noise to the sensor data of the training data,so as to improve the robustness of the encoder-decoder
network, reduce the interference caused by noise.and force the adaptive denoising decoder to learn the system hidden state with
stronger generalization. Context information encoder uses long-short term memory (LSTM) and convolutional neural networks
(CNN) to extract temporal context information and spatial context information in the data window,and uses self-attention mech-
anism to fuse these two types of context information with system hidden state,so as to obtain the fusion result, which is used to
infer the system hidden state at the current moment,so as to increase the amount of information of system hidden state at the cur-
rent moment. The decoder can decode the corresponding sensor data more accurately by using the above system hidden states. Af-
ter the encoder-decoder network training is completed, the system hidden state and the decoded sensor data are obtained,and the
anomaly score is calculated based on the unscented Kalman filter algorithm. Experimental results on two actual CPSs datasets of
SWaT and PUMP show that the F1 value of the proposed method is better than other comparison methods, which verifies its ef-
fectiveness.
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Fig. 2 Anomaly detection process of the proposed method
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Fig. 3 Structure of the proposed encoder-decoder network
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Table 1  Statistics of SWaT and PUMP datasets

A 1
Datasets Train Test Sensor Actuator n(?ma Y
ratlo/%
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PUMP 76901 143401 44 0 10.5

5.2 EIMiEE

AR S ) F B AR R B  Ubuntul8. 04 &2 4, Tensor-
flow2. 3 ¥R i 2% 2] HE 8 ; 6 {4 L 5 4 Intel 19-9900k@ 3. 6G 8
.t 16 268 CPU, 64GB N 77, * K RTX2080Ti 11GB & 17
GPU,

FEPIAS S50 B0 A 45 1) F B AL 2 5048 22 B0k 1 0 4%
A R RO S R KON RGBS M E S
Ja o A — B 4 b0 BT A S Bl AR W h o =4, A
57 601 R BRI T N 56 GE 28 A R BN L AR W
4 F0 2 B00H B e B R T AR O0 I A A T Y B L B
Oy B I M 4% . B Ah R 45 I 25 T Adam R 1k 28 2 4T
Z Rk
5.3 XEEZWAM
5.3.1 R

TE CPSs 59 R AT 55 vh B8 vh A7 78 R 0 o3 A e 7 L, R
H Dropout Fl &5 #7 B 7 19 75 =0 AL g2 B e 1 4 15 2% . %) 4 1%
M EmEmEEAAGR, B 5 —ESOFMNERT
SWAT #r#s 4 v [ i W e\ PUMP #4648 b [ i 1 e 7 LU
B e s (AT AL 25 2R . AR 5 Ca) AR 5Cb) AT L B
A O FORTR CPSs R 4 . B E R M 75 1 40 i 25 5t
. X SWaT Fl PUMP 4 4 i [ & v e A 3 47 18 A4
R 56 o 235 TR 22 I T A B0 4 vh 1 1 3 N R 7R O TR A 5 37 4
Ao PR SR IR D e o A ORI VA T ST MR S A L T A

T 2 ik i IO 445 1) 8 e 1
1 - 02 0 0
075
[ ¢ 6 050
02 A 025
04 § 12 0
=]
06 ool -0.25
) 18 050
B 075
10 24 -100

0

8000 16000 24000
Time

Co) o BT g s

B 5 SWaT F1 PUMP 54 48 v iy H 38 S B 7 % He

Fig. 5 Comparison of adaptive noise in SWaT and PUMP datasets
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Fig. 6 Comparison of perturbation strength of adaptive noise to data

window in SWaT dataset

DL A HT B, B4 CPSs KR b B 75 S 31 00 Hb 43 A7 78
ARG O, AR SCHR LAY 3 N M A A 2% L AT DA AR
Hb A0 A 25 B0 v b R MR S 4 T D R 6 1 R
5.3.2 R EHSHMH

R UEAS SCH A CPSs 58 Fr AT 55 b 09 M L i
BRLLTF 9 Fh 5 5 K J7 3 28 47 % B, 43 51 8 : EncDec-AD™7,
USAD"*, OminiAnomaly"®*! , NSIBF"**!, Isolation Forest-**!,
Sparse-AE™ , LSTM-PRED™" ,DAGMM*) , THOC™" ,

T2 T A EE ik 9 Fhrik7E SWaT #l PUMP
PIABOE B L uEaf % B A F1ME, ik 2 31, 423
TETEW A B AR 1 F1E AL |38 3 8 7 AR XS L J7
P B X B B B R 78 4y B A CPSs 84 R R & R X
58, BRFZ ERRE CPSs BudE b s 4 i =Xy 22 57 . R g
50 YR R A R T

e SWaT HH4E b, A7k m FL EMF BRI ET
HATr i, M2 T RSO EAENER % KT 0. 950 AR A,
B FKF] T 0,905, H L F1 MM H NSIBF J5 ¥, A S0
P09 FLAEAA BS54 & T 1.6 %0 F 4. 2%, #E i 22 FE AL
T 1.4%., #L F1ERLH THOC J ¥k A S0 ¥ FlE

FIR WA B T 5. 4% A 10, 6%, HER AR T 1.3%.,
SWAT s 5 [ i 550 25 R e B, A% 3005 vk B A 8 v 1 E g
R [A) iF BUA e A R FL AR,

T PUMP 4845 b, R SCO7 B FL(E 73 ] 26 A 1 26
IO T HAL T 5 . M F1{E &8 NSIBF Jr ik, A 307 ik
B9 F1{H A 5 6 5 T 03.0%0,4. 9% f 0.5%,
PUMP %4 4 A5z g0 25 R R W], A SCT7 ik g | i $2 7 53
R0 A [0 3R B R F1fH. THOC B AE 3 K 2 FF W 45
YNZRARRD L [H A SCIE ¥ 7E PUMP IR 4 1 PRSPk fE

PIASBOHE 46 1 5 ik 4 BT 2R IR AR S 9k B8 38 43 st R
BAm R A LR 3OfF B B AR R R W) CPSs 01
Hh I R T

F 2 ARTTEAE SWaT Il PUMP g4 L 9w R 73 [l R0

F1 X kb
Table 2 Comparison of precision,recall and F1 of different
methods on SWaT and PUMP datasets
ethods SWaT PUMP
Precision  Recall F1 Precision  Recall F1
Isolation Forest 0.975 0.754 0. 850 0.977 0.582 0.729
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# 3 SWaT fl PUMP # 4k I b 3CfE B A 22 i
Table 3 Context information validity analysis on SWaT and PUMP

datasets
Datasets Methods Precision Recall F1
et F BT X 0.982 0.863 0.919
SWaT T 0.946 0. 895 0.920
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ETXHEEAS 0.979 0.889 0.932
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Table 4 Validity analysis of adaptive denoising encoder on SWaT
and PUMP datasets
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