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IPv6 #3136 & = J8) ; R JG & T Transformer # 3% 5 I 44 A GPT-IPv6, vA sk kA& 3t IPv6 3 ik 38 & = A 9 69 o A 5 &
BN KRR REAR S RMA, R ERIG AR, BRIE, 5 A5 T EE A B AR A R Ik H 0  6LMNS A % 89
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Deep Learning-based Algorithm for Active IPv6 Address Prediction

LI Yuqiang' . LI Linfeng® ,ZHU Hao' and HOU Mengshu'

1 Information Center, University of Electronic Science and Technology of China,Chengdu 611731, China

2 School of Computer Science and Engineering, University of Electronic Science and Technology of China,Chengdu 611731,China
Abstract The huge address space of IPv6 makes it difficult to achieve a global IPv6 address scan based on the existing network
speed and hardware computing power. Fast IPv6 address scanning can be achieved by using address generation algorithms to pre-
dict the possible IPv6 addresses in the network and subsequently using the predicted addresses as the targets of scanning. This
paper explores potential allocation patterns by analyzing IPv6 address structures and allocation methods, and proposes a deep
learning-based algorithm 6LLMNS to predict potentially active IPV6 addresses by combining existing traditional language models
and target generation algorithms. 6LMNS first constructs IPv6 address word vector spaces with certain semantic relationships
through the address vector space mapping model Add2vec. Subsequently, the language training model GPT-IPv6 is constructed
based on Transformers to estimate the probability distribution of IPv6 address word sequences. Finally,nucleus sampling is intro-
duced instead of traditional greedy search decoding to complete the generation of active addresses. It is verified that the addresses
generated by 6LMNS have better diversity as well as higher activity rate compared with other language models and target genera-
tion algorithms.

Keywords Deep Learning, Word2Vec, GPT, Nucleus sampling, Greedy search
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bk Ay S a bR S B IR R H 4h & 5 3) TP Motk 43 T T
Plonka %557 X i % TPv6 41k M I [1] 15 25 ] 15 4> #3234 47 43
B BT T —FoB 19 B 44 1607 6 KIP;4) 76 ML 15 40 91 7
1] , Sarabi 25170 3 FH 22 4y A %% % 2% ( Variational Autoencoder,
VAE) R I (4 1% 4 J8 P 05 85 40 o IR 4 ) i, Oy 1O )
BB A B LR
B 25 1) 285 AR 2 1) e i % %, LA & Zmapt™ Al Masscan™”
ST EA LI, %2 W TPva Hihk i R 3 T 25,
WWE RN, BBk IPV4 W4 BT 1 AU %5 F 55
SR TPv6 P17 E I i dik 25 [7] , 3 BR 25 B 421K, 3 i ZMapv6
FETHARMEA 1IPVe Huhk 2 ] T Z LA W kX 1IPV6
o ik 47 3 7 AR R 2 TR AT . A0 1 e AR
B 3 B34 07 2ok 18 T3 BR TPv6 b hk 2 BF 5T A 5L TR I 6 —
AR
BT+ 1Pv6 stk B F A £ F ik, HlU0, Gasser
SE00) S i X TG 48 4R B A 0% BK Mb dik 58 A AT traceroute £
WLORIKIUE £ 19 & T ¥ i #% 19 IPve ik ; 2 T3 & R 40
(Domain NameSystem, DNS) fi#t 47 #L #1 35 BCE T IR 5 #% 19
1Pv6 Hu ik, Il FH DNS H A 33 i) 358, 4 i A7 L1 Strowes' '
1T —FlE L IPvd Hihk#EFT ARG 31T AAAA #1152
IPv6 Mtk (1) J7 7% ; Fiebig 465 FI A ip6. arpa 3 v 19 4 45 /7 7F
T R > TR R 55 4% TPv6 Hh bk 38 R . _ER J7EER
AR E BN E s 7 2, B I 4k, B fR R U L (Tar-
get Generation Algorithm, TGA) # #2& H LA SZ B IPv6 £ W 3=
S, AR A U 00 D5 AR B T 0 A9 % BR TPv6 Hb ik
£ P29 B I BR IPv6 b bk i) Hh ik 45 A4 RN T 4 B AR AR AE
SIMTIE R TPv6 HbhE 04 V8 7 4 10 LA HEWT LR X8R, B
A Ay W RN L W WV SIS R 79 181 e B N =K 1]
0 L 1 A S K R T B R A9 1Pve ML hk4E L R 1K 3 1Pv6
bk ESHEHE R,
H T IPv6 584 i 744 4 A, S0 B o 19 38 AR B 5 )7 51
X Z&, PR HOE LT 3 BR IPV6 Muhk. SR B 4t 4 R
SR H TPv6 9 4% 1 LT P o 5 300 20 530 1 A% 4K 1 1
PEi% .
(D IPv6 FhEBEL
o0 £4% 45 31 53 T L) 1 pht B4 TPv6 Stk 43T 7 %8, S U b hE
HE O ARIRAF (1ID) Z Fp oy B A2, & 7 o AT DA T E R3S
Hu bk [ S & T AE Dy B LS EUT-64 11D, T il 45 4% A1 8%
P A% 20 T b k3 e AR O A B B3 A ) LR FH DHCPvG #Y
AT, MRS RFC 7136 HAZE R, X e X2 N B Y,
T3 A K
Fixed I1D
Low 64-bit Subnet
SLAAC EUlo4

2001:0£c8:0000:3256:

SLAAC Privacy

2001:0fc8:0204:0001:0000:0000:0000:0001

2001:0£c8:0200:0024:0000:0000:000¢:0007

2001:0fc8:cab1:00ca:7¢56:3254:4578:36al

PR b A S50 vk A T R

(2)IPv6 744

C A &R W], KB 5 2 Hudik 2ok ok TPve i
D5 ZUFiFR TR B TR, AT R A% 3K 30 2% DL 1 BRI Dy ik 2 1 T
S Mo B AT LR Z R A ME— PR, B AT
>J 53 4 bk, 5 BOH AR R R ) 30 A IR BT A

BT LA bR, W 5T A 4 R o R B R S I X v
Y5 BR TPV6 ik i TN . 3 F IR 2 > W O vk, B S T
Ta) i 2 A [E] SR L A LA — e LR IPv6 [ AT ]
Wi J5 H T Transformer #4 #1355 88U 3k £ 110 /7 51 19 WE % 43
A5 41 W7 I R b ik ) 2H AT

TE TR BE LR R B, A A Oy 2O E A 0 AR
R ERTE A b A N TR SR S N (R TR N
FIRE LM IF R T beam search, top-k, top-p 4
T E B E R A AR5 7 2AE TPv6 bk 5000 B 9 M g L 5
Y25 R W top-p RAE T ILTE 1Pv6 Hbhk 43 5 hbE BE SR 4T .

AR 2 TAHT 1Pve Ml A i 5, UL S Bird:
BB A ok SR A DG B R S AR AE 3 WA TS
Rk A B3 6LMINS, % Add2Vec I GPT-IPv6 4 {4
B R ARBETE L LB AZ O SR FED (Nucleus) B9 S BLAN AT 5 56 4 15
TIN5 X A R R R eSO R R K,

2 MHXIE

CA X TR EARE A k508 TPve 2 M £ 3+
0 TAESS 9 2 K240 IPV6 Hb kil 45 44 L 43 4 Hiu bl 18] i AR
U Bk AR RS . BRI AN AR A IR R E L
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IPv6 DS bR 4 Y 25 4, 1Pv6 1 Mtk 20 by R HOAR 28 78
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WA LU R B AR AT HE 3 B BAE dbhE AR R — 3 T
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I BLF8 8 1982 1138 H JE TSR 99 5
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AT RIERET,HE S RIT. BT oS 3E 6 80T R
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AU — T,

A A

2001:fc8:204:1::1
2001:fc8:200:24::¢:7
2001:fc8:0:3256:

2001:fc8:cabl:ca:7¢56:3254:4578:36al

Fl 1 IPv6 HodikBEA
Fig. 1 Sample of IPv6 addresses
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5 DX Bl 7 0% 1 B /0N A R AT 4 3, DT R T 5 2
X358 R A 7E R — A b ik 25 8], 4R J5 X AS () 285 B X 3R AT HE T .
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A~ ) 7 %5 B] SR A 118 SR L IR I ] Transformer W 25 5 Xf
MR EAT N 25, TG A B H AR Mokt . B S L A T 4E 2021 4F
P2 B A K P 4% (GAND s Ak 2 > sk Al 2 B H
FRAH B 480 6GANPY . 6GAN 1 A A B 2% 1l FH 22 25 )
S5 R 0 4 G 2% AT NS AR R A ] SRR A S R Y
e 44 HAr il
2.4 EHmAMIESHEE

ik A & A #8185 5 Ab B (Natural Language Processing,
NLP) i SRR 5 RAE = S HOR MG FR . AR 4L |5 % B
B3 i A RT R II R B 8 R Y ] e 3R AR BE % A O b 4 T AR
B2 AL BE T, AR ZE 19 1] & BT LAl G SR h i BARRRAE . ]
B AR 4k G i A TT DA % B3] 530 Z R AR FE I D6 &R

H T IPv6 ki U & W], 38 A7 7E £ Fh Sk J7 38 AR M
BROH AT BRI Zh . 22 92 B i A0 M hk AR LB R B S
B b ik 20 G 0 SCAE B U DS PRt A G AT 5 38 5 A 4t b
Bk 17 P B ok A A TPv6 18 L, 38 5 2 > b ik 3 T 50 R Y T
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75 BR ik
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Word2Vec #7333 Il 1% B 5 m] DLAS 21 454 B3] 19 [
K B Y ) B e % L ) B 22 () A B AT LR Ok A B 2R 2 [ Y
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1)) o 5 R R A 2% P AR 38 00 A1 5 2) ) R A B vk D2 A
RO PR A FAF .

048 % (greedy search) i i B, B 3 39 5 45 > Hi i 19
R, B AL B R FRIE. Freitag 550 2
H I EEHH R (beam search) & —Fl g & X R B %
BEUCHR AR B Y B K A beam_num A~ 45 3R L 45 R bk 4 4
R KB P 5, 7 Lk 5 570 48 4 st U 35 TR AR R0 7
I AL R 5 B Z 2R,

TEREAS WA 2L T, top-k SR AR AR 4f HC AR X HE 2, AT £ 4>
A RE AR A 2 A1 A B 2 A5 T R ATSR AR . top-k SRR TR A 5K
WE AR BIR top-k TEE HLTE 58 8 10 M % 43 A rh R 4T 58
S BEAL R B A LI SCAR T B A3 £ B FE R R 1 3R B T
B A F RN K S A HEEER K & — XM,

J T P X AN 18] 8, Holtzman 2805038 T 4% 0 2R AR
(Nucleus Sampling) , #3 #5 8 28 43 15 2l 25 Hb P 3 2R FE 19 98] 25
Ji1) o G SR R A 19 D /IN AR 488 54 I T8 25 2 0 i M 4 03 A sl 25
M A BIEBUAE R B9 IPVE Huhk KT AT A B A M hE A
SRR, BRSO AR Y O 25 R R U 45 SR n BT 2 iR, T LA
B I ,top-p A ik A — A ik 3 ) HE S SE AR K T AL S
greedy search, 4z B A4 HlL hk 5] ) SR A R B G F £ 4 greedy
search, 53— J7 T W HE B 1 2R,

010

0.08

- » . o
B 008 o—o—o o S o o v

004

002 ~— Greedy search

Nucleus Sampling

0

0 3 6 9 12 15

Huk7

& 2 greedy search 5 Nucleus Sampling 4= i i 1k i7] #E 58 %6} 1 1K
Fig. 2 Comparison of the probability of greedy search and Nucleus

Sampling to generate address words
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AR SCBETE T 56T U B 24 3 1016 B b bk 2B B AL 6LMINS,
45 Add2vec il GPT -1Pv6 M FBLHI . Add2vec ¥ 3415 50
b il 2 i) e S S 3 SC 1) b as ) 80 R AR k7 TR — % R
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Fig. 3 Overall structure of Add2Vec
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L) = XL Culupy s su 150, Vi€ [1n]
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BEL8 1 e SN

TEREAS epoch Az i bk 18] [ 4t )5, 55 95000 45 2] 64 18] 5]
g, LSRN 2 P A BT 2R 51 Y AR 1) ] S 19 AR 5K AR AL
i F Softmax MRECK AR SZAHALEE cos(0) e 4 Sy PR 1] SR A A
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3.2.2 UK R

T ARAT G BRAH e A M HE SR A AR O SR (rop-p) X —
R AL A B SR W A0 SR R X 90 M T ) — b 2 . top-p

S A 0 A% 0 JELAEL R AR 8 ML R 43 A1 2l 25 b e SR R 1 1) &5 ]

YB5E W ZIAE R A Pl o) - B SR 0 B 20 AN 17 1 1

O, B 280 Softmax THE 15 2 B 13 — AL %, 4% 19— e il

RPEATHET IS, BUAT T AR K Y ) 1 B SRR

KT [ E B, A R — 1L VBN top-p BRAES ] VO,
2 P Culuy, ) )Z=P

WEV(P)
P/: > Pmnx(lllulg—l)
u€Vip)
, Pluluy,—)/p" s i z€VP
P (uluy;)=
0, otherwise
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iR SURA AL
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A AR b L

1. memory = encode_memory ( model, context) ; //M context 1 & fith
memory

2. i=0;

3. result=context

4. while i << L do

5. logit=model(result, memory) //A: B4 Rl 155

6. prob_distribution= Softmax(word_score) / /%t # K 4311

7. word=Nucles_Sampling(prob_distribution) //fffi #4ia ifi

8. j=0

9. p=0

10. while p << P do: //P RS H, B HRT A T DA 5K
Mok ), B E) RIS L B P

11. p+ =sorted_prob_distribution[j]
12. it=1
13. word= Sampling(sorted_prob_distribution[0:j])

14.  end while
15.  result=concate(result,word) //HfiZFIHK &
16.i=i+1
17. end while
18. return result
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ICTCAR B AR LI 5 46 48 F Softmax bR 0K H 1k
LR, 15 B A S A J5 B AT S A R B 5 5 Nucleus Sam-
pling 7= ## 3 Nybble, 344 Nybble 8 $f 76 bk K L M5
U A U A 0 R E R . L E A LAY H hE A B 4R K
Joi s TE IR RAEER 8 2 2 SRR T

4 ST

AR K A 28 S50 v 48 FH 00 B0 4 TR g0 AR L SRR
6LIMNS #45 B 75 A A i ik 45 b A s kb
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% S¢S vh BT R 0 BOHE L 20k A IF R b dik 4 TPve
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Table 1 Performance comparison of sampling strategies
AT )
Thit "gen
greedy search 25.2 4.2
beam search(N=14) 27.5 4.9
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A R hE 1) R AT R e Al A M B B AR A — AN TR AR
TR 5 R, AR CXT greedy search, beam search, top-£ DA K&
top-p AE BUHLAE (9 T & ST X IR, S0 RS B T R
HE 3R 5 KR PN A B b hik ) B S R R S B0 AE beam
search H1 Beam BY F& B 0,0 R R, B I IR B B Z5 R B £, B
AR M Ak B 22 RE R MU s U top-k SRAEFR K R 2 ) 12,
AR 4% HEAH X ME S, AR K A~ 0] AR MRS 43 A N 09 7 45 h AT
R, KB, Az pl b bk B R ARG U B SRR PR
ANIR0.1~0.9, PR, AR [R) 1 B0 T 328 B i1ty b ik 7] 2 dk 50
ENS A ig - R (1O

- — Beam search
® 07 Nucleus sampling
by =4 Top K
W08 L, "
® 5 s
= 04 . b¥beam search®  ° 4=16
zO k=3 beam % & .
2 o3 K=4
e
E=4 02 K=5
H 0 K=7 K=8 K-10 K=12

0

0 01 02 03 04 05 06 07 08 09 10
Nucles sampling # # P

& 5 7K [ fige B 5 W 2 i i ik AR Sk L TR
Fig.5 Comparison of address repetition rates generated by different

decoding strategies

38 3 XF &k B, 7E A BRI 2 503 BN L beam search A= AR
ik () 2 R = T top-p Al top-k. H. 24 P WS KR, top-p
SRR A R L hE 22 REE TR AT, X AR 45 T top-p RRAR 4 A 45
A1 Bl 25 4 e S SR AR B TR 2 ) L S bR A A bk T A A
b2 N 1 T I | W o T
4.4 BE

TE 6LMNS i8I i1, Softmax il B & — 4 K8 S50, T L
P T A A b ik O A, 7E ERE R ¢ B, R AL TR i ) T
BEALRAE A2 BCAY 3t k0 A S 47 19 2 B4 . 6LMINS 2R H i
HBEJG %0 R AE top-p  AEDRFFARIE ¢ BT BLF A2 5 i M ik
SRR R A MR . 1B 6 45t TR IRIIR BE ¢ %N A Hl b A= R
S5 IR O AR i A 0 b T i 2 B Ak ad R
] ¢ (A 2 M BETT DA R B, 24 2= 0. 01 Bif, A5 A0 A= i 19 b ik
A B AR BRR s RV BUE BOR ren

Thit 40 Toen

< 35% 2001:0ca6:0b12:0100:0000:0000:0000:0001
K
o I e 2001:0ca6:0b12:0100:0000:0000:0000:000¢
B
& 15% o 2001:0¢a6:0b12:0100:0000:0000:0000:009a
£

R e 2001:0ca6:0b12:0100:0000:0000:002b:003a
S 5%
# e,
;‘g 0% 1* " 001:0ca6:0b12:0100:0000:000

001 002 003 004 005 0.06

I8 6 AN[A) Softmax i 4 ¢ A3 d1k T 25 2R

Fig. 6 Address prediction results for different Softmax temperature ¢



268

Computer Science FHEHLFI2:  Vol. 50,No. 7, July 2023

4.5 EMER

S P T b A v L

(DAL S5 38 35 B A, RNN, LSTM™ F1 GCNN 7E 2 Hi 1
T AR R AT LSRN A RO 0 b AR RO AR S o

(AL G W58 5 : Entropy/IP Il 6Gen 2L 421 B b5 2k
B P BT A VR . Entropy/TP SR HHR 15 Bk
M hE BE 5l s AR, P 4R R 00 BR 0 M bk 5 1 6 Gen T 8 4
PO b ok & IS BRHEHE . A SCff A Entropy/IP 1 6 Tree ()
FEURARH A Ay I R A

(3 WEBE 2 > B . 6 Vec LM J2: 503l 42 4 A9 3 1 3 T I JiF
27 2] J5 ik R S B ik B9 AR B . A A Transformer A1 Softmax
TR R K R T b HE 5 5 (0 TPv6 1 S AL, K 6 VeclM
TR ARG AR A ) 3 i v

() H R T 2% - 6 GAN 2 f 8 1 38 T ik Ak 2% > A2 il =X
Xif 4 0 245 Sk S B 2 A H bR AR . 6GAN H 224 A 2% 4t
22 25 ) ) i R0 4 A DU g E AT U 2R L AR B A O TR S kR =X
B NHE S AR 751

£ 29 T 2T SBUE 4 1Pv6 Hitlist 59 BT A b ik /&
AR P RE X L. AT LU L VR 2 ) 7 ¥R 6Vecl M,
6LMNS LA B A j % 0 W 45 7 3 6 GAN A= Ji b il ) T35 18 2R 1
WA TR LEE LA RNN,LSTM #1 GCNN, BL K H b 4E %
B4k Entropy/IP Fl 6Gen, %53 B8 6LMNS [ riy K rpn 3
T [ B SR F A 2 T 97 85 19 6 Vee LM, XX IR 52 T 4% 0 R A
AR A W AS AE F greedy search, #H Eb 3% 0 f# 3, Nucles
Sampling % — A~ bk 17 Y 5% 0 48 36 07, 2E B b bk B0 0 BR
R, A, Nucles Sampling T B3 0 A= 1% 3 HE #9 £ BE
P REAREE A2 3R, (A T I A T 5R 0 A BT 0 15 BR b Bk Y
RETT.

w2 FMERELLE
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