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Data Reconstruction Attack for Vertical Graph Federated Learning

LI Rongchang' ,ZHENG Haibin' ,ZHAO Wenhong® and CHEN Jinyin'*
1 College of Information Engineering,Zhejiang University of Technology, Hangzhou 310023, China
2 College of Information Engineering,Jiaxing Nanhu University,Jiaxing, Zhejiang 314001, China

3 Institute of Cyberspace Security,Zhejiang University of Technology, Hangzhou 310023, China

Abstract Recently,data privacy protection regulations restrict the direct exchange of raw data between different graph data ow-
ners,resulting in the phenomenon of “data silos”. To solve this problem,vertical federated learning graph neural network realizes
distributed training of graph data by secretly exchanging embeddings,and has been widely used in many real-world fields,such as
drug discovery.user discovery,and product recommendation. However. honest participants in vertical federated learning graph
neural network still have the risk of privacy leakage during training. This paper proposes a private embedding representation re-
construction attack based on the generative network,and reconstructs the private data of the participant by the output of the ge-
nerative network is approximated with the confidence published from server with the norm loss function. Experimental results
show that the embedding representation reconstruction attack can completely reconstruct the embedding representation of the
participants on the Cora, Citeseer and Pubmed datasets, which highlights the risk of leakage of the participant embedding repre-
sentation in VFL-GNN,

Keywords Graph neural network, Privacy leakage,Federated learning, Generative network, Differential privacy
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Table 2 Attack mean square error in different periods

A% 200 500 1000 2000 3000 4000

Cora 1. 280 1.260 0.710  0.350 1.120  0.990
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Pubmed 1.520 1.520 1.520 1.550 1.537 1. 560
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Fig. 2 Steal attack effect in different periods
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Fig. 3 Accuracy of VFL-GNN in different datasets
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Fig. 4 Defense effect of different differential privacy methods against attacks
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Table 3 VFL-GNN test set accuracy with different defense methods

A2 %)
BEE Tmh#  FAA%RF wmiinF wifdigs
Cora 70. 90 71.70 61.10 71.60
Citeseer 59. 00 58. 90 51.00 59. 10
Pubmed 74. 80 74. 20 67.80 73.40
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