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Study on Dual-security Knowledge Graph for Process Industrial Control

WANG Jing,ZHANG Miao,LIU Yang,LI Haoling, L Haotian, WANG Bailing and WEI Yuliang
School of Computer Science and Technology, Harbin Institute of Technology(Weihai) , Weihai, Shandong 264209, China

Abstract With the development of industrial control systems, security issues in these systems have become increasingly impor-
tant. However, traditional industrial safety systems usually focus on either information security or production safety,thus failing
to consider both issues at the same time. As structured representation of data,knowledge graph(KG) is capable of hosting do-
main-specific knowledge and modeling causal relationships among knowledge. However, most studies leverage KG to handle cy-
bersecurity, while rarely pay attention to information security and production safety problems in industrial control systems. This
paper proposes a set of construction methods for dual-security KG for process industrial control systems. Using the techniques of
named entity recognition and relation extraction, it builds a large number of dual-security knowledge triples from a real-world
production corpus. The built KG incorporates both features of chemical industry production process and potential network securi-

ty flaws, providing comprehensive security guarantee for industrial control system.

Keywords Knowledge graph,Industrial control system.Dual security, Knowledge graph construction,Cybersecurity, Production

safety
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Fig.3 Example of named entity recognition
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(A) The threat actors sent the trojanized Microsoft Word documents, probably
via email. Talos discovered a document named MinutesofMeeting-
2May19.docx. Once the victim opens the document, it fetches a remove template
from the actor-controlled website, hxxp://droobox[.]online:80/luncher.doc.

(B) Once the luncher.doc was downloaded, it used CVE-2017-11882, to
execute code on the victim's machine. After the exploit, the file would write a
series of base64-encoded PowerShell commands that acted as a stager and set up

persistence by adding it to the HKCU Software Microsoft'Windows
CurrentVersion\Run Registry key.
(C) Once the evasion checks were complete, the threat actors used to

execute an actor-created file named "LOCALAPPDATA\Intel\instal. xml". Based
on lexical analysis, we assess with high confidence that this component of the
macro script was based on an

(D) While this technique was previously documented last year, it has rarely
been observed being used in operations. Talos suspects the adversary chose
MSBuild because it is a signed Microsoft binary, meaning that it can bypass
application whitelisting controls on the host when being used to
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Fig. 4 Network attack knowledge in CTI report
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Fig.5 Knowledge extraction process for CTI reports
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Table 1 Statistics of datasets
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Table 2 Knowledge extraction results for technical templates
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Table 3 Knowledge extraction results for CTI report
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Fig. 7 Entity extraction training results
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Table 5 Entity statistics of industrial safety knowledge graph
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Fig. 8 Relation extraction training results

TR LERFW ARSCORN FLHA ST 60% A4, IF
FLRE B 2R 450 2K i 427 BT B 5 T i B SR O A E
T 32 07 125 T LUAT 20 i 4% 4 AR 25 4 10 B0 b Y S R OG &
5 o AN SR P Al BRBY A N IROC &R e A5 R
# 6 g,



RS T U AR Tl A A U s R P T Y

73

6 TlhZamREEX A5

3 S A Al I S R 4R R, 3R AT A T 4R S A B Bl

Table 6 Relation statistics of industrial safety knowledge graph FRRs 3] B T OAE A R, IR A A B AR R R R, o e
£ s BTV T Al AR G I 2 % 4 0 0% T A T 4
mitigates 1701 %[] iH Ig] ijélz N
related-to 237
revoked-by 141 A T A 7= 22 A A S &6 4 S0 R an 9 BTaR . Al L & BT
ses 12286 N 2
4 2 7 SR T MO 9648 B0 S A R M e
ﬁt‘] ?G Fead FEECHE L RAS T AR R I, R AR RS T2 P M
M= 5
EHEYW 1 KAWL IRMRR,
) SHE b
san Py
L ‘ “BHR
@f E A [ HC-3 @
4 Zy v, & wHE | & £
# h | & RARE
% \ 3 \ f £
g0 . BEAMN z )
o LEVE W g T oM
é\&%ﬂ " \\ % . 3{.’1&\
Y i @ ke
1031PV08 1,5 —A
8 0A
g %
T I * & Y
St F_* F %,
el o s
(I A B B bl
WEH
< o
e %

K9 w8 Al T a A ™ 22 A R AT

Fig. 9

W22 A AR IR S AR o AT

RS Tl Z 2B P IR R LA AFERZ 3 A
VB e R R 52 RRAE I B 2 F B BEAR
EIE R R A e S S T 7 o o VT
S ARG R R R BR TR 1 R G, B = 3 A Tl R 4
RS

X b 3R R L A SO TR A AR R e R 4
TP AV BE 4 BT O34, 256 8 IR T 5 B2 2 M) 314 2
AR RAFIE R SR s T Tk 6 R %05 B2 My
2T, KX BRLG L — A AR B RS, B G 4R T 4
W ZR G R A T ISR 38, 456 N T8 re M iR B ik
FeA 0T LAEAT 8 BE 4 BT AN R AR PR b R B A B %
S S e TR R X A 2, 3 HL AT DU Bl & RN R x2S 4
ot o B St 7 Xof A T Ml AR 0 T i ) 5 2% T 4 22 A PR

DA SO 3 1 X2 il A R BT S 40, A R TE T RS
rh 55 W 4 42 2 R B 4 A AR DC B R M am B, T DLAE i cypher
18 /A) & ] “match(n) where n. id contains port’ return n” &,
“MATCH(n: Technique { name: ‘ Commonly Used Port” })
RETURN n”£ %5 i) ID {3 5% “port” iy 5 4, L K & A J& 1

“port” MY AL, AR — RAN W AL F R WS TED N

Part of knowledge graph of production safety for chemical equipments

A& 135 1 TCP:502(MODBUS) , TCP: 102 (S7comm/1SOT-
SAP), TCP: 20000 (DNP3) , TCP: 44818 (Ethernet/IP) , LA }&
£ JZ H O A v 1, Q0799 A5 “name: triton, description: Triton
uses TriStations default UDP port,1502,to communicate with
devices”,

HETRMMNG L 425 T ZeMiRZEIHBECR,
AT LASE 2o B2 Rl TR PR A A T A T L R RE Y TR L B
PURFR . A SO Y W2 il A AR B A6 T F w7 A
POFRA T —E e dae Jy, — 77w, v LA ] cypher i 41
A7 VBN PR () PR R AR IR 0 3 0 15 8 35 B o 355 4 5
SRR 53— 75 T, R 2 R R R 3k 2GR ), AT L GE
Jo e TN 45 Oy vk A B A LN R AT L R SR s AL 2
VR T 1 I 4% 22 4 RN T R 28 4 T )

GERIE  ASCERBEFE T AR L kA B
A Tk R B R, M2 2 MR, SaE T
A ATTECK for 1CS S5 HLH i 4544 £k 2 A 25 4 4k /
SERALEUE AT 5 T R A SR C R,
AP AR IR T T L 25 6 B AR TE AL B AR G R AR R Tl
A 7 R I SCRY AR AT 1K B R 0 SRR OG R A R . I N
TR AR 2 7 BB ORI A7 78 EUBOE PR Neodj . %0
T A O Ji5 22 B AT S RO 55 ) 55 B 4P e R4 S

=i



74

Com puter Science IHEAMLELZE  Vol. 50,No. 9, Sep. 2023

R SR FATTRE B A PR i BB R LA R RO g B A A 45 44
WEAE I — P IZIE R LS YR L2 MG R
A oH: B9 P T O R Tl By AP A AR B U R R

2 % x o

[1] CONTI M,DONADEL D,TURRIN F. A survey on industrial
control system testbeds and datasets for security research[]].
IEEE Communications Surveys & Tutorials,2021,23(4) ;2248
2294.

[2] DING D,HAN Q L.XIANG Y,et al. A survey on security con-
trol and attack detection for industrial cyber-physical systems
[J]. Neurocomputing,2018,275:1674-1683.

[3] WOLF M,SERPANOS D. Safety and security in cyber-physical
systems and internet-of-things systems[ C] // Proceedings of the
IEEE. 2017:9-20.

[4] MAO S,ZHAO Y M,CHEN J H,et al. Development of process
safety knowledge graph:a case study on delayed coking process
[J]. Computers & Chemical Engineering,2020,143:107094.

[5] CHENZY.LIUY,VALERA-MEDINA A,et al. Multi-sourced
modelling for strip breakage using knowledge graph embeddings
[J]. Procedia CIRP,2021,104:1884-1889.

[6] LIANG H,PENG X J,ZHAO N,et al. An approach of top-down
electric generation knowledge graph construction[ J]. IOP Con-
ference Series:Earth and Environmental Science,2021,661(1)
012021.

[7] WANG Z,ZHANG B,GAO D. A novel knowledge graph deve-
lopment for industry design: A case study on indirect coal lique-
faction process[ J]. Computers in Industry,2022,139:103647,

[8] EIBECK A,LIM M Q,KRAFT M. J-Park Simulator: anontolo-
gy-based platform for cross-domain scenarios in process industry
[J]. Computers & Chemical Engineering,2019,131:106586.

[9] JIA Y.QI Y,SHANG H,et al. A practical approach to con-
structing a knowledge graph for cybersecurity[ ] ]. Engineering.,
2018,4(1) :53-60.

[10] LI K,ZHOU H,TU Z,et al. CSKB: A Cyber Security Know-
ledge Base Based on Knowledge Graph[ C]// International Con-
ference on Security and Privacy in Digital Economy. Singapore:
Springer, 2020:100-113.

[11] RYEN V,SOYLU A.ROMAN D. Building semantic knowledge
graphs from(semi-) structured data:a review[ ] ]. Future Inter-
net,2022,14(5) :129.

[12] HOGAN A,BLOMQVIST E,COCHEZ M,et al. Knowledge
graphs[ J ]. ACM Computing Surveys ( CSUR), 2021,54(4):
1-37.

[13] JI S,PAN S,CAMBRIA E,MARTTINEN P,et al. A survey on

knowledge graphs: Representation, acquisition, and applications

[14]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[J]. IEEE Transactions on Neural Networks and Learning Sys-
tems,2021,33(2) :494-514.

EILICKE C,CHEKOL M W,RUFFINELLI D.et al. Anytime
bot tom-up rule learning for knowledge graph completion[ C] //
Proceedings of the 28th International Joint Conference on Artifi-
cial Intelligence. 2019:3137-3143.

PIPLAT A,MITTAL S,JOSHI A, et al. Creating cybersecurity
knowledge graphs from malware after action reports[J]. IEEE
Access»2020,8:211691-211703.

AL-MOSLMI T,OCANA M G.,OPDAHL A L, et al. Named
entity extraction for knowledge graphs: A literature overview
[J].IEEE Access,2020,8:32862-32881.

DEVLIN J,CHANG M W, LEE K, et al. Bert: Pre-training of
deep bidirectional transformers for language understanding[ ] ].
arXiv:1810. 04805,2018.

VASWANI A,SHAZEER N,PARMAR N,et al. Attention is
all you need[ C]J // Proceedings of the 31st International Confe-
rence on Neural Information Processing Systems. 2017: 6000-
6010.

HUANG Z,XU W, YU K. Bidirectional LSTM-CRF models for
sequence tagging[ ] . arXiv:1508.01991.,2015.

SOUZA F,NOGUEIRA R,LOTUFO R. Portuguese named en-
tity recognition using BERT-CRF[]]. arXiv:1909. 10649,2019.
MILAJERDI S M,ESHETE B,GJOMEMO R,et al. Poirot:
Aligning attack behavior with kernel audit records for cyber
threat hunting[CJ / Proceedings of the 2019 ACM SIGSAC
Conference on Computer and Communications Security. 2019
1795-1812.

NADEEM A, VERWER S, MOSKAL S, et al. Alert-driven at-
tack graph generation using s-pdfa[ J]. IEEE Transactions on
Dependable and Secure Computing.2021,19(2):731-746.

WANG Jing, born in 2001, postgra-
duate. His main research interests in-
clude natural language processing and

data mining.

WEI Yuliang, born in 1989, assistant re-
searcher. His main research interests
include natural language processing,in-
dustrial Internet security and data mi-

ning.

(BLAL G5 - T 47D





